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Abstract The research aims to identify the role of internal auditing in recovering from cybersecurity risks, R
reducing cyber violations, and enhancing cyber resilience in the Iragi Islamic banking sector. It addresses recent
developments in the knowledge domain of internal audit practices and the responsibilities of internal auditors,
especially in light of global challenges posed by digitalization and the Fifth Technological Revolution. The study
is aligned with local requirements issued by the Central Bank of Iraq in 2019 concerning IT governance regulations,
as well as international standards set by the General Council for Islamic Banks and Financial Institutions (CIBAFI),
and the updated Cybersecurity Framework (CSF 2.0) issued in February 2024, which outlines guidelines for
cybersecurity controls . Through the examination of both local and international publications, the research developed
specific indicators and concluded with several recommendations. Chief among them is the need to assign a more
significant role to internal auditing in evaluating cybersecurity controls. Moreover, the proposed framework by the
researchers can serve as a roadmap for defining the evaluative and advisory role that internal auditors can play in
Islamic banks to mitigate cyber threats.
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