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Abstract

Health care is one of the most important aspects which raises with the improvement of data
communication and the intemet of things were many parities join together to produce a service,
The communications between the patient and his doctor or health care center should be secured
and the access of the patient to his electrical medical files should be authentic . In this paper a
new method is produced to secure this type of communication and provide the patient a secured
access to his medical files. The method used some concepts of well-known algorithms like
Elliptic curve and E1-Gamal encryption,

Key words: Elliptic curve, access authentication, El-Gamal encryption, Health care.

1. Introduction

Due to the massive improvements in personal applications using Intemnet and the growth need for
fast and secure access to personal files like bank accounts, medical files, educational files and
others, many methods and strategics were produced to provide users need for fast and secure
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access[1]. Methods of cryptography and steganography have been used and improved frequently
in the last few decades to improve internet applications and make them more applicable and
useful for ordinary users[2].

Medical files have a special interest because of the sensitive information contained in such files.
Accessing medical files should be restricted to those who are authorized like the patient himself
and his doctor(s)[3]. therefore, security should be ensured here. One of the most effective
methods for securing such files is by using secret key(s) for accessing and manipulating these
information. The health care center (or a hospital or a doctor) may have many patients in its
database[4]. To restrict each patient with only his data, a secured method is proposed using
public and private keys between the patient and his health care center.

The proposed method combines two cryptography methods: Elliptic curve(EC) and El-Gamal
encryption method.

2. Elliptic Curve (EC)

Elliptic curve system is mathematically complicated and needs finite field operations. Many
researches worked on applying EC for its fast and complicated implementation.

The basic idea of EC depends on a scalar multiplication (H - P), where P is a point on the EC
used in a cryptosystem. Actually, scalar multiplication is a repeated addition operation on
repeated point so that, the results of the EC system depends on number of repeating the process
and this dependence is linear(5].

2-1 Elliptic Curve Public-Key Pairs

The process of producing the key of EC cryptosystem is as follows:

Suppose we have a set of points which is finite but very large (call it E). then suppose that if we
have two points (P1,P2) from E we can produce a third point(P3) from the same set by
P1(x1,y1 +P2(x2,y2)=P3(x3,y3). Now if we have a point M from E, then adding the point fo
itself will produce another point also in E, therefore we may have M+M, M+M+M,
M+M+...+M. we may use an integer H which represent the number of repetitions used in finding
the new point. The new point will be found by :R(x,y)= M(x1,y1) * H using the formula below:
A = (3*x1%+a) / (2*y1) , where a is a coefficient. '

X=A%—2%x1 mod p

Y=A 1l -x)-yl mod p

The public key will be Q which is Q=M*H, while the private key L is a random number module
E. so the key pair of EC is (L,Q) [6].

3. El-Gamal Encryption
El-Gamal encryption method produces a pair of numbers in each step (c1,c2) depending on a
predetermined key. If a receiver has El-Gamal public key (y) where y=g* mod p, and x is the
private key and the sender wants to use this key in encrypting a message m. the process will be as
follows[7]:
Compute ¢l by : ¢c1= g* mod p, where g is any number less than p. 0<K<p-1
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Compute ¢2 by : ¢2=m. y* mod p.

4. The Proposed method
The proposed method involves two sides: the medical care center (doctor, hospital,..) and the
patient. Both will agree on a point G on the EC from Ep . the proposed method depends on EC
key generation and El-Gamal encryption.
4-1 Medical care center( For each patient):
Take the first character of the patient first and last name.
Convert the two characters to a two digit hexa-number(h1h2,h3h4).
Select a random number K, from the interval (1..P) where P is the maximum limit of the Elliptic
curve set E (Ep).
Select a point G in the curve to be shared by the medical care center and the patient.
Find Yo=K G
Send Y, to the patient.
Find (C,,C,) = K Pg, where Pj is the patient public key.
Find :
Y{=C,h;mod P
Y2=C4 hz mod P
Y3=Cl h3 mod P
Y,~=C2h; mod P
Ta=Y1*h +Y2*hy + Y3 *h; + Y4 *hy
Save the name of the patient in the database with its corresponding Ty.
4-2 Patient :
Select a random number ng, from the interval (1..P) where P is the maximum limit of the Elliptic
curve set E (Ep), then find the public key (Pg =G ng).
Find (C1,C2)= Y, np, where ng is the private key of the patient.
Take the first character of his first and last name.
Convert the two characters to a two digit hexa-number.
Encrypt the hexa-numbers as:
Y,=C1 h1 mod P
Y2=C; hpmod P
Y;;:Cl h3 mod P
Y4=C2 hy mod P
Te= Y1 *hy +Y5 *hy + Y3 *hy + Y, *hy
Send Tp to the medical care center when frying to access his own medical files.
4-3 Verification of patient access:
The medical care center will receive Tp from the patient when he frying to access his medical
files. This access will be verified as follows:
If TP =TH then : Access verified
otherwise : Access denied
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The verification depends on the equalization of two parameters that are found with different keys
(k and ng). this verification depends on the following mathematical operation:
Since, for medical care center :
(C1.C)=KPg and P =ng G
And, for patient:
(C3,C4)=Y0Ong and YO=K G
Then:
(Ci,C2)=KPp =Y0ng=(C5Cy)
(C[,Cz) =KG ng =KG ng= (C;,C4)
So:
(€1,C3) = (C5,Cy) and that implied the verification Ty =Tp

S. Implementation

Suppose P=23, then:

Ez(1,1), E:y*—x*+x+1 define over Zys,

For a=1 b =land 4a’+27b’modp # 0 then
4* (1Y +27*(1)*=8 20

The elliptic group Ep(a, b) = Exx(1, 1) this include the points:

E23(1, 1)= (0, 1) (0, 22) (1, 7) (1, 16) (3, 10) (3, 13) (4, 0)
(5,4) (5, 19) (6, 4) (6, 19) (7, 11) (7, 12) 9, 7)
(9, 16) (11, 3) (11, 20) (12, 4) (12, 19) (13, 7) (13, 16)
(17, 3) (17, 20) (18, 3) (18, 20) (19, 5) (19, 18)

The hexadecimal conversion of each alphabetical character is shown in table 1 below:

Table 1: Hexadecimal representation of English characters

A [41 O [4F |
B |42 P 50
Cc |43 Q |[s51
D |44 R |52
E |45 S 53
'F |46 T |54
G |47 U |55
'H |48 vV |56
I 49 w57
] |4A X |58
'K |4B Y |59
L 4C Z [5A
M |4D | o

N |4E
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Medical care center:

Suppose the patient name = "Ahmed Zaki"
X=A=41 - hl1=4, h2=1

X,=Z=5A > h3=5,h4=A

Let G =(1,7)

Suppose the public key of patient Pg = (0,22)
And the medical care center select its private key as K= 9, then:
Yo =KG =7(1,7) = (9,16) , Sent Y, =(9,16)
(C1.C)"K Ps =(19.5)

Y ,=C*hl mod p =19%4 mod 23 = 7
Y=Co*h2mod p=5*1mod 23 =35
Y3=C1*h3 mod p = 19*5 mod 23 =3
Y,=C,*h4 mod p = 5* 10 mod 23 =4

Ty= 7*4 + 5%1 + 3*5 + 4*10 = 88

Save (Ahmed Zaki , 88)

Patient:

Pp =(0,22) , ng =5

C3,Cy = Yo ng = 5(9,16) = (19,5)

Name ="Ahmed zaki"

X=A=41 - hl1=4,h2=1, X,=Z=5SA -> h3=5 h5=A
Yi=7 Y=5 Y3=3 Y4=4
Tp=T7%4+ 5*1 + 3*%5 + 4¥10 =88

Send Tp when access is required.

6. Results and Analysis
By applying the proposed method on many patients, the results were as in table 2 below:
Table 2: Implementation of five patient

. (C1.C2) Tp
Patient name ng G K Pg (C5.Ca) Ty
Ahmed Zaki 3 (L7 s | (18200 [ (0,22) 152
Belal Sadak 4 (1,16) | 3 (17,3) (5.4) 142

May Ali 6 G10) | 3 | 124 | (619 400
Yousif Fady 7 (3.13) | 4 | (11,20) | (21,20) 326
Ahmed Zaki 5 (1,7 9 [ 02 | 199 88 |

From table 2, it is clear that when patients have the same name but with different private key or
with different K, then the verification number TP will be different as well. Using the same private
key by different patients with different names will produce different TP’s. for different patients,
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even if the same K is used, the resulted TP’s will be different. From all that, the uniqueness of
verification number is ensured.

Conclusions

Guarding electronic medical files is one of the most important aspects in internet applications
especially with the great improvements and usage of this field. The first step of securing medical
information in a database is by securing the access to this information. Using verification
technique for accessing medical database was used frequently in the last few years. In the
proposed method the access verification depends on using public and secrete keys. These keys
were produced and used by joining two concepts: EC points for its complexity and El-Gamal
encryption for its simple but yet powerful basis. The results showed that, the verification number
produced for different patients were different even if the names were the same, the private key, or
even the K used by the medical care center, were the same.
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