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ABSTRACT

Dedicated mobile networks (MANETs) in wireless networks are prone to security
issues because they are not regulated. They rely on a non-static infrastructure and
do not have routers or fixed terminals to manage communication between devices.
Networked devices, known as nodes, communicate directly with each other. Each node
can act as a router and contribute to the transfer of data to other nodes. Therefore, the
lack of regulation has several causes: (1) Network dynamics: devices in a MANET
move continuously and frequently change location, altering established communication
paths. (2) Decentralized architecture: there is no central point that manages data
traffic; each node operates independently and is responsible for communication. (3)
Devices are not always directly connected to each other, so data may need to pass
through several hops to reach other nodes, which increases complexity and makes
communication more difficult. This study examines MANET security challenges,
suggests remedies, and proposes full security implementations. Security measures under
investigation and potential implementation include attacks on the Domain Name System
(DNS), distributed denial-of-service (DDoS), node abuse, energy-efficient security, trust
management, intrusion detection systems, secure routing protocols, multilayer design,
and machine-learning-based security. Implementing complete security methodologies,
while addressing these issues, is necessary to enable effective wireless security for
MANETs.

Keywords: Communication system security, Mobile ad hoc networks, Mobile communication,
Routing protocols

1 INTRODUCTION

MANETs can be used for vehicle communications,
disaster recovery, and military operations. They

operate through direct or intermediary nodes, and a secure
MANET is essential to protect communications from hos-
tile nodes, denial-of-service attacks, and node misbehav-
ior [1]. MANETs present unique security challenges due
to their dynamic nature and lack of centralization. This
article examines MANET security problems, proposes
solutions, and assesses their effectiveness and the threats
they pose, including routing, denial-of-service attacks,

and misbehavior. We then propose security solutions for
intrusion detection and mitigation, discussing artificial
intelligence, collaborative security, game theory, and
multi-layered planning. We evaluate these methods to
identify ways to make MANETs more secure and reliable
in demanding, constantly changing environments [2].

Ad hoc networks are self-configuring wireless net-
works of mobile nodes connected via routers or hosts.
Mobile nodes can communicate with one another without
an access point. This means there is no permanent
infrastructure, and routers may move freely and posi-
tion themselves as needed. Every mobile node has a
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transmitter and a receiver. Thus, mobile ad hoc network
(MANET) nodes self-organize dynamically. MANET
nodes can communicate directly with other nodes within
their radio range; if a destination is outside direct com-
munication range, they relay data through intermediate
nodes. Key characteristics of ad hoc networks include
the following [3].

First, ad hoc networks use wireless links that can
be unstable. Nodes also operate with limited power,
and mobility is high. Second, node relocation can affect
routing information. In a MANET, nodes can move within
or beyond their radio range. Third, the frequent movement
of MANET nodes increases their vulnerability to attacks.
Therefore, routing takes node movement into account
to help prevent attacks on mobile AD-HOC networks.
Mobile AD-HOCs in MANETs are wireless networks
of mobile nodes that dynamically organize themselves
without a pre-defined or centralized structure. While they
offer flexibility and resilience, they also present unique
security challenges due to their dynamic nature and open
wireless environment without centralized authority. This
research outlines the security problems in MANETs, their
solutions, and highlights effective methods for enhancing
their security [4–6]. Figure 1: A mobile AD-HOC
network without an access point [4].

Fig. 1 Mobile Ad-hoc Network [5]

2 RELATED WORK
Research has addressed the problems of MANETs

and their solutions. There are two main types of attacks
on MANETs: active and passive. Passive attacks do not

affect data transmission because their role is to monitor
information traffic [7]. In a passive attack, legitimate
nodes are compromised internally to steal information.
In contrast, active attacks disrupt data transmission. Kaur
et al. argue that active attacks are more dangerous
because they interfere with data transmission between
nodes [8]. Therefore, both types of attacks can be internal
or external and are more vulnerable than wired networks
because the nodes are self-organizing, which increases
the difficulty of security. To protect users, MANETs must
meet standard security goals. Confidentiality requires that
only authorized devices and users access the network [9].
Each node should verify the identity of peers and users;
network access requires valid credentials for both. With-
out authentication, impersonators cannot join the network.
Other studies recommend edge cryptography for network
security [10]. Reference [11] describes how nodes can
authenticate one another and issue security certificates.
Reference [8] presents a MANET routing system that uses
covert information exchange to mitigate security risks.
Reference [12] provides a broad model for MANET data
transmission and connection security.

Security design and current practices in data-packet
transmission are discussed in detail in [13]. Because
MANETs are vulnerable, many security methods have
been developed. In reference [14] proposes ARAN,
a secure MANET routing mechanism. This protocol
ensures network security with node certificates. It also
states that certificates can defeat every MANET security
threat. Supplementary works examine MANET multi-
hop security challenges and risks.

Intrusion detection aims to identify threats early. One
approach proposes a distributed and cooperative model
for attack detection [15]. In such systems, all network
nodes participate: when a node detects a hazard, it warns
the others. However, limited node power may prevent
wide alert distribution. For these cases, cluster-based
IDS is used. A cluster-driven IDS divides the network
into subgroups so member nodes can alert peers about
attacks. A designated node watches over others and
detects intrusions; when an attack is identified, it notifies
the cluster. All nodes in a cluster share a single radio
range.

Other MANET attacks include the wormhole. In
a wormhole, an attacker impersonates a receiver to
intercept data and forwards it to a colluding node before
sending it on to the real receiver, potentially corrupting
the message or disrupting communication. To counter
wormhole attacks, packet leashing adds information to
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limit transmission distance. Packet leashing may be
temporal or geographic: geographic leashes use distance
to restrict transmission, while temporal leashes use a
maximum transmission time [16, 17][16, 17].

Research in Mobile Ad hoc Network (MANET)
wireless security encompasses a wide range of studies,
academic papers, and projects aimed at addressing these
challenges. Here is a summary of key areas of related
work:

2.1 Ad hoc on-demand distance vector (AODV) and
dynamic source routing (DSR) are two encryption
protocols for safe routing

Numerous studies have sought to strengthen AODV
and related protocols by adding authentication, crypto-
graphic techniques, and trust-based routing. One example
is Secure AODV (SAODV). Researchers have also worked
to improve DSR, focusing on preventing routing attacks
such as black-hole and gray-hole attacks and on securing
route discovery and management [18].

2.2 Intrusion detection and prevention systems
(IDPS)

Key Management and Authentication: Studies of
anomaly-based MANET detection and prevention meth-
ods, and research related to node misbehavior for attacks,
including proposed algorithms for detecting and prevent-
ing such behaviors, monitoring systems [19], and key
generation protocols. These were also addressed with
the aim of achieving efficiency, security, and biometric
authentication to ensure protected communications in
MANETs [20].

2.3 Designing and optimizing across layers
Cross-layer security protocols. Research has explored

improving security by integrating mechanisms across
multiple layers of the protocol stack, rather than only one
or two. Resource optimization. Studies have examined
how to maximize resource use in MANETs under accept-
able security constraints, considering energy efficiency,
bandwidth allocation, and QoS limitations .

Collaborative security and game theory. First, collab-
orative defense mechanisms: researchers have explored
cooperative strategies among MANET nodes and broader
collaborative security frameworks to share security infor-
mation and strengthen networks against threats. Second,
game-theoretic models: studies use game theory to ana-
lyze and improve MANET security measures, incentive

systems, and decision-making, accounting for the rational
behavior of selfish nodes and adversaries [21].

Clustering and vulnerability. MANET connectivity
and data-packet transfer can rely on clusters of nodes
(mobile devices) that form short-lived, ephemeral net-
works without central administration. In the absence of
centralized control, links between mobile nodes must
rely on trust. Because of their dynamic nature and rapid
topology changes, MANETs are vulnerable to insider
attacks. MANET attacks are characterized at the network
layer [22], as shown in Figure 2.

3 SOLUTIONS THAT CONTRIBUTE TO IM-
PROVING THE SECURITY OF MOBILE
WIRELESS AD HOC NETWORKS
In the security of mobile ad hoc networks (MANETs),

the technologies used face many challenges, but there
are also advanced solutions that improve protection. Key
recent contributions include:

1. Public- and private-key encryption: Protects com-
munications in wireless networks using asymmet-
ric keys and is effective against eavesdropping.

2. Quantum-cryptography applications: Resist clas-
sical computing–based attacks that may penetrate
existing systems.

3. Deep-learning–driven IDS: Uses modern neural
networks to power intrusion detection systems
(IDS) that detect attacks and learn new threat pat-
terns, improving recognition of previously unseen
threats.

4. Biometric authentication: Fingerprint, face, or
voice authentication helps protect connected de-
vices and prevents unauthorized access to network
resources.

5. Blockchain technologies: Reduce the risk of data
tampering within MANETs by protecting and
recording transaction history without a third party.

6. Making smart decisions based on neural networks
and potential threats to connected devices.

4 PROBLEM SOLUTIONS
MANETs pose unique security challenges because of

their dynamic topology and lack of fixed infrastructure.
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Fig. 2 Attacks in various layers of MANET [22]

Here we present the most common security issues result-
ing from mobile ad hoc networks and their solutions [23]:

1. In a denial-of-service attack, the attacker usually
floods the network with traffic and exhausts all the
available resources or even halts routing [24].
- Objective: Security measures such as IDS, adap-
tive routing algorithms, and rate limiting should
be employed to stop DoS assaults. Limiting the
resource usage, as well as preventing unwanted
access and using encryption with authentication
are other practical solutions [24].

2. mobile ad hoc network node resources are often
vulnerable and exposed to hacking, which can
lead to illegal access, unwanted activities and data
loss [25].
- Objective: Limiting network activity to nodes
with appropriate authorization is the aim of setting
up an intrusion detection and prevention system

also known as (IDPS). Strict authorization proce-
dures may help with identifying vulnerable nodes
in order to accomplish this [25].

3. In MANET communications there is a significant
risk of data manipulation and eavesdropping at-
tacks since they are frequently transmitted over
unprotected wireless networks [26].
- Objective: one way to encrypt the communication
channels is to use encryption technologies like
IPsec or SSL/TLS. A digital signature can also be
used as an extra method to confirm the legitimacy
of data transmissions in order to guarantee the
confidentiality and integrity of data [26].

4. complex security operations are challenging to
execute on MANET nodes due to their limited
life along with the processing power and band-
width [27].
- Objective: To make up for the lack of resources,
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lightweight security algorithms and protocols
should be created to maximize performance as well.
For instance, elliptic curve cryptography (ECC)
offers greater and better security at a significantly
lower computational resource cost compared to
conventional cryptographic techniques [27].

5. Dishonest node behavior, such as failing to for-
ward packets and using network resources without
contribution can have a detrimental impact on
MANET performance [28].
-Objective: To develop reputation- based systems
such as path monitors and classifiers, additionally
to detect and eliminate malicious nodes in the
network and promote cooperative behavior while
also discouraging selfish nodes [28].

6. Physical layer attacks include things like jamming,
eavesdropping and signal interference. MANETS
could be compromised by these kinds of attacks
[28]
-Objective: to mitigate the impact of physically lay-
er attacks, power management , frequency hopping
and spread spectrum techniques are used [29].

It is important to use a combination of cryptographic
techniques, intrusion detection systems, secure routing
protocols as well as cooperative processes that can adapt
to the particular characteristics and points of MANETS,
this is in order to address these security concerns. This
helps foresee potential security vulnerabilities in dynamic
networks, which also require ongoing monitoring and
adaptation.

5 CHALLENGES
1. Enhancing MANETs security is extremely chal-

lenging and difficult due to the presence of dy-
namic, potentially malicious nodes and the lack of
fixed infrastructure [25].

2. Designing efficient, secure routing protocols is
challenging due to the fact that MANETs have
limited resources, meaning they are susceptible
to routing attacks, and undergo frequent topology
changes [26].

3. MANETs are inherently unpredictable and hetero-
geneous, making consistent quality of service hard
to guarantee, especially for bandwidth-intensive
applications [26].

4. it is difficult to deploy MANETS without compro-
mising speed or dependability, such networks with
limited resources find it difficult to achieve such
large energy and resource savings [27].

5. Interoperability among protocols and devices is
another challenge in MANETs [28].

6 ADVANTAGES
Due to the fact that mobile MANETs are dispersed and

have an unpredictable structure, a unique challenge such
as wireless security will be present. There are several
advantages to fixing security flaws in these networks,
such as:

1. Dynamically, nodes in MANETs can join or leave
the network at any time. The network can configure
itself for flexibility and can quickly adapt to dif-
ferent conditions, making it difficult for attackers
to create specialized attacks based on network
topologies [30].

2. MANETs can reduce the reliance on central au-
thority for implementation by distributing security
measures among nodes in the network. The
system’s distributed design makes it more resilient
to failures and reduces the impact of compromised
nodes [31].

3. Battery life and bandwidth are two resource lim-
itations for MANETs. For the reason that their
limited resources, MANETs require lightweight
moreover effective security solutions. Effective
security procedures protect against security threats
and optimize the use of network resources. [32].

4. Adaptive routing techniques are used by MANETs
to handle network changes such as node mobility
and connection loss. Routing decisions can be
dynamically changed by security- enabled routing
protocols according to perceived security.

5. When numerous nodes work together to accom-
plish shared goals and objectives, MANETs pro-
vide assistance. Solutions for group chat security
may include confidentiality, integrity as well as
authentication. These kind of techniques facilitate
important group conversations. [33].
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6. In MANETs, nodes can work together and pool
resources to carry out network functions like data
relaying and service delivery at the same time.
To improve the use of network resources while
shielding them from potentially harmful activities
or unauthorized access, security solutions that
enable nodes to operate safely together are highly
required.

7. MANETs often employ cross-layer communica-
tion to optimize network performance in addition
to efficiency. When security protocols are inte-
grated across various network layers, the network
infrastructure itself may be more resilient and
better protected against a wide range of security
threats. [33].

8. MANETs have built-in self-healing capabilities,
so therefore they can recover when a node fails
or the network is divided. Security mechanisms
may autonomously detect and resolve those secu-
rity breaches by employing self-healing features,
improving the networks overall dependability and
resilience [34].

7 DISADVANTAGES
1. Among other security concerns, MANETs are

vulnerable to routing attacks, denial of service
attacks and node misbehavior. This is due to their
decentralized structure, open wireless medium and
lack of centralized management [35].

2. The performance of real time applications is im-
pacted by factors like dynamic topology, network
congestion and varying connection quality, this
makes it challenging to guarantee quality of service
in MANETs [36].

3. The limited battery power, processing power and
the memory of MANET nodes limit the imple-
mentation of complex protocols and security pro-
cedures.

4. Due to the routing and resource management be-
coming more expensive as the number of nodes in-
creases, MANET scalability issues may occur [37].

5. Managing MANETs without a centralized ad-
ministrator can be a difficult task that requires
efficient setup, monitoring as well as maintenance
procedures [38].

8 APPLICATIONS
Creating an application for mobile ad hoc network

(MANET) wireless security would involve several steps
and considerations. The second category includes de-
centralized mobile networks, which are wireless multi-
hop network that operates autonomously. Neither the
network’s infrastructure nor its routers are permanently
installed. There is complete mobility among the nodes,
and they may all dynamically stay in touch with one
another. Even if the terminal’s wireless coverage is
restricted, two users who are unable to contact directly
can still work together by enlisting the assistance of other
nodes to pass packets. The ability to locate and maintain
routes to other nodes is essential for each node, which
may be viewed as a router, Figure 3.

Fig. 3 Types of ad hoc networks [39]

Here’s a basic outline of what you might include in
such an application:

1. An application that has the ability to find other
devices in the area and connect to them so that
an ad hoc network may be formed. A possible
protocol involved in this is the use of Bluetooth
and IEEE 802.11 [40].

2. To prevent unauthorized devices from connecting
to the network, establish authentication methods
first. The next step is to set up a key exchange.
Digital certificates, authentication via a username
and password, and other methods are some ex-
amples of such procedures. To put the cherry on
top of everything, you should establish encryption
keys for secure communication by utilizing secure
key exchange protocols [41].
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3. Because of the inherent dynamic nature of MAN-
NETs, secure routing protocols are absolutely
necessary. Adaptable secure routing protocols
should be put in place to guarantee the safe delivery
of data [42].

4. To avoid eavesdropping on MANET traffic and
keep data secure, encryption and preserving the
integrity of encrypted data are crucial. It is
easier to prevent tampering with transmitted data if
procedures are in place to check its integrity [43].

5. Detecting and preventing intrusions by combining
intrusion prevention and detection systems to find
and lessen the impact of assaults on MANETs. Do
what has to be done [44].

6. To fix security issues and make the program work
better over time, make sure it can get patches,
updates, and maintenance [45, 46].

7. Assistance and paperwork: Make sure the docu-
mentation is thorough and that users have access
to all they need [47].

8. Verification and Testing: Verify that the software
is working as it should and that the security mecha-
nisms protect the MANET from a variety of threats
by testing them at a comprehensive level [48].

9. Wi-Fi Inspector: A tool that provides users with
the ability to scan neighboring Wi-Fi networks,
even those operating in ad hoc mode, for security
vulnerabilities. Although it was not designed with
MANETs in mind when it was built, it can still be
useful for identifying security vulnerabilities in a
wireless network anyway [49].

10. If you are experiencing problems with your net-
work or are interested in analyzing your Wi-Fi
coverage, consider using NetSpot, a Wi-Fi analysis
tool. It likely does not have security features
specifically designed for MANETs; however, it can
help make ad hoc networks operate more securely
and efficiently. [50, 51]

11. With the assistance of Air cracking, a bundle of
wireless security tools, it is possible to test the
security of both ad hoc and standard Wi-Fi net-
works together. Furthermore, it is equipped with
tools that can decipher encryption keys, intercept

packets, and conduct various other types of attacks
against networks [52].

Remember that although these techniques can improve
MANET security, guarding ad hoc networks is different
due to their dynamic and decentralized nature. The use of
robust encryption, secure authentication procedures, and
routine software and firmware updates to patch security
holes is part of good network security practice, which
must be supplemented with these technologies. If you
need advice on how to secure your particular deployment,
it’s a good idea to consult with someone knowledgeable
in network security and MANETs. [53]

9 VEHICULAR AD-HOC NETWORKS
(VANET)
Wireless intravehicular communication between elec-

tronic devices and automobiles is enabled using various
networks, including media players, GPS, cellphones,
and Bluetooth, among others. Emerging technology for
automobile ad hoc networks allows for communication
between vehicles. As a subset of MANET and VANET
differ in the following ways: Vehicles are the nodes
available here. Because of this, the mobility of the
vehicle, or nodes, is limited. Yet, VANET allows for
a certain amount of permanent infrastructure. Because
of its constraints, this infrastructure can only offer fixed
network connectivity and support a subset of VANET
services.

9.1 Architecture of vanets
Communication operators, content producers, and

government organizations can all implement the VANET
network, or they can cooperate to build a hybrid wireless
communication network. The VANET architecture has
been expanded to cover more ground, with the in-vehicle
domain housing in-vehicle communication, the ad-hoc
domain housing workshop communication, and the infras-
tructure domain housing vehicle-to-road communication,
as defined by the European Car Communication Con-
sortium (2C-CC). In-vehicle communication refers to
the exchange of data between the user terminal and the
On-Board Unit (OBU). A physical device or an OBU-
integrated virtual module can serve as the user terminal.
Both wired and wireless communication modes are avail-
able. Figure 4 is an example of OBU-to-OBU (V2V) and
OBU-to-RSU (V2R) communication, both of which fall
under the ad hoc area of workshop communication. There
are two possible modes of communication, single-hop

© 2025 The Author(s). 140 CC BY 4.0

https://creativecommons.org/licenses/by/4.0/


Journal of University of Anbar for Pure Science Vol. 19, No. 2 (2025)

and multi-hop. The connection between the on-board unit
(OBU), remote service unit (RSU), and infrastructure
(e.g., satellites, hotspots, and 3G and 4G networks) is
known as vehicle-to-road communication (DSRC) [10].
A wired connection is an option for RSU [11].

Fig. 4 VANET Communication [54]

When it comes to ITS (such as electronic toll col-
lection systems), DSRC is a technological standard that
was designed for ITS. The ISO/TC204 Intelligent Trans-
portation System Committee is in charge of developing
DSRC standards on an international level. The worldwide
DSRC standard formulation is divided into three main
lines: Europe, the US, and Japan [12]. The DSRC
standard was begun in 1994 by the ninth working group
of the European DSRC standardization working group
CEN/TC278, which went on to pass the ENV12253
"5.8 GHz DSRC physical layer" standard in 1997, the
ENV12795 "DSRC data link layer" standard in 1998,
and the ENN12834 "DSRC application layer" standard
in 1999. The work on the DSRC standard formulation
was ended in 1997 by the TC204 Committee of the
Japanese DSRC Standardization Working Group. Two
standards, ARIB STD-T75 in 2001 and ARIB STD-T88
in 2004, were issued by them. The 5.850 5.925 GHz
(75 MHz) frequency band was designated for short-range
communications in the transportation services industry
by the US Federal Communications Commission in
1998 [13]. Two versions of the DSRC standard, E2213-02
and E2213-03, were approved by ASTM in 2002 and 2003,
respectively. The E2213-03 standard, IEEE 802.11p, and
IEEE 1609 working groups started to develop standards
for wireless communication in the automotive setting.

Standardization for the IEEE 1609.1–1609.4 family of
devices was accomplished in 2006. The official publi-
cation of the IEEE 802.11p standard occurred in July
2010. The DSRC standard consists of the physical and
media access control layers that are implemented as an
enhancement to the IEEE 802.11 standard; it caters to
ITS-related uses [14].

Wireless local area networks (WLANs) based on
802.11a/g/n/ac can be utilized in either the infrastructure
domain or the in-vehicle domain, cellular networks such
as 2G, 3G, or 4G for the ad hoc domain, Bluetooth for
the in-vehicle domain, and so on [15]. Applications like
eCall, which utilize both a 2G network and GPS location,
are examples of VANETs that may leverage several
communication methods. If an eCall device detects
a critical sensor signal, such as an airbag deployment,
it will immediately activate the communication module
and contact 112 for the agent. It will immediately begin
voice contact with the nearby rescue squad and transmit
the vehicle’s GPS locations, accident time, license plate
number, and other pertinent details. Figure 5 illustrates a
typical communication in a VANET.

Fig. 5 typical communication in a VANET [55]

Whether it’s a simplified layer consideration or a
cross-layer consideration, the protocols of each layer
in in-vehicle communication might vary substantially
depending on the application. The most authoritative
protocol architecture currently provided by IEEE is the
WAVE protocol stack. It consists of the following
layers: physical, data link, network, and safety. At
the physical layer are IEEE 802.11p, IEEE 1609.4, and
IEEE 802.2. At the network and transport layers are
two sets of protocols, the traditional TCP/IP and the
safety-focused IEEE 1609.3. At the application layer,
safety-related applications are differentiated from non-
safety applications. At the application layer, the SAE
protocol is introduced as a message sublayer for safety
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applications. Lastly, there is a cross-layer safety protocol,
IEEE 1609.2. Figure 6 shows the characteristics of
VANETs.

Fig. 6 Characteristics of VANET [56]

• The communication link between two vehicle
nodes has a very short life period due to the fast
changes in the topological structure of the onboard
self-organizing network caused by the vehicles’
rapid movement. Increasing the transmission
power is the standard method for making a link
last longer. Although doing so reduces network
performance due to both the increased power
consumption and the increased communication
distance.

• Each node finds it impractical to acquire and
preserve the global topological structure of the
whole network due to the topology’s fast evolution,
which makes it difficult to build an accurate neigh-
bor node list. Thus, the self-organizing network
installed on the vehicle is not a good fit for the
protocol that relies on the topology of the network.

9.2 Potential applications of vanets
New VANET technologies are defining a plethora of

potential uses in areas such as driver assistance, efficient
traffic, and safety. In VANET, there are a number
of possible uses, including V2V and V2I (vehicle-to-
infrastructure) communication. These applications are
being examined based on whether they are safety-related
or not, or on the communication techniques used (Vehicle-
to-Vehicle and Vehicle-to-RSU).

• Security: The application of VANET technology
aims to reduce injuries, save lives, and decrease the
frequency of accidents. Warnings of impending
collisions, accidents, lane departures, obstacles,
vehicle breakdowns, work zones, and similar situ-
ations are all part of this category.

• Periodic Messages: So that vehicles may make
decisions to attempt to avoid dangerous situations,
information connected to them, such as their posi-
tion, speed, and direction, is to be known to them
from another environment. Accordingly, periodic
messages are considered a crucial message type
that aids decision-making in safety applications;
yet, they may lead to undesired bandwidth usage,
particularly in expansive environments, increasing
the likelihood of a storm problem.

• Messages that are sent only when a harmful sce-
nario occurs: event-driven messaging. They won’t
be sent unless you take that step. Priority will
likely be given to communications that are based
on events. Sending these messages with a higher
degree of certainty to every known vehicle is the
biggest issue.

10 MEASURES TO PREVENT SPOOFING IN
SECURITY PROTOCOLS
Protocol Security Elements Communication integrity,

secrecy, and availability can be jeopardized in a Wi-Fi
Mobile Ad hoc Network (MANET) due to spoofing and
relay attacks, which are major security concerns. To
counter these threats, let’s explain the characteristics of
security protocols, attacks using Spoofing. In order to
get unauthorized access or disrupt communication, an
attacker can launch a spoofing attack by pretending to be
a valid node in the network.

1. Digital certificates: Nodes have their identities
verified before they can join the network using
digital certificates, pre-shared keys, or biometric
verification, all of which are strong authentication
methods. Because of this, malicious nodes can’t
pose as legitimate ones [57].

2. Secure Neighbor Discovery: A Piece of advice is
to use secure neighbor discovery methods to make
sure that nodes can verify each other’s identities
before establishing communication links. This
prevents spoofing attacks that imitate adjacent
nodes from taking place [58].
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3. Intrusion Detection Systems (IDS), nodes, ex-
change authentication, and tracking: Moni-
toring any sudden changes in network traffic to
quickly thwart spoofing attacks [59], and Public
Key Infrastructure (PKI) protects malicious actors
from impersonating legitimate nodes [60]. When
two people communicate, the identity of the other
must be verified [61]. Also, it includes relay attacks
between legitimate nodes and prevents tampering
or disruption of the connection [62].

11 SECURITY PROTOCOL FEATURES TO
MITIGATE RELAY ATTACKS
1. Secure Channel Establishment: if secure com-

munication channels are created using authentica-
tion and encryption, attacks are unable to intercept
or modify data packets while they are in transit.
Therefore, transport layer security protocols such
as DTLS or TLS can prevent relay attacks by
encrypting communication channels [63].

2. Authentication Based on Location: By employ-
ing location-based authentication methods, nodes
can conform to each other’s identities just by being
in close proximity to one another. As a result,
attackers outside the communication range cannot
launch relay attacks [64].

3. Verifying Timestamps: nodes can detect suspi-
cious and unknown packet delivery delay that may
indicate relay attacks by implementing protocols
to verify timestamps. If timestamps are verified
as recent, hence the attackers are unable to replay
intercepted packets [65].

4. Using Hop-by-Hop Authentication: a packet
is forwarded by first sending an authentication
request to each intermediary node. Then by stop-
ping unauthorized nodes from intercepting and
forwarding traffic, this protects the network [56].

5. Using Cryptographic Message Authentication:
Digital signatures or codes (MACs) guarantee that
the data being sent is authentic and that its in
good shape as well. This protects and shields
the system against such relay attacks, in which
malicious actors could insert harmful payloads or
change the contents of packets [66].

By incorporating these security protocols and measure
features into Wi-Fi MANETs, businesses can decrease
their susceptibility to spoofing and relay attacks, and
thrive towards safeguarding the networks availability,
confidentiality, and communication integrity. Even
though new threats and vulnerabilities can arise at any
time possible so therefore it is essential to update and
modify security measures on a regular basis to address
them.

12 WIRELESS SECURITY IN MOBILE AD
HOC NETWORKS FOR A FORMAL VERI-
FICATION
In order to guarantee the security of wireless

(MANETs), comprehensive analysis as well as validations
of security protocols, procedures and systems must be
carried out using formal methodologies and mathematical
models. Adding on, a mobile ad hoc network with four
linked devices is shown in (figure 7). Communication
between devices must first pass through the first device and
this will imply that any device in the network, including
devices 2,3,4 and 5 may establish a connection with the
first device.

Fig. 7 Infrastructure-less Network [50]

1. Formal Modeling:
Specification:clearly state the MANET systems
security features as well as the requirements needed
for availability, integrity, secrecy and authentica-
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tion. [67].
Language for Modeling: to model the security
features, choose a formal language such as tem-
poral logic (examples stating CTL,LTL), process
algebra (CSP, 𝜋-calculus) or theorem proving (like
Isabelle/HOL, Coq) [68].
Nodes: the MANET system needs to be modeled,
this includes the communication channels with the
protocols and adversaries [69].

2. Protocol Analysis:
Verification of Protocols: use formal techniques
to assess the security protocols of the MANETS
system to ensure they satisfy specific security
requirements. [70].
Model checking is indeed crucial to make sure the
system model has the necessary security features
in every possible state and transition [71].
Equivalence Checking: verify that the formal
model with the intended security features is equiv-
alent to the original implementation [72].

3. Theorem Proving:
Proof Construction: create mathematical proof
to show that security protocols and mechanisms
are corrected in relation to certain security proper-
ties [73].
Interactive Theorem Proving: create and verify
formal proof of security properties using interac-
tive theorem proving tools [74].
Automated Theorem Proving: To automatically
obtain proof or counterexamples for particular se-
curity properties, use automated theorem proving
techniques [75].

4. Model Analysis:
To begin with Security Analysis: determine
which security flaw needs to be fixed, where the
MANET system model may be vulnerable, and
how attacks could possibly enter the system [76].
Then comes Risk Assessment: consider how the
security risks that are associated with the identi-
fied and known vulnerabilities could impact the
MANET system [77].
Then Countermeasure Design: to strengthen
the MANET systems defenses and address known
vulnerabilities recommend security upgrades and
countermeasures [78].

5. Tool Support: For formal verification, the fol-

lowing: model checking, theorem proving and
security research utilize MANET-specific frame-
works along with tools [79]. Now to aid with
analysis and verification: modeling tools that can
specifically express MANET system models in
formal languages are useful for analysis and veri-
fication [80]. Finally, tools for security analysis:
usage of security analysis tools helps assess how
well security protocols and mechanisms guard
against known security threats [81].

6. Ensuring Accuracy and Validity:
Starting off with Validation Testing: in order to ver-
ify the formal model and security analysis findings,
use simulation testing and experimentation in real
or simulated MANET environments [82]. Adding
onto that is Guaranteeing accuracy and depend-
ability: conduct expert and peer assessments of the
formal model with the security features as well as
the verification results to ensure accuracy and relia-
bility is there [83]. Lastly, Ongoing Improvement:
it is crucial to make constant improvements to the
formal model and security verification procedure
by the following: utilizing feedback, insights and
lessons learnt from validation operations [84].

13 MOBILE AD HOC NETWORK WIRELESS
SECURITY: A PERFORMANCE EVALUA-
TION
Wireless security in Mobile Ad hoc Networks

(MANETs) is evaluated by testing various security tech-
niques, protocols, and systems in both real-world and
simulated MANET settings. The procedure is outlined
here:

1. Selecting Metrics:

• KPIs for Security: Measurements pertain-
ing to security should be defined. These
may include packet delivery ratio, energy
consumption, throughput, processing time,
and bandwidth use, among others [85].

• Standards for Quality of Service: When
establishing security measures, it is essential
to keep quality of service metrics such as
dependability, jitter, and latency in mind.
This is done to prevent a significant decrease
in network performance [86].
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• Utilization of Resources: In order to assess
the impact that security measures have on the
resources of MANET nodes, it is necessary
to examine metrics such as the amount of
CPU utilization, memory consumption, and
battery life [87].

2. Security Mechanism Integration:

• The incorporation of proper security mea-
sures is the first step in the process of es-
tablishing a secure MANET simulation or
emulation environment. Methods of authen-
tication, encryption strategies, and intrusion
detection systems are some examples of
these [88].

• Based on your security goals and needs,
configure the following parameters: key
sizes, authentication timeouts, and intrusion
detection levels [89].

14 CONCLUSION
Mobile ad hoc networks (MANETs) show strong

potential for adaptive, real-time communication when
fixed infrastructure is unavailable. At the same time,
their decentralized, self-organizing design introduces
significant risk. Protecting availability, confidentiality,
integrity, and authenticity demand robust, well-tested
defenses.

From the reviewed literature, MANETs face a broad
set of threats: denial-of-service, node misbehavior, tight
resource limits, rapid topology changes, spoofing, and
relay/wormhole attacks. Effective responses combine
secure collaboration frameworks, sound key-management
practices, intrusion detection, and hardened routing.
Recent work has produced distributed IDS designs,
lightweight key-management protocols, and strengthened
routing (e.g., AODV/DSR variants), all aimed at improv-
ing resilience and reliability in unpredictable or hostile
conditions.

Security mechanisms must be validated, not assumed.
Formal modeling, protocol analysis, proof when feasi-
ble, and careful performance evaluation help confirm
that systems behave as intended and at acceptable cost.
Equally important are simulation and experiment: real-
istic scenarios and attack models allow researchers to
measure effectiveness, scalability, and overhead, compare
alternatives fairly, and expose gaps that need correction.

Progress depends on coordination. Researchers,
practitioners, industry partners, and public agencies
all have roles in advancing MANET security, sharing
datasets, tooling, and evaluation practices so results are
reproducible and actionable.

In sum, protecting MANETs is an ongoing effort.
Continued innovation, rigorous verification, and active
collaboration are needed to meet evolving threats and
keep ad hoc networks dependable across demanding
environments.
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