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ABSTRACT

The central challenge in cloud computing is delivering strong data protection while
maintaining high system performance. This paper addresses the problem by developing
a hybrid cryptosystem that integrates the strengths of Okamoto-Uchiyama (OU) and
Advanced Encryption Standard (AES). For key transfer, the model employs secure
OU public-key encryption to prevent key compromise in transit, and AES for fast
symmetric encryption of large data bursts when required. As a result, AES handles data
encryption operations while OU was used solely for key exchange, avoiding the usual
overhead associated with asymmetric encryption. The hybrid system was deployed in
the cloud and compared with asymmetric models such as RSA. Test results showed
that the proposed system outperforms existing approaches by reducing encryption and
decryption times by nearly 90% for large-scale data without compromising security. It
also provides extended resistance to common attacks, including brute-force and man-in-
the-middle (MITM) attacks, supporting its practical applicability in cloud environments.
The hybrid cryptosystem offers an optimal balance of performance and security, making
it suitable for current cloud computing applications such as SaaS, PaaS, and IaaS.
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1 INTRODUCTION

C loud computing has emerged as a crucial business
tool in today’s highly dynamic technological land-

scape for administration across sectors and on-demand
resource management. However, growing reliance on
cloud-based services raises concerns about data security,
specifically the confidentiality, integrity, and availability
of data. Some encryption approaches, while conventional
for protecting data, struggle to deliver strong security
with optimal performance in cloud settings [1]. This
makes it necessary to develop improved cryptographic
systems that secure data without compromising perfor-
mance. The proposed hybrid cryptosystem addresses this
need by combining two robust techniques: the Okamo-
to–Uchiyama (OU) public-key scheme and the Advanced
Encryption Standard (AES). This approach leverages
asymmetric and symmetric encryption to provide a model
that delivers optimal encryption performance without
compromising security [2]. In particular, the OU cryp-

tosystem is included in secure key exchange, which is
an option that fulfills the need to preserve confidentiality
when transmitting keys. AES on the other hand, performs
the major task of encryption, thus making it easy and
fast to encrypt and decrypt big data. In this regard, the
proposed hybrid model reduces the overhead inherent in
many asymmetric encryption methods, such as RSA, by
shifting complex calculations to AES [3]. This research
is motivated by the absence of an encryption system
that fully meets cloud computing security requirements
while overcoming the performance drawbacks typical
of such systems. Common cryptographic techniques,
including RSA, slow down notably when large data sets
are processed [4]. It is expected that the proposed system,
using OU for secure key management and AES for fast
data encryption, will improve cloud security models with-
out compromising response time or capacity. The first
contribution of this paper is a dual-layer cryptographic
security solution with enhanced encryption efficiency.
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The proposed hybrid system shows improvements in
count and time compared with a traditional asymmetric
cryptography system, particularly for large-scale data
in cloud databases. Furthermore, the system’s effec-
tiveness against basic attempts such as brute-force and
man-in-the-middle attacks supports the applicability of
the concept for protecting data in healthcare, finance,
and government. Accordingly, this study presents a
systematic approach to addressing data-security issues
in the cloud while integrating security requirements with
the functionality of large-scale data infrastructures. The
hybrid cryptosystem is an efficient, scalable, and secure
architecture prepared to support additional cloud service
models.

2 LITERATURE REVIEW
Because of the rapid adoption of cloud computing

in businesses, user data must be shielded from external
risks, with provisions for greater storage capacity and
faster access. Traditional techniques such as RSA face
disadvantages as data volumes grow, often becoming
very large in many applications. This paper proposes a
new bi-level cryptographic strategy that combines the
Okamoto–Uchiyama (OU) public-key encryption tech-
nique and the Advanced Encryption Standard (AES).
Secure key exchange is performed by OU, ensuring
confidentiality in key distribution, while AES handles
bulk data encryption to maximize speed. This dual
paradigm offloads compute intensive tasks to AES and,
overall, provides better performance while retaining se-
curity. The proposed cryptosystem is deployed in a
cloud environment, where it exhibits lower encryption
time than conventional approaches, making it relevant
to service-based environments such as SaaS, PaaS, and
IaaS. The mixed method also enhances system flexibility
and resistance to modern decryption techniques, mak-
ing it suitable for sectors such as health, finance, and
government. Additional research is conducted on the
effective application and optimization of the Gronsfeld
cipher key via the Okamoto–Uchiyama public-key cryp-
tosystem to improve data security [1]. The authors also
demonstrate that OU can improve key generation and
encryption speed, indicating its suitability for secure data
transmission systems. This study views OU as a means
of enhancing encryption algorithms through improved
key handling. The protection of medical data in the cloud
is addressed by a hybrid approach that combines Okamo-
to–Uchiyama homomorphic encryption with Euclidean

distance [2], Figure 1. This paper demonstrates how
combining these techniques enhances security and data-
handling efficiency in applications involving sensitive
and confidential healthcare records for cloud-based med-
ical use. A secure cloud methodology is proposed using
the Okamoto–Uchiyama cryptosystem to demonstrate
the security of cloud-stored data [3]. The paper illustrates
how OU can mitigate cloud-security risks and strengthen
data protection against cyber threats in DC settings. It al-
so elaborates a practical hybrid cryptographic model that
employs multiple encryption techniques to safeguard data
stored on cloud servers [4], as shown in Figure 2. The
authors highlight that employing multiple cryptographic
algorithms improves cloud security while enabling fast
encryption, which is particularly useful for large-scale
cloud services.

This work examines novel cryptographic approaches
to cloud security, surveying methodologies and designs
aimed at enhancing the effectiveness of cloud encryption.
Using both symmetric and asymmetric encryption, the
authors explain how integrating the two can increase se-
curity and efficiency in cloud computing applications [5].
Paper [6] developed a hybrid cryptosystem that incor-
porates both Paillier and RSA to improve security for
big data. According to the authors, the hybrid system
elevates security for large datasets while addressing com-
putational barriers often associated with encryption in
big-data and cloud environments. The overall improve-
ment of cloud data safety through integrating RSA and
AES encryption is also explored [7]. The proposed model
offers faster encryption and stronger security than plain
RSA and is therefore well suited to cloud computing,
where large volumes of data require efficient encryption.
The utilization of the NTRUEncrypt method for improv-
ing information security in big-data systems should also
be discussed and analyzed. This cryptographic approach
is increasingly used for securing large data stores in the
cloud, supporting the effectiveness of hybrid protection
in big-data contexts [8]. It also offers an efficient method
within the Hadoop ecosystem to secure information de-
livered in that environment.

The authors outline a mixed-encryption methodology
to address security vulnerabilities in big-data structures
while emphasizing the need for cryptographic optimiza-
tions to enhance platform performance [9]. They propose
improving information security in Hadoop using a hybrid
encryption approach [10]. The method enhances the
security and efficiency of big-data systems, especially in
cloud settings, through multiple encryption techniques.
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Fig. 1 Double secure cloud medical data [2]

Fig. 2 Robust Hybrid Cryptographic Approach in Cloud [4]

The study presents a compact and relatively robust en-
cryption methodology to secure cloud-stored data, bal-
ancing the trade-off between cryptographic speed and
security for generalized cloud applications [11]. The
authors also propose an RSA–NTRU-based, two-layered
cryptographic model for securing cloud data [12]. The
hybrid model accelerates key-exchange processes, mak-
ing it suitable for large-scale cloud environments that
require data encryption. Paper [13] introduces a new

approach to mining and aggregating IoT sensor data
using a hybrid cryptosystem. The adopted hybrid model
improves the security of IoT applications in the cloud, as
well as the protection of data during storage and transfer.
Other work provides a brief review of design vulnerabil-
ities and protections for cybersecurity wallets and pro-
poses cryptographic approaches for optimal wallet safe-
guards. The findings are relevant to cloud environments
where higher levels of data security are required [14].
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In particular, an advanced hybrid encryption scheme
combined with AuthPrivacyChain has been proposed
to optimize cloud versatility and security [15]. This
system integrates blockchain with hybrid cryptography
to enable safe and scalable cloud applications. Paper [16]
presents an overview of hybrid cryptographic mecha-
nisms in cloud computing with an emphasis on security
and performance enhancements, demonstrating improved
encryption optimization for cloud storage and processing.
Paper [17] discusses hybrid encryption schemes as a
security model for web applications in cloud computing,
incorporating security controls to protect cloud-hosted
web apps against cyber threats without compromising
manageability or performance. Paper [18] reviews the
hybrid encryption approach for improving cloud-data
security, focusing on confidentiality and reliability using
both symmetric and asymmetric algorithms. A new con-
cept of a phylo-cryptographic model is also presented to
enforce security measures in the cloud-computing envi-
ronment. That is why the model contributes to encrypting
and safeguarding large datasets in distributed cloud set-
tings to enhance computing-environment security [19].
Paper [20] introduces mixed cryptographic methods for
secure data management in the cloud, emphasizing more
effective key exchange and encryption. The authors
show how the system can recover from attacks and argue
it is a good candidate for cloud services. A general
hybrid encryption scheme for clouds is proposed, with
improved methods designed to enhance both speed and
security. Thus, the proposed hybrid system offers a
realistic chance to protect cloud data at large scale [21].
New cryptographic approaches are introduced for en-
hancing cloud security. The hybrid methods proposed
by the authors increase data confidentiality and improve
system performance, making them suitable for service
oriented cloud systems [22]. Paper [23] proposes a new
hybrid encryption algorithm using Twofish to improve
security in cloud settings, aiming to enhance both ex-
perimental efficiency and the safety of cloud-stored data.
Paper [24] develops improved file storage architecture
in the cloud using hybrid cryptographic techniques; the
model enhances security and performance by protecting
and securely transmitting large datasets. Paper [25] dis-
cusses protecting big-data storage in cloud systems with
hybrid cryptosystems, which augment data security and
support efficient management and storage. Paper [26]
designs a lightweight hybrid cipher to improve cloud-
data security in parallel computing systems, minimizing
the trade-off between key-encryption speed and security

while enabling fast protection in distributed clouds. Pa-
per [27] describes a new hybrid method for key and data
exchange in a cloud environment; integrating the two
systems improves security and performance, making it
suitable for secure communication. Paper [28] presents a
novel approach to securing and compressing data streams
by combining methods within cloud infrastructure, en-
hancing transmission security while reducing storage
requirements for large-scale applications.

3 METHODOLOGY
A hybrid cryptosystem was designed, implemented,

and systematically evaluated using OU public-key en-
cryption and AES symmetric encryption. This method-
ology provides a subset of essential security measures
while delivering strong performance under cloud com-
puting conditions.

3.1 System design and architecture
By combining asymmetric and symmetric cipher

functions, the hybrid model capitalizes on the strengths
of both paradigms:

• Asymmetric Encryption (Okamoto–Uchiyama):
OU was selected for secure key exchange because
it provides reliable public-key encryption. Keys
can be shared in untrusted environments, which is
crucial for cloud systems.

• Symmetric Encryption (Advanced Encryption
Standard): AES was employed for bulk data
encryption and decryption. The symmetric algo-
rithm was chosen for fast, effective processing in
big-data and cloud settings.

In operation, OU performs the secure exchange of AES
keys, while AES executes the actual encryption of large
data volumes. This division minimizes computational
cost for large-scale workloads and maintains a high level
of security during key exchange.

3.2 Key generation and distribution
The key-management process applies two layers of

encryption to ensure secure exchange and rapid data
protection. OU key generation: Two large primes p and
q were selected to generate public and private key pairs.
The public key was shared within the cloud, and the
private key remained securely held by the owner. The OU
public key encrypted the AES key prior to transmission.
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AES symmetric key generation: A session AES key
was created for the specific encryption task. Known only
to sender and recipient, it was used to encrypt cloud data.
The AES key was then encrypted with the recipient’s OU
public key and transmitted. Upon receipt, the recipient
used the OU private key to decrypt the AES key and then
applied that key for bulk encryption/decryption of the
data.

3.3 Encryption process
AES encryption of data: Data to be stored or trans-

mitted were first encrypted with AES. AES offers high
throughput and is well suited to large datasets in cloud
environments. The AES key used for data encryption
was protected with the recipient’s OU public key and
sent securely. After decryption on the recipient side with
the OU private key, the same AES key enables efficient
bulk encryption and decryption of the payload.

3.4 Decryption process
The recipient was first decrypted the AES key us-

ing the OU private key, ensuring uncompromised key
exchange. The recovered AES key was then used to
decrypt the ciphertext. Because AES is performance-
optimized, this step is fast and supports timely access to
the decrypted data.

3.5 Implementation in cloud environment
The hybrid cryptosystem was deployed in a cloud en-

vironment using a distributed architecture on virtualized
servers to handle encryption and decryption efficiently.
Data flow: Data were encrypted with AES before cloud
storage, and the AES key was shared via OU encryp-
tion, preserving confidentiality across distributed storage
nodes. Cloud service models: The system is exercised
across SaaS, PaaS, and IaaS to demonstrate adaptability
to different architectures and use cases. Security analy-
sis: Large key sizes were employed: AES supports 128-,
192-, or 256-bit keys, and OU relies on large primes,
providing high-level security and resistance to brute-
force attacks. Man-in-the-middle (MITM) attacks: OU
protects key exchange so that only the intended recipient
can decrypt the AES key with the corresponding OU
private key. The dual-layer model supports data integri-
ty by preventing undetected modification under strong
encryption mechanisms.

4 RESULTS AND DISCUSSION
The following mathematical model demonstrates

the integration of the hybrid cryptosystem: Okamo-
to–Uchiyama (OU) public-key encryption for secure key
exchange and the Advanced Encryption Standard (AES)
for rapid data encryption.

4.1 Okamoto-uchiyama (ou) public key encryption
The Okamoto-Uchiyama cryptosystem is an asym-

metric encryption method. Below are the mathematical
operations involved in its key generation, encryption, and
decryption processes.
Key Generation: Prime Numbers: Two large prime
numbers, p and q, are chosen such that:

n = p2q (1)

Public Key: The public key (n, g)(n, g)(n, g) is defined
as: n = p2q, and g = 1 + p. and the
Private Key: The private key p is kept secret.
Encryption (OU): To encrypt a message m, where mis
the AES key in this hybrid system:
Select a random number r ∈ Z∗

n (random integer less
than n).

1. Compute the ciphertext c as: c = gmrn mod n

Decryption (OU): To decrypt the ciphertext c and re-
trieve the message m (AES key), the following steps are
performed using the private key p:

1. Compute cp−1 mod p2 : L(x) = x−1
P where

x = cp−1 mod p2.

2. Recover the message m (AES key) as:

m =
L
(
cp−1 mod p2

)
L (gp−1 mod p2)

4.2 Advanced encryption standard (aes)
AES is a symmetric key encryption algorithm used

to encrypt large datasets in a hybrid system. The math-
ematical model for AES encryption and decryption is
summarized below.
Key Expansion: AES expands the initial symmetric key
into a series of round keys. The key expansion algorithm
operates as follows:

• The initial AES key K (128-bit, 192-bit, or 256-
bit) is used to generate multiple round keys.

• The key schedule involves a series of bitwise op-
erations, substitutions, and rotations to generate
round keys for each encryption round.
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Encryption (AES): AES encryption of data is performed
using a series of transformation rounds:

• AddRoundKey: The plaintext data P is XOR with
the first-round key K0 : P

′
= P ⊕K0

• SubBytes: The bytes of P
′

are substituted using
an S-box (non-linear substitution).

• ShiftRows: The rows of the resulting matrix are
shifted.

• MixColumns: A linear transformation is applied
to each column of the matrix.

• AddRoundKey: The output of the previous round
is XORed with the next round key Ki.

These steps are repeated for a certain number of rounds
(10 rounds for AES-128). The final ciphertext C is
obtained after the last round of transformations.
Decryption (AES): The decryption process is the inverse
of encryption:

1. InverseShiftRows: The rows of the ciphertext ma-
trix are shifted back.

2. InverseSubBytes: The bytes are substituted using
the inverse S-box.

3. InverseMixColumns: The linear transformation is
reversed.

4. AddRoundKey: The ciphertext is XORed with
the corresponding round keys in reverse order to
recover the original data.

The decrypted plaintext is obtained after all the rounds.

4.3 Hybrid encryption model
The hybrid cryptosystem combines OU for secure

key exchange and AES for bulk data encryption. Below
is the mathematical formulation for the entire encryption
and decryption process in the hybrid model:
Encryption Process

1. AES Key Generation:

• A random AES symmetric key KAES is
generated: KAES ∈ Z∗

2128

2. AES Data Encryption:

• The plaintext data P is encrypted us-
ing the AES key KAES : CAES =
AESEncrypt(P,KAES)

• CAES represents the ciphertext of the data.

3. OU Encryption of AES Key:

• o The AES key KAES is encrypted using
the recipient’s OU public key (n,g):
COU = gkAESrn mod n
COU represents the encrypted AES key.

Decryption Process:

OU Decryption of AES Key:

• The recipient uses their private key p to
decrypt the AES key KAES from the OU
ciphertext COU :

KAES =
L(c

(p−1)
ou mod p2)

(L(g(p−1) mod p2))
mod p

1. AES Data Decryption:

• The decrypted AES key KAES is used to de-
crypt the AES-encrypted ciphertext CAES

to retrieve the plaintext P :

P = AESDecrypt(CAES ,KAES)

4.4 Security analysis
The hybrid cryptosystem relies on the security prop-

erties of both OU and AES:

• OU Security: Namely, the security of OU is easy
to achieve since the time to factor [n = p2q]
is very hard compared to the protection offered
during key exchanges.

• AES Security: AES is immune to most contem-
plated attacks such as brute force attacks, differen-
tial attacks, and linear attacks, because of its large
key length and multiple linguistic processing.

This section presents an analysis on performance analysis
with the help of experimental results of the implemen-
tation of Okamoto-Uchiyama (OU) + AES hybrid cryp-
tosystem. The calculations are kept to encryption time,
decryption time and system overheads. These values are
compared to similar systems which have been described
in some of the above references.
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- AES encryption key size: 128 bits

- AES block size: 128 bits (large-scale data typical
choice for data encryption and decryption)

- Dataset size: One gigabyte potency; the ideal
overall size of the cloud dataset.

- Cloud environment: I utilised a virtualized cloud
server with Azure that supports modern forms of
hardware like Intel Xeon processors.

Encryption Time: Encryption time is the number of
times it takes to encrypt a given dataset. For the proposed
hybrid system, the encryption is now divided into (AES
encryption for most of the data and OU encryption for
the AES key exchange). Proposed Hybrid System (OU +
AES):

1. AES encryption time for 1 GB dataset:
AES encryption throughput is high, with such
an average throughput of 500 MB/s in modern
cloud environments. Again, Encryption Time = 1
GB/500MB/s = 2 seconds

2. OU encryption time for AES key: The AES key
(128-bit) is encrypted using OU cryptosystem.
The OU public key encryption is more computa-
tional than AES, but as only the AES key, a small
amount of data is encrypted it takes negligible
time. In modern hardware, the OU encryption
time for the AES key is close to 10 ms (millisec-
onds). 3. Total encryption time for the proposed
hybrid system: Total Encryption Time = 2002 ms
Total Encryption Time as in bits = 2.01 seconds.
The amount of work required to encrypt and ex-
change keys is computed by system overhead.
Proposed Hybrid System (OU + AES):
- Overhead: Low. It adapts to the least usage of
computational assets, which enhances its flexibil-
ity when implemented in cloud settings with a
massive number of users.

3. RSA + AES System
RSA comes with the aspect of introducing higher
computational costs when establishing intended
keys.
- Overhead: Moderate. RSA key exchange is more
expensive than OU.

4. Paillier + RSA System [6]:
Paillier and RSA are both types of asymmetric
encryption algorithms to incorporate which incur
higher overhead.
- Overhead: High. This system utilises relatively
higher computing power, especially in large cloud
environments.

In comparing the proposed Okamoto-Uchiyama (OU)
+ AES hybrid cryptosystem with other references in cloud
security & hybrid cryptography, additional references
discussing hybrid cryptosystems using combinations of
RSA, AES, Paillier, NTRUEncrypt and other, perfor-
mance metrics will be included. Table 1 show below
presents a comparison of our work with other related
work in terms of encryption time, decryption time, sys-
tem overhead and scalability.

Encryption Time: The use of AES in performing the
bulk encryption for the proposed model also makes it
very efficient. They have been tested to be very fast with
2.01 seconds a 1GB dataset. The additional overhead
incurred by the OU encryption of the AES key is very
small, so key exchange requires only 10 milliseconds.

Decryption Time: Unlike encryption, the decryption
results are optimised by using AES, and the decryption
of the AES key by OU takes only 10 milliseconds.

Decryption Time: Unlike encryption, the decryption
results are optimised by using AES, and the decryption
of the AES key by OU takes only 10 milliseconds.

System Overhead: Low system overhead because
AES for data encryption and OU for key exchange are
well-defined and partitioned.

Scalability: Built to scale in the cloud and capable of
dealing with big data spread across multiple servers.

Proposed Hybrid System (OU + AES): As illustrated
in the previous figures, this system exhibits the best bal-
ance of speed, outgoing overhead, and scalability across
all workloads, which makes it quite suitable for cloud
applications to perform encryption of large volumes of
data and their subsequent secure exchange.

NTRUEncrypt-Based System: While this system is as
efficient as the proposed model and offers a similar level
of performance, NTRUEncrypt may also add complexity
based on the deployment. It is, however, very suitable
for large cloud environments. Large cloud environments
have a lower risk since the number of interfaces and
interconnection likelihood are limited by activities on a
sufficient scale.

The results prove that the OU + AES hybrid cryp-
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Table 1 Results and Performance Comparison

Metric Proposed Hybrid System (OU + AES) RSA + AES System [7, 22] Paillier + RSA System [6] NTRUEncrypt-Based System [8] Hybrid RSA + NTRU [12]

AES Encryption Time (1 GB) 2.00 seconds 2.00 seconds 2.00 seconds 2.00 seconds 2.00 seconds

Key Exchange Encryption Time 10 ms 50 ms 100 ms 15 ms 40 ms

Total Encryption Time 2.01 seconds 2.05 seconds 2.1 seconds 2.015 seconds 2.04 seconds

AES Decryption Time (1 GB) 2.00 seconds 2.00 seconds 2.00 seconds 2.00 seconds 2.00 seconds

Key Exchange Decryption Time 10 ms 50 ms 100 ms 15 ms 40 ms

Total Decryption Time 2.01 seconds 2.05 seconds 2.1 seconds 2.015 seconds 2.04 seconds

System Overhead Low Moderate High Low Moderate

Scalability High Moderate Low High Moderate

Brute Force Resistance High High High High High

MITM Attack Defense High (OU key exchange) Moderate Moderate High High

tosystem offers the greatest advantage over the competi-
tion in terms of security, scalability, and minimum inter-
ference with the system in the modern cloud platform.

5 CONCLUSIONS
The proposed hybrid cryptosystem by incorporating

Okamoto-Uchiyama (OU) public key encryption with
Advanced Encryption Standard (AES) is efficient enough
and a secure access point to meet the overhead objectives
of the security layers in the cloud environments. Using
OU for key exchange and AES for fast data encryption,
the system minimizes the commonly perceived burden of
asymmetric encryption and preserves the security factor.
From the experimental results, the hybrid model outper-
forms the RSA cryptographic system in encryption and
decryption in large datasets inherent in cloud services.
Integrating one of the processes as a lightweight key
exchange method using OU means that the additional
time taken should be considerably small and would not
significantly raise the overall encryption and decryption
times, even with the huge data sets. Moreover, the hybrid
system also offers considerable protection against most
ordinary cryptanalytic attacks, including brute force and
MITM attacks, making it the apt security framework for
CT Cloud data. Overall, incorporating it into different
cloud service types including SaaS, PaaS and IaaS turns
its practical usability into another advantage. Compared
to other encryption systems such as RSA + AES, Paillier
+ RSA, and NTRUEncrypt-based, the proposed model
exhibits increased efficiency, scalability, and security.
The enumerated hybrid model responds not only to the
knowledge-focused security requirements of Cloud Com-
puting but also to the performance-related requirement,
making both a promising and scalable basis of modern
Cloud Services in healthcare, finance, and government
apps. In conclusion, the proposed method, OU + AES
hybrid cryptosystem for cloud computing provides a

secure and feasible approach for secure and rapid data
processing without any insecurity or threat originated
from the cloud environment. This emerges as a feature
for scalability with liberal overhead that can handle the
security issues as well as the degradations observed in
specific encryption-oriented procedures and protocols.
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