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Abstract

The world today is witnessing rapid technological advancement, one of the most notable
aspects of which is the widespread use of unmanned aerial vehicles (UAVs), commonly
known as drones, across various fields—ranging from civilian purposes such as
photography and surveillance to military and security applications. This evolution has
raised complex legal challenges, particularly in the field of criminal law. Drones are now
capable of performing sophisticated operations without direct human intervention, which
complicates the process of establishing criminal liability when unlawful acts are
committed or when harm is caused. The core issue lies in the extent to which traditional
criminal law—such as that found in the Iragi Penal Code—is capable of keeping pace

with these fast-moving technological transformations.
This research is based on the fundamental premise that the use of drones can lead to
violations of individual rights—whether related to life, privacy, or property—in the
absence of clear legal frameworks that govern their use or determine liability in the event
of damage. The study adopts a thorough legal analysis, beginning with the technical
nature of drones, their classifications, and uses, before exploring the different forms of
criminal responsibility that may arise in practical contexts under Iragi legislation. It finds
that liability may arise in various scenarios depending on the party controlling the
drone—whether a direct operator, a remote programmer, an owner, or a lessee. The
findings demonstrate that the Iraqi Penal Code currently lacks specific provisions to
address such drone-related crimes, thus requiring reliance on general legal rules, which
may fall short in adequately defining responsibility or resolving practical legal challenges
stemming from the use of this technology. Accordingly, the study concludes that drones
are increasingly being used to commit a range of criminal offenses, from privacy
violations and espionage to homicide and severe damage to persons or property—
necessitating urgent legislative intervention. The multiplicity of actors involved in drone
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operation—manufacturers, programmers, lessees, and operators—demands a broader
understanding of criminal liability that includes new roles associated with technical and
programming control. The study recommends the enactment of a specialized law to
regulate the ownership and use of drones and to establish a clear criminal framework for
penalizing misuse. It also emphasizes the need to enhance the state’s technical capacity to
trace drones and identify their operators in cases of legal violations. Ultimately, this
complex and multifaceted issue requires further academic and legislative attention to
ensure that criminal law remains responsive to modern technological developments and is
equipped to confront future crimes of a digital and technical nature.

Keywords: Drones, Criminal Responsibility, Remote Programming and Control,
Technological Crimes, Use of Drones in Criminal Activity, Autonomous Aircraft.
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Yann Rozec, le Marché des drones militaires Toujours Florissant, Décembre 5013, sur le site,
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www.monde-diplomatique.fr/2012/12& Sébastien Millet & Michel Asencio, p. 1 & Ottavio
Marzocchi.

Art. 12 du arrété du décembre 2015, relatifala conception des aéronefs civils qui circulent sans
personne a bord, aux conditions de leur emploi et aux capacités des personnes qui les utilisent.
John Baichtal, Buildingyourown drone, Que publishing, 2016.

CIVIL Aviation Authority, UK: http://www.caa.co.uk/default.aspx>catid-
1995.

Stefan, A. Kaiser - legal Aspects of unmanned Aerial vehicles - German Journal of Air and Space
law, .vol. ©2, Issue ¥, Y« 7,
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