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The Impact of Tribal Cybercrimes on Legal Security in Iraq: An Analytical
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Summary:

The objective of this research is to analyze the proposed Iraqi
cybercrime law, identify its strengths and weaknesses, and assess its ability
to address the phenomenon under study, particularly concerning its legal
phrasing, impact on public freedoms, and the neglect of the tribal
dimension. This research adopted the descriptive-analytical approach and
reached several findings, the most prominent of which are: the study found
that traditional criminal rules are fundamentally inadequate in assessing the
collective harm caused by cybercrimes of a tribal nature, and that pressures
from tribal reconciliation lead to the withdrawal of complaints in 68% of
cases before a verdict is issued. The analysis also revealed that the proposed
cybercrime law neglects the tribal motive as an aggravating circumstance,
and that 73% of digital evidence is lost before being secured due to a lack of
technical expertise. The study recommended the enactment of a cybercrime
law by 2026 that includes an explicit provision increasing the penalty by
50% in the presence of a tribal motive. It also recommended the
establishment of 5 specialized judicial circuits in Baghdad, Basra, Erbil,

Najaf, and Anbar by 2027.
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