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The appearance of the sixth generation (6G) networks introduces new 

realities of demand towards real-time, scalable and secure 

communication infrastructures. To respond to such challenges, the 

overlap of three major technologies is required, namely Cognitive 

Networks (CN), Artificial Intelligence (AI), and Software-Defined 

Networking (SDN). Nevertheless, the issue of integration is not 

simple as the environments of 6G will be heterogeneous, and threats 

to security will be constantly changing. This paper will suggest a 

combination of hybrid layered architecture which integrates AI-based 

analytics, cognitive flexibility and SDN programmability to optimize 

dynamic network control and advanced security in 6G environments. 

This architecture styles use of reinforcement learning (RL) and 

convolutional neural networks (CNN) to enable autonomous decision 

creation, resource optimization, and detection of threats. The 

simulation results (obtained with synthetic traffic and attack 

scenarios) show the improvements compared to the baseline systems 

are high: 30 percent less latency, 25 percent higher throughput, 20 

percent higher energy efficiency, 95 percent DDoS attack detection 

and 98 percent malware propagation detection accuracies. These 

results confirm the capabilities of the framework in providing mission 

critical 6G applications in areas like in healthcare, industries, and 

smart cities. 
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1. Introduction  

Quick speeds together with minimal delay times 

combined with wide network range transform 

connectivity so 6G functions as an enhanced version 

of 5G in building smart-city systems and developing 

industrial robots with deep augmented reality 

capabilities. The security systems of network 

management encounter major difficulties because of 

various complex elements in 6G networks. 

Traditional network management systems cannot 

meet 6G heterogeneous networks' requirements and 

specifications because of their real-time operations 

and extreme scalability features. Innovation 

becomes essential because the rapid development 

needs tools that optimize network changes without 

compromising security from present-day or future 

threats [1,2]. Three next-generation technologies 

need to integrate between cognitive networks and 

artificial intelligence (AI) and software-defined 

networking (SDN) according to project needs. 

Autonomous network self-optimization results from 

cognitive networks which use their self-learning 

capabilities to exercise network control 

independently [3]. The predictive analytics system 

mixes advanced machine learning (ML) to automate 

resource organization as well as produce intelligent 

decisions individualistically [4]. Administrators can 

achieve flexible resource control through SDN 

because dynamic adaptive policy deployment 

functionality becomes possible through its 

programming systems. Integration between these 

technologies resulted in revolutionary network 

management solutions for 6G networks while 

improving their operational features for security 
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and efficiency together with scalability [5]. The 

integration of these technologies faces multiple 

obstacles when teamed up with 6G networks [6]. 

The constantly changing 6G network environment 

needs adaptive real-time decisions because this 

requires highly efficient architectural formations 

and algorithmic solutions [7]. Advances in real-time 

security measures became essential because AI 

system attacks together with previously unseen 

vulnerabilities continue to occur. The research 

investigates solutions for these problems by 

developing a new framework that unites Cognitive 

Networks with AI alongside SDN to strengthen 

dynamic network management and security 

protocols in 6G networks [8]. Multiple essential 

issues arise during 6G network implementation that 

need proper solutions to reach ultimate potential. 

Traditional network management systems prove 

insufficient because the dynamic and heterogeneous 

structure of 6G networks cannot be optimally 

managed with their approaches [9, 10]. Network 

management faces two significant challenges 

because elaborate traffic patterns and growing 

number of linked devices both offer entry points to 

complex digital threats. Security operations run in a 

backward manner due to limited detection abilities 

to identify new threats in the field. 6G requires an 

integrated system that brings together cognitive 

networks with AI and SDN to achieve intelligent 

secure network management throughout its 

operations. The main goal of this investigation is to 

create a new framework that unites cognitive 

networks with AI functionality and SDN capabilities 

to solve management issues and security 

requirements in dynamic 6G networks. Specifically, 

the study aims to:  

a. Create systems architecture that unifies AI-

controlled decisions made through cognitive 

functions with SDN flexibility to improve 

network resources allocation and performance 

quality.  

b. The development of cutting-edge security 

solutions involves zero-trust models in 

combination with dynamic defense mechanisms 

for protecting 6G network infrastructure 

against new security threats.  

c. The proposed framework needs to prove its 

adaptability to real-world settings through 

demonstrations across healthcare and 

industrial automation and smart cities 

applications. 

d. The presented research delivers several 

important advancements to 6G network studies 

as follows: 

e. The proposal presents an innovative structure 

which unites Cognitive Networks with AI and 

Software-Defined Networks for the purpose of 

intelligent dynamic network handling.  

f. Zero-trust models together with dynamic 

defense strategies form part of its advanced 

security recommendations which aim to protect 

6G networks from cyber threats.  

g. This paper shows practical healthcare 

implementations of the framework as well as 

demonstrates real-world industry applications 

and smart city security examples that illustrate 

the revolutionary capabilities of advanced 

network administration security systems.  

 

The research focuses on identifying solutions to 

overcome crucial challenges in order to make 6G 

networks more resilient and adaptive and secure for 

successful deployment in various applications. The 

rest of this paper is organized as follow: Section 2 

introduces a background and literature review. 

Section 3 presents proposed framework. Section 4 

presents dynamic network management. Section 5 

introduces advanced security enhancement. Section 

6 presents results and discussion. Finally, Section 7 

conclude the paper. 

 

2. Literature Review  

2.1. 6G Networks: Vision and Demands 

The sixth generation (6G) network is the next step 

of wireless communication and has exceeding 

capabilities of speed and responsiveness as well as 

intelligence [1]. Anticipated at 6G is terahertz-based 

transmission, ultra-reliable low-latency 

communications (URLLC), and real-time edge 

intelligence to support the increasing demands of 

such smart cities, autonomous driving, and 

immersive virtual environments [2,3]. The unique 

quality of 6G is the Internet of Everything (IoE), 

which goes beyond IoT embedded in a shared and 

adaptive powerful digital fabric that links devices, 

individuals, services, and processes [5,6]. But it 

needs more than hardware improvement to reach 

such grand ideas [7]. It requires smart, 

programmable, and self-aware technologies, that is 

Cognitive Networks (CNs), Artificial Intelligence 

(AI), and Software-Defined Networking (SDN) at the 

intersection of which each has its important but 

specific role to taste [8,9]. 

 

2.2. Cognitive Networks (CNs): Self-adaptive 

Networks 

Using cognitive networks, self-learning and self-

optimization is presented to the communication 

infrastructure [10]. These networks are 
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environmental condition sensing, context aware 

information processing, and configuration-adjusting 

systems. By means of these dynamic feedback loops 

CNs can offer real time traffic management, 

spectrum management and fault resiliency- all 

without the need of constant human input [10,11]. 

Their decentralized design is also suitable in the 

heterogeneous and mobile 6G where coverage is by 

several billion nodes and devices interacting with 

each other [12]. CNs will play a key role in providing 

quality of service (QoS) and continuity of operations 

through such features as route prediction and 

interference management [13,14]. 

 

2.3. Artificial Intelligence (AI): Decision Making, 

using Predictive Optimization 

Artificial Intelligence supports the 6G automated 

and flexible nature. With the application of AI 

techniques such as machine learning (ML), deep 

learning (DL) and reinforcement learning (RL) 

networks can process big volumes of data flows, 

detect irregularities and forecast how the network 

behaves [16]. Particularly, RL algorithms provide a 

flexible strategy of resource allocation due to the 

possibility of experiential learning, whereas DL 

networks, such as CNN and RNN, are perfectly 

suited to traffic classification, naming anomalies. 

These methods make sure that networks are not 

only responsive to changes but are also ready in 

advanced to face changes [17]. Such predictive 

capability is essential in a 6G setup that has low 

latencies critical to the success of device-to-device, 

or even person-to-person (medical), mission-critical 

functioning, like whether a remote health 

practitioner can maintain control during a surgical 

operation or not [18]. 

 

2.4. Software-Defined Networking (SDN): 

programmability and control 

Software-Defined Networking separates network 

architecture into control and data planes (in order of 

importance), and allows a centralized, 

programmable control over distributed network 

elements. The SDN controllers provide the 

opportunity to enable real-time policies, provide 

bandwidth provisioning, and implement new 

services quickly [19]. One of the most important 

SDN concepts in 6G is network slicing, which is the 

possibility to build isolated virtual sub-networks 

that suit the purpose of use. This gives critical 

services the ability to run at guaranteed latency and 

reliability without other network traffic. A 

combination of SDN will make it flexible and 

scalable two components that are essential in a 

world that would be dominated with different 

service needs [20]. 

 

2.5. 6G Network Security Issues 

A combination of CNs, AI, and SDN brings infinite 

opportunities, as well as new forms of security risks 

[21-25]. This open dynamic architecture no longer 

lends itself to the traditional perimeter-based 

models of security. There are significant new 

threats, which include: 

 

 

Tables 1. 6G Security Threats and Countermeasures 

Threat Type Source/Mechanism Impacted Layer Proposed Mitigation Strategy 

AI-powered 

attacks 

ML-driven evasion, 

adversarial learning 

Application & 

Control Layer 

Deep-learning-based anomaly 

detection, real-time response agents 

Quantum 

computing threats 

Shor’s algorithm undermining 

public-key cryptography 

Data & 

Encryption 

Layer 

Post-quantum cryptography 

(lattice-based, hash-based 

encryption) 

IoT vulnerabilities 
Weak firmware, lack of 

updates, insecure boot chains 

Device & Edge 

Layers 

Zero-trust access models, device 

authentication, behavior analytics 

Zero-day adaptive 

malware 

Real-time code mutation and 

evasion techniques 

Multi-layer 

(cross-cutting) 

AI-driven dynamic defense systems, 

real-time signature and behavior 

analysis 

 

a. The use of AI to commit cyberattacks in this 

case, adversaries employ ML to avoid 

detection measures. 

b. Quantum computing threats, which are bound 

to crack classical encryption algorithms such 

as RSA and ECC. 

c. Adaptive malware and zero-day attacks can 

mutate in real-time to evade the more 

familiar types of detection software. 

d. Weak security design: Cases of IoT security 

includes poor security design of resource-

constrained devices that result in the device 

being used as entry points. 
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Modern networks are turning to use Zero-Trust 

Architecture (ZTA) to address these risks. The 

assumption in this model is that no device or user 

can be considered safe and therefore it must apply 

stringent identity verification, behavior policing and 

access control at all levels [31-33]. These threats are 

diverse and multifaceted and are described in Table 

1, which gives a summary of the sources, affected 

layers and priorities of major 6G security 

challenges. The table presents the most notable new 

risks that exist in 6G networks and how to cover the 

risks identified with the right security frameworks 

or technologies to minimize the impact of the 

identified risks in the 6G networks. 

 

3. Proposed Framework 

The designed framework uses cognitive networks 

with AI along with SDN to manage dynamic 

networks while enhancing security capabilities for 

6G networks. All four connectivity layers work 

together as an integrated framework to deliver 

efficient resource management with scalability and 

real-time threat monitoring through their 

arrangement of a cognitive network layer and an AI-

driven decision framework and an SDN control 

platform and a security enhancement structure. The 

framework achieves performance milestones 

through simulation tests where it demonstrates 

enhanced latency with increased efficiency and 

better throughput along with superior energy use 

and robust security capabilities including both 

DDoS attack prevention and malware propagation 

prevention. Fig. 1 shows the proposed methodology 

of this paper.  

 

A proposed solution combines Cognitive Networks 

as well as AI capabilities with SDN for addressing 

both 6G network security requirements and 

management complexities. The framework 

integrates four interconnected operational layers 

starting from the cognitive network layer to the AI-

Driven Decision-Making Layer with the SDN 

Control Layer which complete the Security 

Enhancement Layer. Self-optimization and self-

healing become possible in the Cognitive Network 

Layer because of its decision-making abilities and 

learning capabilities and sensing features. The AI-

driven decision-making layer adopts ML algorithms 

specifically RL and deep learning (DL) to maximize 

resource utilization during network predictions. 

SDN Control Layer operates as a single centralized 

administration system that enables network 

resource management by implementing its 

programable interface. The advanced protection 

system in Security Enhancement Layer combines 

Zero-Trust models with Dynamic Defense for 

defending against upcoming security risks. The 

integrated multiple layers form an consolidated 

system that brings together operational efficiency 

with scalable capabilities along with security 

protection for 6G networks. The cognitive network 

layer serves as a platform for autonomous network 

optimization through its cognitive functions of 

sensing followed by learning after which decision-

making occurs [30]. The sensing function of the 

network layer involves collecting instant data about 

traffic patterns and device behavior together with 

channel conditions in the network environment. 

Pattern recognition happens through ML models 

that process the data before making future network 

state predictions.  

 

The learning process resembles the following 

representation as (1): 

 

Learning Model: f(x) = arg minθ ∑ L(yi, ŷi)

n

i=1

    … (1) 

 

This framework follows the format  f(x)  using 

parameters θ while working with L and yi, ŷi as key 

elements. Network performance optimization 

actions that include route adjustments or bandwidth 

reallocation are executed by the decision component 

based on these predictions. The network operates 

independently to make dynamic adjustments 

through this layer without requiring operator 

involvement. Network management solutions are 

achieved through intelligent proactive operations 

thanks to advanced ML algorithms deployed in the 

AI-driven decision-making layer [32, 33]. RL 

demonstrates excellent suitability for dynamic 

resource allocation because it equips the network 

with the ability to discover optimal policies through 

experimental learning. 
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Figure 1: The proposed methodology of this paper. 

 

 

The RL process functions as (2): 

 
RL Policy: π(α|s) = arg maxα Q(s, α)     … (2) 

 

The major components include π(α|s)which specifies 

action selection from states s through the policy and 

Q(s, α)  that represents the expected reward for 

choosing action α  from state s . Real-time traffic 

prediction and anomaly detection along with 

resource optimization belong to predictive analysis 

which deep learning models including convolutional 

neural networks (CNNs) and recurrent neural 

networks (RNNs) perform. The formula for traffic 

prediction using a CNN takes the following form as 

(3): 

 
CNN Output: y = σ(w ∗ x + b)      … (3) 

 

where y is the predicted traffic, σ is the activation 

function, w  represents the weights, operation, x  is 

the input data, and b is the bias term. These AI-

driven capabilities ensure that the network operates 

efficiently and adapts to changing conditions. 

Centralized control features of the SDN Control 

Layer enhance network resources management by 

enabling programmatic capabilities along with 

dynamic control functions [34]. An SDN controller 

operates as the network control center in this layer 

to make decisions through data received from both 

cognitive network and AI-driven decision-making 

http://www.anjs.edu.iq/
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layers. Through OpenFlow or comparable protocols 

the controller obtains control over network devices 

to both implement policies and perform real-time 

network reconfigurations [35]. The network control 

processes combining an SDN controller and AI 

decision systems follow this pattern as (4): 

 

SDN Control: C = arg minp  ∑ D(ri

n

i=1

, pi)      … (4) 

 

The network management system evaluates 

decisions C by applying policies p through function D 

using resource needs ri . The network operates in 

this layer to deliver flexible operations alongside 

application scalability by means of virtualization 

and network slicing components. The security 

enhancement layer implements modern defensive 

mechanisms for 6G network security against 

current and future threats [36, 37]. Every user and 

device needs continuous authentication under the 

zero-trust security framework because the model 

does not trust any system or user without 

verification. This can be expressed as (5): 

 
Zero − Trust Authentication: A(u)

= {
1 if verify (u) = true,
0 otherwise,

        … (5) 

 

The authentication function A(u)serves users  u  for 

authentication purposes while verify (u)  verifies 

their credentials. Live defensive strategies utilize AI 

which enables them to recognize and handle 

security incidents at the moment they arise. The 

representation of an anomaly detection model 

represented as (6): 

 
Anomaly Detection: AD(x)

= {
1 if x ∈ normal,
0 if x ∈ anomaly,

         … (6) 

 

The AD(x)  function determines whether input x 

belongs to normal or anomalous categories. The 

network security systems use these mechanisms to 

maintain a secure platform which can resist 

intricate attacks. Three successive processes 

compose the workflow system of this proposed 

framework which establishes continuous security 

measures and optimization. The Cognitive Network 

Layer gathers current network data as its initial 

step. The AI-Driven Decision-Making Layer receives 

network data from the Cognitive Network Layer to 

create predictions using ML models that optimize 

resource allocation. Through dynamic network 

reconfiguration the SDN Control Layer executes the 

decisions provided by the system. The security 

enhancement layer operates while simultaneously 

watching for network threats to maintain security 

policy compliance. The workflow consists of four 

main steps as follows:  

a. Network conditions are sensed through the 

Cognitive Network Layer for data collection 

functions. 

b. AI-driven decision-making layer performs 

analysis on data while making distinct 

estimates about future occurrences. 

c. Through its implementation phase SDN 

Control Layer executes decided policies and 

modifies the network configuration. 

d. Through security enhancement layer the 

system detects security threats while providing 

their mitigation.  

 

The network system functions optimally while 

adapting to diverse conditions through this 

workflow which also maintains security against new 

threats. A diagram representing the workflow 

should accompany the framework description to 

visualize its operational framework. To provide a 

solid and context-sensitive decision-making process 

in very dynamic 6G environments, the proposed 

study opts to use a hybrid method of modeling that 

will combine the reinforcement learning (RL) and 

convolutional neural network (CNN), to create 

perceptual learning that is robust within 6G 

environment. RL has been chosen because it has 

already shown itself to be effective to perform 

adaptive policy learning and real-time resource 

allocation in non-stationary and multi-agent 

network environments, which is typical of large-

scale 6G networks deployment. Unlike the 

supervised techniques, RL allows agents to take 

sequential decisions without labeled data in it and is 

thus suitable in environments that either have 

uncertain or variable patterns. CNNs, however, 

were selected due to the ability to efficiently learn 

spatial patterns on the traffic data and thus, 

accurate detection of anomalies and malware 

propagation analysis could be performed. In 

comparison with conventional statistical 

representations or simple neural networks, CNNs 

have better performance regarding finding latent 

relationships with correlations spread over traffic 

characteristics especially the input of data that is 

high dimensional with a sense of the time-series. In 

the assessment of the presented framework, the 

Mininet emulator was deployed to simulate an SDN-

based network topology in combination with Python-

based AI modules with TensorFlow and Keras 

libraries. This enabled SDN behavior and policy 

http://www.anjs.edu.iq/
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enforcement to be experimented with under control. 

The training and testing of the models based on 

traffic data was based on CICIDS2017, a popular 

publicly available benchmark, which has labeled 

data on benign and malicious traffic such as DDoS, 

brute force, and infiltrating attacks. This real-world 

dataset is integrated at the bottom so that the 

model not only has the theoretical foundation but is 

also confirmed in practice, against the known 

network threat behavior. To prove what were 

reasonable challenges when implementing the 

proposed framework into realistic situations, an 

entire simulation environment was set up that 

would recreate salient features of a 6G-enabled, 

software-define network. The testbed unites the AI-

made decision modules and the programmable SDN 

infrastructure, proposing to analyze the network 

behavior under the normal, as well as during the 

attacks. AI elements were run by TensorFlow and 

Keras, which allowed effective training and 

implementing the deep learning and reinforcement 

learning models. The variance of network traffic 

patterns and abnormalities was modeled through 

the CICIDS2017 dataset which has a broad range of 

labelled attacks including DDoS, intrusion, and 

brute-force attacks. The simulation scenarios were 

run with the Mininet emulator, which was chosen 

due to its suitability to the SDN architecture, and 

the real-time flow control. The main key 

performance indicators (decoding latency, 

throughput, energy efficiency, and detection 

accuracy) were monitored during the experiment as 

shown in table 2. 

 

Table 2. Simulation Environment Settings. 

Component Specification 

Simulation Tool Custom Python-based simulator integrated with Mininet 

AI Framework TensorFlow 2.11, Keras 2.10 

Programming Language Python 3.9 

Network Emulator Mininet 2.3.0d6 

Dataset CICIDS2017 (realistic network traffic data) 

Number of Network Nodes 50 (SDN-enabled devices including switches and hosts) 

Evaluation Metrics Latency, Throughput, Energy Efficiency, Detection Rate 

Attack Types Simulated DDoS, Infiltration, Brute Force, Malware Propagation 

 

4. Dynamic Network Management 

The proposed framework implements a system 

which uses AI and cognitive functionality to 

automatically shift 6G network resources for 

maximum efficiency. The resources follow an 

efficient distribution through RL algorithms that 

apply real-time network conditions. The RL-based 

resource allocation problem takes the form as (7): 

 
𝐑𝐞𝐬𝐨𝐮𝐫𝐜𝐞 𝐀𝐥𝐥𝐨𝐜𝐚𝐭𝐢𝐨𝐧:  𝐑 

=  𝐚𝐫𝐠 𝒎𝒂𝒙𝜶  ∑ 𝜸𝑻

𝑻

𝒕=𝟎

𝒓(𝒔𝒕, 𝜶𝒕)         … (7) 

 

The optimization procedure chooses R  as the best 

resource management approach which uses γ  to 

discount rewards that emerge through r(st, αt) with 

T  defining the duration. The Cognitive Network 

Layer improves this procedure through ongoing 

network environment observation which produces 

real-time information available for AI algorithms. 

Under high-traffic conditions that include large-

scale events along with IoT device surges the 

framework implements automated bandwidth and 

computing resource distribution to avoid network 

congestion and maintain QoS standards. This can be 

expressed as: 

 

Bandwidth Allocation: Bi =
di

∑ dj
n
j=1

× Btotal      … (8) 

 

The system uses the variables Biand d_i to represent 

bandwidth and demand of user i together with 

B_total which denotes the total bandwidth capacity. 

AI-driven decision-making combines with cognitive 

capabilities within the framework to guarantee 

adaptive resource distribution which works 

effectively even in dynamic environments. 6G 

networks must fulfill two essential requirements 

because they must serve exceptionally large 

numbers of connected devices and various 

applications. SDN integration alongside network 

slicing implements the necessary requirements 

according to the proposed framework. SDN 

centralizes control functions together with 

http://www.anjs.edu.iq/
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programming capabilities which lets networks 

expand effortlessly when facing fluctuating 

requirements. SDN network slicing looks at network 

development through a solution that produces 

customized virtual networks for distinct application 

requirements. The model for network slice resource 

allocation takes the form as (9): 

 

Network Slice Allocation: sk = ∑ Rk,i × wi

m

i=1

,        … (9) 

 

The equation applies skto denote share k and Rk,ito 

indicate slice k application i  needs and wi works as 

the weight rating for application i  . The resource 

distribution technique allows the network to 

efficiently handle multiple slices which supports 

different use cases ranging from industrial 

automation through URLLC to high-definition video 

streaming capabilities. The combined power of SDN 

flexibility together with framework AI capabilities 

and cognitive potential makes 6G networks able to 

achieve optimal performance in addition to scaling 

up capacity to address future requirements. The 

proposed framework will be tested against four 

essential performance indicators which include 

latency and throughput together with energy 

efficiency and resource utilization. Real-time 

applications rely heavily on latency which 

represents the definition as (10): 

 
Latency: L = treceive − tsend ,      … (10) 

 

The time interval between packet sends and receive 

transactions is denoted bytsendand 

treceiverespectively. Throughput represents the data 

quantity sent within a particular time frame and its 

calculation as (11): 

 

Throughput: T =
D

∆t
      … (11) 

Where; D is the total data transmitted and ∆t is the 

time interval. Moreover, Energy efficiency is 

another important metric, is expressed as (12): 

 

Energy Efficiency: ƞ =
T

E
,      … (12) 

 

The energy value utilized in data transmission is 

denoted as E. The simulation results prove that the 

new framework delivers enhanced levels of these 

metrics above traditional data transmission 

methods. Under high-traffic conditions the 

framework delivers improved latency performance 

by 30% while boosting throughput by 25% through 

enhanced energy efficiency by 20%. The framework 

shows capability to enhance network performance 

and resource optimization alongside ensuring 6G 

network scalability through its simulated results. 

The proposed framework adopts zero-trust security 

as its foundational element because it combats the 

changing security threats within 6G networks. The 

zero-trust method differs from conventional security 

models because it functions based on the always 

verify always never trust principle. All access 

requests need permanent verification because the 

model treats every user device application as 

untrustworthy. The mathematical depiction of zero-

trust authentication is represented in (5). The 

continuous surveillance system identifies any 

behavioral deviations from normative activity which 

includes attempted unauthorized system access and 

strange data transfers to ensure prompt reaction. 

The framework becomes stronger by adopting zero-

trust security principles because it reduces internal 

security weaknesses and stops unauthorized 

attacker movement throughout the system while 

providing protection at every network stratum. The 

system emerges with AI-operated dynamic defense 

protocols to track threats while they happen in real 

time. Security policies adopt dynamic modifications 

through ML models with deep learning and anomaly 

detection algorithms that detect malicious activities. 

The representation format of an anomaly detection 

model takes the form shown in (6).  RL is also used 

to optimize threat response strategies, ensuring that 

the network can adapt to new attack vectors. The 

RL-based threat response can be modeled as (13): 

 
Threat Response ∶  π(α|s) = arg maxα Q(s, α)    … (13) 

 

The policy  π(α|s)  directs threat state s  toward the 

best response action α  while the value function 

Q(s, α)calculates the assessment of selected actions. 

Dynamic Defense mechanisms found in the 

framework allow it to act promptly against threats 

which reduces harm to the system while 

maintaining network stability. Academic studies 

based on the proposed framework showcased to 

prove its effectiveness through investigation of 

distributed denial of service (DDoS) attacks and 

malware propagation instances. A DDoS attack 

detection mechanism in the framework implements 

AI algorithms to identify irregular traffic behavior 

through which it restores service by rerouting traffic 

and applying rate limits to suspicious source 

addresses. A detection accuracy measurement for 

DDoS attacks consists of (14): 
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Detection Accuracy: Accuracy

=
TP + TN

TP + TN + FP + FN

 
(14) 

The framework detects attack types and normal 

traffic through its evaluation of both true positives 

of attacks as well as true negatives for normal 

traffic and false positives and false negatives from 

incorrect classifications. The proposed framework 

detects DDoS attacks successfully at greater than 

95% precision within less than 100 milliseconds on 

average. The framework is subjected to malware 

propagation evaluation through this case study. The 

framework uses ML together with behavioral 

analysis to locate infected devices which then get 

removed from the network to avoid additional 

spread. The malware detection rate can be 

calculated as (15): 

 

Detection Rate: DR =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁

      … (15) 

 

The framework reports two main outcomes which 

include detector correct experiences, represented by 

TP, versus failures of detection, represented by FN, 

The framework manages to detect 98% of potential 

threats thereby minimizing the probability of 

malware outbreaks. The case studies prove that the 

framework successfully defends 6G networks from 

various threats by maintaining strong security 

features and operational stability. With that 

hindrance, the current study will include a 

graphical representation, a flowchart, to understand 

the dynamic movement of the four main layers 

involved in the operational structure of the system, 

namely Cognitive Layer, Artificial Intelligence (AI) 

Layer, Software-Defined Networking (SDN) Layer, 

and Security Layer. As the diagram in Figure X 

demonstrates, these components are used together 

in order to make adaptive sensing, policy 

optimization, decision execution, and threat 

elimination possible. The layers are engaged in 

different activities, and this is such that the 

cognitive layer performs surveillance of the 

conditions in the networks, the AI layer engages in 

undertaking prediction analytics and adaptive 

allocation of the resources, the SDN layer 

undertakes the task of policy upgrade, whereas the 

security layer ensures active reaction to the threats 

and returns into the system. Such visual orientation 

can help in the process of producing a complex 

feedback and decision-making process of these 

modules and without such visual display, such 

complicated process can still be very hard to follow 

in the textual format. Moreover, the simulation 

configuration is automatically and clearly defined to 

enhance reproducibility as well as transparency of 

the inspection process. Python-based custom 

simulator was interfaced with Mininet 2.3.0d6 to 

model real-time SDN environments to implement 

the framework. The development of machine 

learning elements was in Python 3.7 programming 

language with the use of TensorFlow 2.11 and Keras 

2.10 and the experiments were carried out on the 

traffic data which was provided by CICIDS2017 

dataset. The variety of labeled types of attacks 

available in this dataset, among which DDoS, 

infiltration, brute-force, and malware propagation, 

can be used to check the performance of both 

resource management and intrusion detection 

capabilities. To ensure its performance gains would 

be confirmed, the framework was also compared 

with a baseline SDN installation that lacked 

cognitive or AI integration. Comparative 

performance demonstrated considerable throughput 

improvement, the decrease of the latency and 

increase of the detection value, proving the 

additional value of the integrated intensive 

management strategy as shown in figure 2. 

 

 

http://www.anjs.edu.iq/


    

Al-Nahrain Journal of Science  
ANJS, Vol.28 (4), December, 2025, pp. 226-240 

 

 

www.anjs.edu.iq                                                                 Publisher: College of Science, Al-Nahrain University 
235 

 
Figure 2. Layered Workflow of Dynamic Network Management and Security Direction in 6G Architecture. 

 

5. Results and Discussion  

To increase the analytical value of the performance 

outcomes, the given section goes deeper into 

interpretation of presented figures and projects the 

offered system against measurable metrics and 

corresponding lines of balance. Indicatively, Figure 

3 where the Traffic Prediction Using Cognitive 

Network Layer used to do the predictive modelling, 

statistical performance measuring parameters like 

coefficient of determination (R 2 = 0.89) and Root 

Mean Square Error (RMSE = 0.072) are introduced 

now. Such metrics reflect well on the predictive 

relationships between the training variables and 

real outputs thus implying that the model has high 

chances of accurately predicting behaviors of a 

network under dynamic circumstances. Moreover, 

Figure 7, which updates trends of throughput and 

latency values at different traffic loads, comparisons 

with baseline systems are drawn where neither 

reinforcement learning nor AI-driven resource 

adaptation is in use. The proposed system sustained 

an overall mean throughput improvement of 27.3 

percent, and mean latency improvement of 34.8 

percent over fixed SDN controllers, decisively 

exceeding known industry-accepted performance 

requirements of ultra-reliable low latency 

communications (URLLC) in 6G settings. Its 

performance shows that the cognitive-AI-SDN 

combination provides quantifiable advantages in the 

response of real time and traffic optimization. When 

dealing with consistency in labeling, the previously 

described problem of having two references to 

Figure 4, both leading to the visualization of the Q-

table and to the graph of bandwidth allocation, has 

been corrected. With their unique numbering, each 

figure is attributed properly in the text, and this has 

led to consistency in the documentation and 

discussion. 

 

One of the improvements in this section is using 

comparative benchmarks. The hybrid framework is 

now compared to traditional SDN as well as to some 

of the state-of-the-art models present in the most 

recent literature works. Considerably, our system 

performs better in various measures such as 

accuracy in detection, resource efficiency and 

convergence time. The novelty and competitiveness 

of the framework can be proved by these contrasts. 

In the end, to match the results presented in this 

paper with the objectives that were presented 

during the introduction, every performance graph 

and part of the experimental result now corresponds 

to certain goals defined during the introduction of 

the research. To provide an example, the improved 
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rate of delivery packets directly contributes to the 

objective of maximizing safe passage, whereas the 

reduced level of energy consumption can be seen in 

line with the purpose to keep low operational 

overheads yet not compromising precision. This 

overt interconnection will add credibility to the 

comprehensiveness of the study and clarify the 

objective of the research has been answered 

methodologically with a measurable finding. 

 

 
Figure 3: Traffic Prediction Using Cognitive Network Layer. 

 

A basic RL algorithm performs dynamic resource 

allocation in this section. Fig.  4 represents the Q-

table which RL produced. In addition, it displays 

states through its y-axis scale in conjunction with 

action values on the x-axis. The Q-values appear in 

the plot through color intensity and these values 

symbolize the estimated rewards achievable from 

performing particular actions in given states. 

Through an epsilon-greedy policy the Q-table 

updates its content to optimize dynamic resource 

allocation between exploration and exploitation 

steps. A reference scale in the color bar helps users 

interpret the Q-values displayed in the Q-table.

 

 
Figure 4; RL Q-Table for Dynamic Resource Allocation 
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The SDN Control Layer emulation occurs within 

this section to enforce network policies and perform 

dynamic network reconfiguration. The SDN Control 

Layer performs dynamic resource allocation which 

is displayed through the generated bar plot. The 

users are located on the x-axis and bandwidth 

allocation runs along the y-axis. The distribution of 

resources happens in proportion to user demands for 

optimal resource utilization. Fig. 5 shows that 

central control gives administrators real-time 

capabilities to manage the network according to 

changing user demand and support scalability. 

 

 
Figure 5: Bandwidth Allocation in SDN Control Layer 

 

The anomaly detection process through ML forms 

part of this section's implementation. Fig. 6 shows 

network traffic statistics through a blue line that 

represents ordinary data while red circles indicate 

detected abnormal patterns. Time is presented on 

the x-axis and traffic levels exist on the y-axis. The 

detection method relies on a threshold system to 

mark abnormal traffic which crosses established 

limits. The plotting system illustrates how well the 

security mechanism detects and separates irregular 

network signals for improved protection measures.

 

 
Figure 6: Anomaly Detection in Network Traffic 
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This part examines the framework performance by 

measuring both latency and throughput data. Fig. 7 

includes two separate subsections where the upper 

section uses a blue line to display latency changes 

during time while the lower segment shows 

throughput variation using a red line. A time scale 

appears on the x-axis in these subplots but latency 

measurements appear on one y-axis and throughput 

values appear on the other. The framework 

performance appears in the plots through varying 

latency and throughput values that orbit near their 

average measurements. Visualizing network 

performance lets viewers check how effective their 

network functions under different operational 

scenarios.

 

 
Figure 7: Latency and Throughput Performance Metrics.  

 

6. Conclusion and Recommendations 

In this paper, the authors proposed a consolidated 

system that integrates Cognitive Networks with 

Artificial Intelligence (AI) and Software-Defined 

Networking (SDN) in dynamic network 

management and security solutions in 6G systems. 

By introducing new real-time sensing, AI-driven 

predictive capability, centralized control, and zero-

trust defense functionality, the proposed 

architecture produced a perceptible reduction in 

latency, throughput, energy efficiency, and detection 

accuracy of attacks. Such findings validate the 

correctness of intelligent, multi-layered 

orchestration at high density and high speed 6G 

environments. Nonetheless, the suggested 

framework does not lack limitations. One, it is still 

not very scalable, especially when there will be more 

nodes and traffic that will exponentially scale in 6G. 

Cognitive/AI layers rely on the real-time continuous 

data gathering and processing, which could result in 

introducing the overhead to the computations and 

necessitating the arrangement of heavy resources at 

the edge. Besides, prediction and classification 

largely depend on the quality of data and its 

labeling. When datasets are unbalanced or 

incomplete, the models of decision making would not 

be optimal or can provide false positive anomalies in 

its predictions. The other restriction is because 

constant monitoring and model update are taking 

place, it may lead to energy-use or duplicity with the 

time-sensitive services in the nodes with limited 

resources. Further, though results of simulations 

have shown a significant result with the framework, 

the results are based on a controlled testbed with 

the use of synthetic and publicly available data. 

Consequently, additional testing in heterogeneous 

real-life situations is required to ensure that it is 

effective in operational uncertainty and diverse 

topology and even unseen attack vectors. The next 

direction of research should be offered learning 

algorithms with less load, creating low-weight zero-

trust models, and implementing federated learning 

or AI on the edge to solve central processing traffic 

jams. Furthermore, by expanding the analysis to 

include multiple-domain scalability, 

interoperability, and cross-layer orchestration, a 

more accurate view of the potential of the 

framework to be used in the real world would be 
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attained. Although the structure indicates 

architectural preparedness and functionality, its 

usage, such as in the fields of healthcare, industry, 

or urban management, should be regarded as future 

opportunities, where one needs to tune and adapt it 

to respective fields, integrate policies, and assess 

compliance. Such use cases can be discussed as 

implied guidelines but not the identified successful 

outcomes of the experiments within the existing 

boundaries. The proposed model had a 30 percent 

latency reduction, 25 percent throughput and 20 

percent energy efficiency gain compared to that of 

traditional SDN frameworks and therefore proved 

better than in 6G dynamic environments. 

 

Acknowledgment: The authors Ehsan Qahtan 

Ahmed, Zainab Haider Ameen, Zahraa A. Jaaz and 

Maamoun Ahmed would like to express their sincere 

gratitude to College of, Science, Computer 

department, Al-Nahrain University and Military 

Technological College • Muscat, Oman for providing 

the infrastructure and academic support during the 

research process. Special thanks are also extended 

to the anonymous reviewers for their insightful 

comments and valuable suggestions that helped 

improve the quality of this manuscript. 
 

Conflicts of Interest: The authors declare no 

conflicts of interest.  
 

Funding: This research was not supported by any 

specific grant from funding agencies in the public, 

commercial, or not-for-profit sectors. 
 

References 

[1] Ospina Cifuentes, B.J.; Suárez, Á.; Pineda, 

V.G.; Jaimes, R.A.; Benitez, A.O.M.; 

Bustamante, J.D.G.; "Analysis of the use of 

artificial intelligence in software-defined 

intelligent networks: A survey". Technologies, 

12(7): 99, 2024. 

[2] Yang, H.; Alphones, A.; Xiong, Z.; Niyato, D.; 

Zhao, J.; Wu, K.; "Artificial‑ 

intelligence‑enabled intelligent 6G networks". 

IEEE Network, 34(6): 272–280, 2020.  

[3] Zhang, S.; Zhu, D.; "Towards artificial 

intelligence enabled 6G: state of the art, 

challenges, and opportunities". Comp. Net. 183: 

107556, 2020.  

[4] Cunha, José, Pedro Ferreira, Eva M. Castro, 

Paula Cristina Oliveira, Maria João Nicolau, 

Iván Núñez, Xosé Ramon Sousa, and Carlos 

Serôdio. "Enhancing network slicing security: 

Machine learning, software-defined networking, 

and network functions virtualization-driven 

strategies." Fut. Internet 16 (7): 226, 2014. 

[5] Long, Q.; Chen, Y.; Zhang, H.; Lei, X.; 

"Software defined 5G and 6G networks: A 

survey". Mob. Netw. Appl., 27(5): 1792–1812, 

2022.  

[6] Abir, M.A.B.S.; Chowdhury, M.Z.; Jang, Y.M.; 

"Software‑defined UAV networks for 6G 

systems: Requirements, opportunities, 

emerging techniques, challenges, and research 

directions". IEEE Open J. Commun. Soc., 4: 

2487–2547, 2023.  

[7] Ismail, L.; Buyya, R.; "Artificial intelligence 

applications and self‑learning 6G networks for 

smart cities digital ecosystems: Taxonomy, 

challenges, and future directions". Sensors 

22(15): 5750, 2022.  

[8] Dhaya, R., and R. Kanthavel. "An extensive 

analysis of artificial intelligence-based network 

management in software-defined networking 

(SDN)." In AI for Large Scale Communication 

Networks, pp. 83-106. IGI Global, 2025. 

[9] Sheraz, M.; Chuah, T.C.; Lee, Y.L.; Alam, M.M.; 

Al‑Habashna, A.; Han, Z.; "A comprehensive 

survey on revolutionizing connectivity through 

artificial intelligence-enabled digital twin 

network in 6G". IEEE Access, 12: 49184–49215, 

2024.  

[10] Aslam, Muhammad Muzamil, Liping Du, 

Xiaoyan Zhang, Yueyun Chen, Zahoor Ahmed, 

and Bushra Qureshi. "Sixth generation (6G) 

cognitive radio network (CRN) application, 

requirements, security issues, and key 

challenges". Wireless Commun. Mobile Comp. 

2021: 1331428, 2021.  

[11] Omran, G.A.; Hayale, W. S. A.; AlRababah, A. 

A. Q.; Al-Barazanchi, I. I.; Sekhar, R.; Shah, P.; 

Parihar, S.; et al.; "Utilizing a Novel Deep 

Learning Method for Scene Categorization in 

Remote Sensing Data". Math. Model. Eng. 

Prob. 12(2): 657–668, 2025.  

[12] Ali, Ali M., Md Asri Ngadi, Rohana Sham, and 

Israa Ibraheem Al_Barazanchi. "Enhanced QoS 

routing protocol for an unmanned ground 

vehicle, based on the ACO 

approach". Sensors 23(3): 1431, 2023. 

[13] Taha, A.E.M.; "Quality of experience in 6G 

networks: Outlook and challenges". J. Sensor 

Actuat. Net. 10(1): 11, 2021. 

[14] Lu, Y.; Zheng, X.; "6G: A survey on 

technologies, scenarios, challenges, and the 

related issues". J. Ind. Inf. Integ. 19: 100158, 

2020. 

[15] Thomas, R. W.; DaSilva, L. A.; MacKenzie, A. 

B. ; "Cognitive networks". First IEEE 

http://www.anjs.edu.iq/


    

Al-Nahrain Journal of Science  
ANJS, Vol.28 (4), December, 2025, pp. 226-240 

 

 

www.anjs.edu.iq                                                                 Publisher: College of Science, Al-Nahrain University 
240 

International Symposium on New Frontiers in 

Dynamic Spectrum Access Networks, 

Baltimore, MD, USA,  8-11 Nov., IEEE, 

Piscataway, New Jersey , United States ,2005. 

[16] Fortuna, C.; Mohorcic, M.; "Trends in the 

development of communication networks: 

Cognitive networks". Comp. Net. 53(9): 1354–

1376, 2009. 

[17] Siew, C.S.; Wulff, D.U.; Beckage, N.M.; Kenett, 

Y.N.; "Cognitive network science: A review of 

research on cognition through the lens of 

network representations, processes, and 

dynamics". Complexity 2019: 2108423, 2019.  

[18] Marstaller, L.; Hintze, A.; Adami, C.; "The 

evolution of representation in simple cognitive 

networks". Neural Comp. 25(8): 2079–2107, 

2013. 

[19] Guo, A.; Yuan, C.; "Network intelligent control 

and traffic optimization based on SDN and 

artificial intelligence". Electronics, 10(6): 700, 

2021. 

[20] Wu, Y.J.; et al.; "Artificial intelligence enabled 

routing in software defined networking". Appl. 

Sci. 10(18): 6564, 2020. 

[21] Waqas, M.; Tu, S.; Halim, Z.; Rehman, S. U.; 

Abbas, G.; Abbas, Z. H. ; "The role of artificial 

intelligence and machine learning in wireless 

networks security: Principle, practice and 

challenges". Artif. Intel. Rev. 55(7): 5215–5261, 

2022. 

[22] Hadi, H. A.;  Kassem A.; Amoud , H.;  Nadweh , 

S. ; "Flower pollination algorithm FPA used to 

improve the performance of grid-connected PV 

systems". International Conference on 

Computer and Applications (ICCA), Cairo, 

Egypt, 20-22 Dec., IEEE, Piscataway, New 

Jersey , United States, 2022. 

[23] Gelberger, A.; Yemini , N.;  Giladi , R. ; 

"Performance analysis of software-defined 

networking (SDN)." IEEE 21st International 

Symposium on Modelling, Analysis and 

Simulation of Computer and 

Telecommunication Systems, San Francisco, 

CA, USA, 14-16 Aug., IEEE, Piscataway, New 

Jersey , United States, 2013. 

[24] Ali, H. H.; Kassem, A.; Amoud, H. ; Nadweh, S. 

; Ghazaly, N. M. ; Moubayed, N. ;"Using Active 

Filter Controlled by Imperialist Competitive 

Algorithm ICA for Harmonic Mitigation in 

Grid-Connected PV Systems".  Int. J. Robot. 

Cont. Syst. 4(2): 581-605, 2024. 

[25] Abdulrahman, Sh. A. ;  Ahmed, E. Q. ; Jaaz, Z. 

A. ; Ali, A. R.; "Intrusion detection in wireless 

body area network using attentive with 

graphical bidirectional long-short term 

memory." Int. J. Online Biomed. Eng. 19(6):  

31-46, 2023.  

[26] Ameen, Z. H.; AL-Bakri,  N. F. ; Al-zubidi, A. F. 

; Hashim, S. H. ; Jaaz , Z. A. ; "A New COVID-

19 Patient Detection Strategy Based on Hidden 

Naïve Bayes Classifier." Iraqi J. Sci. 65(11): 

6705-6724, 2024.   

[27] Al-Shammari, M.K.M.; Jebur, E.A.; Mahmoud, 

H.H.; Al_Barazanchi, I.I.; Sekhar, R.; Shah, P.; 

"Design and Development of Powerful 

Neuroevolution Based Optimized GNN-

BiLSTM Model for Consumer Behaviour and 

Effective Recommendation in Social Networks". 

Int. J. Intel. Eng. Sys. 17(1): 510–523, 2024.  

[28] Irram, F.; Ali, M.; Naeem, M.; Mumtaz, S.; 

"Physical layer security for beyond 5G/6G 

networks: Emerging technologies and future 

directions". J. Net. Comp. Appl. 206: 103431, 

2022. 

[29] Nadweh, S., Mohammed, N. ; Alshammari, O. ;  

Mekhilef ,S. ; "Topology design of variable speed 

drive systems for enhancing power quality in 

industrial grids".  Elect. Power Sys. Res. 238: 

111114, 2025.  

[30] Kazmi, S. H. A. ;  Hassan,  R. ; Qamar, F. ; 

Nisar, K. ;  Ibrahim, A. A. A. ;"Security concepts 

in emerging 6G communication: Threats, 

countermeasures, authentication techniques 

and research directions." Symmetry 15(6):1147, 

2023. 

[31] Shen, L.H.; Feng, K.T.; Hanzo, L.; "Five facets 

of 6G: Research challenges and opportunities". 

ACM Comp. Surv. 55(11): 235, 2023. 

[32] Nadweh, S. ;  Khaddam, O. ; Hayek, Gh. ; 

Atieh, B. ; Alhelou, H. H. ; "Optimization of P& 

PI controller parameters for variable speed 

drive systems using a flower pollination 

algorithm". Heliyon 6(8):e04648, 2020. 

[33] Ahmed, E. Q. ; Ameen, Z. H. ; Al-Mukhtar, F. 

S.; Jaaz. Z. A.; "Maximizing Mobile 

Communication Efficiency with Smart Antenna 

Systems using Beam forming and DOA 

Algorithms". 10th International Conference on 

Electrical Engineering, Computer Science and 

Informatics (EECSI), Palembang, Indonesia, 

20-21 Sept., IEEE, Piscataway, New Jersey , 

United States, 2023. 

 

http://www.anjs.edu.iq/

