
Al-Mustansiriyah Journal of Science
ISSN: 1814-635X (print) 2521-3520 (electronic)

ORIGINAL ARTICLE OPEN ACCESS

Color Image Encryption Using Elliptic Curve Cryptography
and Chaotic Maps
Joel Kinganga a,, Nathanaél Kasoro a,, Issa Ramadhani a,, and Alain Musesa a,

aUniversity of Kinshasa, Kinshasa, Democratic Republic of the Congo

CORRESPONDENCE
Joel Kinganga
joel.kinganga@unikin.ac.cd

ARTICLE INFO
Received: Aug. 11, 2025
Revised: Nov. 22, 2025
Accepted: Nov. 30, 2025
Published: Dec. 30, 2025

© 2025 by the author(s).
Published by Mustansiriyah
University. This article is an
Open Access article distributed
under the terms and condi-
tions of the Creative Com-
mons Attribution (CC BY) li-
cense.

ABSTRACT: Background: The regular use of connected devices on the
internet by users of social media generates a large quantity of multimedia data
every second, and the data concerned may be of a variable nature, such as text
data, color images, video, and audio. We can confirm that online security is
becoming an area that is increasingly being explored by researchers around the
world to guarantee and ensure the authenticity and confidentiality of exchanged
data. Objective: The goal of this article is to introduce a new dynamic cryp-
tosystem for encrypting color images, using elliptic curves and chaotic func-
tions. Methods: This new system serves to generate the coefficients of the
curve, create the encryption keys, and create the prime number of the curve.
The new system utilizes the length of the encryption keys, which encompasses
all points on the curve and relates to the discrete logarithm problem of ellip-
tic curves, thereby justifying the difficulty in uncovering hidden information.
Results: The results were obtained with the assistance of several analyses, in-
cluding histogram analysis, correlation coefficient analysis, differential attack
analysis, and key space analysis. The results obtained confirm the robustness
and reliability of the proposed cryptographic system. Conclusions: By com-
bining the two systems (elliptic curves and chaotic functions), we obtain a new
hybrid system capable of operating with reduced encryption key lengths and
random values, which makes our new system sensitive to initial conditions.

KEYWORDS: Encryption; Images; Decryption; Elliptic curves; Chaotic
function

INTRODUCTION

F or a long time, people have sought ways to share secret information with their loved ones con-
fidentially. They have always aimed to ensure the confidentiality and integrity of the data

exchanged [1], [2]. Recently, cryptography has emerged as a vital science that guarantees the confiden-
tiality of messages, attracting significant interest from researchers to facilitate secure data exchange
and prevent unauthorized access to or understanding of this information, even when transmitted
through unsecured channels [3], [4]. Nowadays, color images are increasingly common in data ex-
changes, largely due to the prevalence of high-speed internet. This data is often vulnerable to attacks,
making it essential to ensure authentication and confidentiality when transmitting such important
and sensitive information over public networks. To this day, research is ongoing in the pursuit of
robust and quickly implementable cryptographic systems to ensure the confidentiality of exchanged
data, especially since color images are currently the most commonly used type of multimedia data in
communications. The need for continued research arises because several cryptographic systems have
been compromised due to issues like execution time or the length of public or private keys used for
encryption, highlighting the necessity for strong and resilient systems. One widely used technique for
encrypting multimedia data, particularly images, involves hybrid cryptographic systems that ensure
both confidentiality and integrity. This approach utilizes block encryption of pixels combined with
chaotic functions to produce pseudo-random values for the encryption of image blocks. Additionally, it
employs elliptic curves, which provide shorter key sizes linked to discrete logarithm problems for image
encryption. To encrypt and decrypt information, researchers have recently developed algorithms such
as those described in [5], [6]. In [7], the authors propose an image encryption algorithm that works in
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an industrial Internet of Things environment. With this algorithm, multiple images can be encrypted
using a combination of matrices and values generated by a chaotic map and a cyclic construction.
The matrices are used to permute the positions of the pixels in the images. A new method of data
encryption using the steganography technique was proposed in [8]. The authors conceal an image
as secret data in a video used as a cover file. They use a sinusoidal chaotic map that is sensitive to
changes in initial values and non-periodic to enhance image security. Moreover, other researchers, as
in [9]–[11], have developed hybrid cryptographic systems combining chaos theory, elliptic curves, and
symmetric cryptographic systems for encrypting color images. In [12], [13], the authors have extended
their research into the encryption of medical images by proposing new methods using pixels to form
the points of the elliptic curve. To avoid using large prime numbers, researchers in [14] use elliptic
curves with binary extension, which reduces the computational load for image encryption. The piece-
wise linear chaotic function is used to generate pseudo-random numbers to mask the original image,
and the substitution box (S-Box) is then applied to rearrange the pixels of the already masked image.
Then, in [15], the authors proposed a chaotic image encryption system that increases the computation
speed of chaotic sequence generation. They use the addition operator and points from the elliptic
curve to generate a chaotic sequence. A new image encryption method using isomorphic elliptic curves
was proposed in [16]. In this method, the authors take advantage of the key size to convert simple
images to a point on the curve, using the Klobiz method for encryption. In [17]–[20], researchers
conducted several other studies on color image encryption using chaotic functions and elliptic curves.
Today, researchers increasingly prefer elliptic curves because they represent data as points on a curve.
Similarly, chaotic functions are in high demand for their ability to generate a large number of random
values. Our motivation for developing a hybrid system primarily stems from the challenge of discrete
logarithms in elliptic curves. Starting from a specific point on the curve, known as the generator, we
can easily derive all other points on that curve. Thus, if information is transformed into points on
a curve, it can be readily retrieved. Additionally, the random and unpredictable nature of chaotic
functions allows us to create multiple equations by varying the coefficients A, B, and P. This results
in dynamic equations, meaning the information can be encrypted using several different equations
rather than just one.

Our contribution is the implementation of a dynamic hybrid encryption system combining elliptic
curves and chaotic functions (sine and logistic functions). The data are transformed into points on
the curve and encrypted with equations whose coefficients (A, B, and P) of the curve vary due to the
unpredictable nature of chaotic functions. Besides the introduction and conclusion, the present work
is organized as follows: The second section discusses the tools and methods used, specifically focusing
on the basic notions of elliptic curves as they apply to cryptography and the developed chaotic system.
With chaotic functions, we have chosen the sine and logistic functions. The third section focuses on
the encryption and decryption of the proposed system. Finally, the results and analysis are presented
in the fourth section.

MATERIALS AND METHODS
To establish a data encryption system, several tools are necessary. In our article, we utilized both the
MATLAB and Python languages to code our algorithm. These languages also enabled us to create
various diagrams, such as the bifurcation diagram, histograms, and images, as well as to obtain the
results we present here.

Chaotic Systems
It’s important to note that a system is considered chaotic when it is both unpredictable and

deterministic, meaning it is sensitive to initial conditions. Two initial conditions that are infinitely
close can result in vastly different outcomes. Chaotic systems are deterministic, producing the same
values when the same functions are applied. These chaotic systems have numerous applications in
cryptography because they make predictions extremely difficult. Chaotic functions are very sensitive
to initial conditions [21]. Despite their deterministic nature, they do not allow the evolution of the
curve’s trajectory to be predicted in advance. Considering two or more initial conditions that are
close together at the outset, curves on the plane overlap and then gradually dissociate to generate
different values. Our proposed system is based on chaotic functions. We used two chaotic functions,
namely the logistic function and the sine function. These two functions were chosen to randomly
generate the values to be used to diffuse our image and the coefficients A and B of the elliptical curve
to make our equation dynamic.
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The Logistic Function
In (1), for a critical value of r, let’s take rc = 3.56996. The functionXn no longer displays an orderly

structure but rather one in the form of an infinite cycle. And each time the initial value X0 changes,
the function becomes different. This function is generally the most widely used in cryptography.

Xn+1 = rXn(1−Xn) (1)

As we can read in [22], [23], the parameter r is a positive value between 1 and 4, and the value of
Xn is between 0 and 1. Chaotic behavior occurs when r is equal to the value 3.6. Figure 1 shows the
bifurcation diagram of the logistic function with the quantity Xn as a function of parameter r.

Figure 1. Bifurcation diagram of the logistic map

Therefore, for r < rc, regardless of the initial value X0 in the interval [0, 1], the function converges
to a finite structure. However, for values of r > rc, our system becomes chaotic. To generate random
values with our logistic function, we consider the parameter r > 3.56996. For the value of r = 3.6.
Here are some generated values: [0.2596 0.7110 0.7601 0.6745 0.8121 0.5644 0.9094 0.3047 0.7836
0.6272 0.8649 0.4321 0.9077 0.3099 0.7911 0.6114 0.8789 0.3938 0.8830 0.3820 0.8733 0.4094 0.8944
0.3494]. The random aspect of this function is clearly visible in Figure 2.

Figure 2. The evolution of the randomness of the chaotic function for r= 2, 2.9, 3, 3.6

The Part of Linear Chaotic Function (Tent Map)
This suite is mostly demanded because of its easy implementation, its simple representation, and

its beneficial dynamic behavior, as shown in (2) and read in [24].

Xn =

{
rXn

2 , siXn < 0.5

r 1−Xn

2 , siXn ≥ 0.5

}
(2)

where: Xn ∈ (0, 1) n ∈ N,X0 is the initial value. The control parameter r takes values in the
range (0, 0.5). The part of the linear chaotic sequence has good confusion, as explained in [25], and
can generate a good random sequence required by cryptographic systems.

Sine Function
Equation (3) gives the shape of the sine function:

Xn+1 = r ∗ sin(πXn) (3)
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When y takes on a value of 1, i.e., r = 1, chaotic behavior begins. This behavior is identical to that
of the logistic function described in [26]. This function is quadratic around the value x = 0.5. Its
periodic window is wider than that of the logistic map, as explained in [27]. For the sine function,
the function becomes chaotic from Y=1. Some values are: [0.2589 0.7265 0.7573 0.6906 0.8260 0.5198
0.9981 0.0061 0.0191 0.0599 0.1872 0.8409 0.4949 0.9247 0.2577 0.7076]. The random nature of the
sine function is clearly visible in Figure 3.

Figure 3. The evolution of the randomness of the sine function for r=0.5,0.8,0.9,1.0

Elliptical Curves
Two early authors, Klobiz and Miler, used the notion of elliptic curves in cryptography. The

challenge lies in solving the discrete logarithm problem within the curve’s point group. As we can see
in [1], [28]–[30], an elliptic curve must verify the form of Weierstrass equation (4):

E : Y 2Z + a1XY Z + a3Y Z2 = X3 + a2X
2Z + a4XZ2 + a6Z

3 (4)

If we assume that, y = x
z , and y = y

z , as described in [31], we have a homogeneous equation, and the
curve becomes like (5).

E : y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6 (5)

Law of Composition
Let E be a real elliptic curve, and let Q and P be two points on the curve. We derive the law of

composition:
+ : ExE → E : (P,Q) → P +Q on the set E according to the following rules:
1. If Q = O, then P + Q = P , i.e., the point at infinity O acts as the neutral element for the +

operation defined on E.
2. If P and Q do not have the same abscissa, then the line D passing through P and Q intersects

the curve E at a third point R. P +Q = −R.
3. If Q = −P , then necessarily P + Q = P + (−P ) = O (given the first point). After this,

P − P = O it noted directly.
4. If P = Q, then the line D tangent to E at P intersects the curve at a third point R, so

P + P = 2P = −R.
Graphically, this can be explained in Figures 4 and 5.

Figure 4. Calculation of P +Q Figure 5. Calculation of 2P
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An elliptic curve is a set of solutions that satisfy (6):

Y 2 = X3 +AX +B (6)

These equations are called Weierstrass equations, named after a mathematician who studied them in
the 19th century. Equations (7) and (8) are two examples of these equations, and Figure 6 shows their
graphs.

E1 : Y
2 = X3 − 3X + 3 (7)

E2 : Y
2 = X3 − 6X + 5 (8)

Figure 6. Graph of examples of Weierstrass equations (7) and (8)

Elliptic curves possess a fascinating property: it is possible to randomly select two points on
an elliptic curve, add them together, and derive a third point. This form of addition is not the
conventional kind; rather, it is associative, commutative, and includes a neutral element. The process
combines two points on the curve in a way that resembles traditional addition. To accurately explain
this addition law on elliptic curves, we use geometric concepts. Let E be an elliptic curve and P
and Q two points on the curve, as we can see in Figure 7. First, let’s draw line L, a line that passes
through points P and Q.L intersects curve E at P , Q, and R. By projecting point R onto the X-axis,
in other words, by multiplying its Y-coordinate by the value -1, we obtain a new point called R′. This
point is called the sum of points P and Q. If we denote the addition law by ⊕, we write: P⊕Q = R.

Figure 7. The addition law for elliptic curves

Let’s add point P to itself. How line L, which connects points P and Q, behave if point Q slides
along the curve and becomes very close to P. In this case, line L becomes tangent to E at P , as shown
in Figure 8.
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Figure 8. The addition of a curve to itself

If we consider line L as tangent to E at P , we see that L intersects E at P and also at R, another
point on the curve. Therefore, line L always intersects curve E at three points, but point P is counted
twice. Now let’s consider point P and its symmetrical point, P ′ = (a,−b) on the X-axis, where P is
defined as P = (a, b). L crosses point P , and P ′ is the vertical straight line x = a, and L intersects
E at two points, point P and P ′, as shown in Figure 9.

Figure 9. The addition of point p and its symmetrical point

Let’s create a point O that lies at infinity, even though it does not exist in our plane. Let’s say
that P ⊕ Q = O. Another problem arises: finding how to add our point at infinity, O, and another
ordinary point, such as P . Since the point at infinity lies on the vertical lines and this line intersects
E on the right at points P and P ′, to add them, we simply project P ′ onto the X-axis, which always
takes us to P . Therefore, P ⊕O = P . The O functions as the origin, and since P lies on the X-axis,
we can add P to O and P ′ on the right. To perform the addition, we simply project P ′ onto the
X-axis, which always brings us back to P . Therefore, P ⊕ O = P. O functions like 0, in addition to
elliptic curves. In the set of solutions to equation E of the elliptic curve, we must add an extra point
O, where A and B must satisfy equation (9):

4A3 + 27B2 ̸= 0 (9)

This quantity is called the discriminant of E. This quantity is different from 0, meaning that the
polynomial must not have repeated roots. If we consider E as an elliptic curve, then the addition law
on the curve E has the following property:

Let P be a point on the curve E;
1. Inverse: ∀P ∈ E,P + (−P ) = O
2. Identity: ∀P ∈ E, (P +O) = (O + P )
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3. Association: ∀P,Q and R ∈ E, (P +Q) +R = P + (Q+R)
4. Commutativity: ∀P,Q ∈ E, (P +Q) = (Q+ P )

Therefore, we can say that the addition law on elliptic curves forms an abelian group. Its algorithm
is as follows:

Let E be an elliptic curve and P1 and P2 two points on the curve.
1. If P1 = 0 also P1 + P2 = P2
2. Otherwise, If P2 = 0 also P1 + P2 = P1
3. Let P1 = (x1, y1) and P2 = (x2, y2)
4. If x1 = x2 and y1 = −y2 then P1 + P2 = O
5. Otherwise, calculate λ using the formula:

λ =

{
y2−y1
x2−x1
3x2+a
2y1

(10)

x3 = λ2 − x1 − x2 (11)
y3 = λ(x1 − x3)− y1 (12)

Then
(x3, y3) = P1 + P2 (13)

Elliptic Curves Over Finite Fields
The theory of elliptic curves is applicable in cryptography under the sole condition that only elliptic

curves whose points have coordinates in a finite field Fp are considered. This elliptic curve over the
finite field is defined simply by the equation:

E : Y 2 = X3 +AX +B Avec A and B ∈ Fp 4A3 + 27B2 ̸= 0 (14)

Encryption Decryption Image Process
In this section, we explain the processes of encrypting and decrypting images. In Figure 10, we

present our process diagram for encrypting color images with elliptic curves by applying the following
steps:

Figure 10. Image encryption steps using elliptic curves

Step 1: For the Sender and Receiver
- Agree on an equation of the form Y 2 = X3 +AX +B and a prime number p between the sender

and the receiver.
- Find the points on the curve and choose the generator G = (x, y).
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- Choose a nA and nB such as nA, nB < p− 1, and calculate PA = nA ∗G and PB = nB ∗G
- Calculate the public key K.

Step 2: For the Sender - Load the image and display the image matrix.
- Convert each pixel of the image to hexadecimal form (h1 h2)16 then to decimal (d1 d2)10
- Calculate the quantities (c1, c2) using formulas 14 and 15 below and B(1,1) as follows:
c1 = d1 + x+ y mod p
c2 = d2 + c1 mod p
B(1, 1) = mod(c1, 16) ∗ 16 + mod(c2, 16) and send B(1,1)

Step 3: For the receiver - Convert the encrypted pixel values to hexadecimal and decimal and find
(d1 and d2) using formulas (15) and (16) below:
c1 = x1 ∗ 16 + x1
c2 = x1 ∗ 16 + x2

d1 = (c1 − x− y) mod p (15)
d2 = (c2 − c1) mod p (16)

- Find the original image using the formula: E(1, 1) = d1 ∗ 16 + d2 Suppose that two people want to
exchange an image and decide to use the following elliptic curve: E : y2 = x3 + x + 3 (mod31). The
parameters used by these two people are: {A,B,G, p} = {1, 3, (1, 6), 31}. Some points generated with
the curve are as follows: ([1, 6], [1, 25], [3, 8], [3, 23], [4, 3], [4, 28], [5, 3], [5, 28], [6, 15], [6, 16], [9,
11], [9, 20], [12, 10], [12, 21], [14, 8], [14, 23], [15, 13])

Let’s take the image Dog as an example. The sender wants to send this image to receiver B. The
steps below must be taken into account for the exchange of this image.

Step 1: Key creation by the sender and receiver
Sender
1. Select nA as a private key: nA = 15 ∈ [1, 30]
2. With the chosen number, calculate the public key PA = nA ∗G = 15(1.6) = (30.30)
Receiver
1. Select nB as a private Key: nB = 21 ∈ [1, 30]
2. With the chosen number, calculate the public key PB = nB ∗G = 21(1.6) = (4.3)
The points PA = (30, 30) and PB = (4, 3) are considered to be the public keys that the sender and

receiver exchange.
Step 2: Encryption process used by the sender to send the image
1. In Table 1, we find the pixels of the dog image. Each pixel of the image must be converted to

hexadecimal, having the form (h1, h2)16

Table 1. Pixels in the dog image in decimal
A 1 2 3 4 5 6 7 …
1 192 198 200 198 194 194 193 …
2 194 197 198 198 198 197 199 …
3 202 205 206 205 204 203 200 …
4 199 198 197 194 192 191 188 …
5 191 194 192 189 188 187 187 …
6 192 201 200 189 185 191 185 …
… … … … … … … …

The first value A(1,1)=192 in our table converted to (C4)16
2. Convert the hexadecimal value found in 1 to decimal with the form (d1, d2)10 (C4)16 = (C, 4)16

= having the form (d1, d2)10 = (12, 4)10
3. The secret key for the sender calculated as follows: K = nA∗PB = 15(4, 3) = (3, 8). Multiplying

a value between 1 and p-1, for example S = 19; (x, y) = S(K) = S(3, 8) = 19(3, 8) = (24, 26)
4. The calculation of c1 as follows: c1 = d1 + x+ y mod p = (12 + 24 + 26)mod 31 = 10
5. The calculation of c2: c2 = d2 + c1 mod p = (4 + 10) mod 31 = 14
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6. The encrypted value for this pixel calculated using the formula below: B(1,1)=mod(c1, 16) ∗
16+mod(c2, 16) = mod(10,16)*16+mod(14,16)=174

These steps are repeated for all pixels in the image to be encrypted to find the values shown in
Table 2.

Table 2. Pixels in the encrypted dog image
B 1 2 3 4
1 174 188 197 …
2 185 174 198 …
3 203 173 188 …
4 … … … …

Step 3. Decryption
To decrypt the information, the receiver converts each pixel of the encrypted image into hexadeci-

mal with the form (h1, h2)16 separating these values with a comma to obtain (h1, h2)16 then converting
it from hexadecimal to decimal (x1, x2)10. By performing the various calculations below, to obtain
(d1, d2).

c1 = x1 ∗ 16 + x1

c2 = x1 ∗ 16 + x2

d1 = (c1 − x− y)mod p
d2 = (c2 − c1) mod p

The formula below can be executed by the transmitter to recover the original image:

E(1, 1) = d1 ∗ 16 + d2

RESULTS AND DISCUSSION
Data transmitted over unsecured channels is vulnerable to attackers who aim to discover what is
being exchanged. Security analysis assesses whether a cryptosystem can withstand such attacks. An
effective cryptographic system is one that is resilient against all forms of hacking attempts. This
section discusses a security analysis using selected images. Among the analyses covered are frequency
histogram analysis, key space evaluation, entropy, correlation analysis, and more. We have selected
four images to test our system: three color images and one black-and-white image, specifically of
Lena, a baboon, fruits, and a cameraman.

Security Analysis
Attacking our proposed system and retrieving the hidden information is practically impossible

because the receiver and sender must first agree on an equation for the curve, where the coefficients
and prime number are derived from a randomly generated chaotic function. Next, they must agree
on generator G(x, y), which represents a point on the curve. Finally, the number chosen by both
individuals exchanging information must be less than P , which remains secret. This means that our
system is more secure against attacks.

Key Space Analysis
To access hidden information, attackers aim to uncover the key used for encryption. If the key

space is sufficiently large, the encryption method becomes more robust, rendering brute force attack
methods employed by hackers ineffective [32]. To generate keys with our proposed system, we used
elliptic curves and chaotic functions. Three parameters were used (a1, b1, p1), each parameter having
at least 16 bits, for a total of 2(48). Two parameters were also used to obtain the key space with the
logistic map, namely (x0, r), and the values generated were used with XOR to confuse the original
image. For a logistic function, the key space is 2(53). In total, we have 2(101) possible combinations.
Our proposed system is dynamic; the parametersa,b,p of the equation change each time we want
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to encrypt the data. The data is not encrypted with the same equation. This also means that the
encryption key space is dynamic. As a result, our system is resistant to all forms of attack (differential
attack, brute force attack, known text attack) from malicious individuals.

Key Sensitivity Analysis
For an effective encryption system, the encryption key must be sensitive to initial conditions [32].

The keys produced by our proposed system are dynamic because they are generated by a chaotic
function that responds to initial conditions. As the coefficients of the curve equation vary, the gener-
ating point of the curve also shifts, resulting in different keys for the transmitter and receiver. This
dynamism makes the keys challenging to recover.

Histogram Analysis
In this analysis, it is crucial for researchers to confirm that the encrypted image is statistically

distinct from the original image, as outlined in [33], [34]. The histogram of an image’s frequencies
illustrates the distribution of its pixels. A notable difference between the encrypted and original
images should be evident, demonstrating a consistent and uniform distribution. Figures 11 and 12
display the histograms for both the original and encrypted images.

Figure 11. Clear images and their histograms for Lena, Baboon, Fruits, and Cameramen

Figure 12. The encrypted images and their histograms for Lena, Baboon, Fruits, and Cameramen
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Correlation Analysis
As explained by the authors in [30], [35], one of the statistical methods used to assess the quality

of encryption, to quantify the strength of the linear relationship, the link and the trends that exist
between two variables is correlation analysis. This is represented by a correlation coefficient with a
value between 0 and 1. The closer this value is to 1 or -1, the stronger and more linear the relationship
is; the closer it is to 0, the weaker and more non-linear the relationship is [32], (17) represents this
coefficient:

r =

∑n
i=1(xi − x)(yi − y)√∑n

i=1(xi − x)2
√∑n

i=1(yi − y)2
(17)

This formula is applied to determine the values in Table 3. In (17), r is the correlation coefficient,
the number of observations is represented by n, and the values of two variables, the encrypted image
and the original image, are represented by Xi and Yi for our four images in Figure 11.

Table 3. The correlation coefficients between the clear image and the encrypted image
No. Images Coefficient
1 Lena -0.06
2 Baboon -0.05
3 Fruit 0.5
4 Cameramen 0.6

With the results found in Table 3, we can say there is no significant relationship between the
pixels of the image encrypted with our proposed encryption system based on elliptic curves and
chaotic functions. For the same image encrypted with ECC associated with chaotic functions, as
shown by the correlation coefficient r, after encryption, there is no significant relationship between
the two.

Information Entropy
The entropy of a color image is a measure of the diversity of pixels in the image as well as its

complexity, as explained in [14], [36]. This metric is used in image processing to analyze the amount
of information and texture in the image. According to Shannon, entropy is calculated using (18).

H = −
∑

Pi log2(Pi) (18)

where Pi is the probability of a given gray level.
The entropy of a satisfactory encryption system must not exceed the value 8; it must be around

8. So then, as mentioned in Table 4, the entropy of our chosen images is all close to the value 8. This
means that our proposed system is resistant to attacks from malicious individuals

Table 4. Clear and Encrypted image entropy
No. Image Entropy clear image Encrypted image entropy
1 Lena 6.4723 7.9010
2 Baboon 6.7024 7.8882
3 Fruits 6.4909 7.7987
4 Cameraman 7.1034 7.9012

Analysis of Differential Attacks
Two important measures are used to assess the resistance of an encryption algorithm to differential

attacks: the normalized pixel change rate (NPCR) and the unified average change intensity (UACI).
Equations (19)-(21) of NPCR and UACI [37] are used to quantify the sensitivity of an encryption
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algorithm to changes in plaintext.

D(i, j) =

{
0, I1 (i, j) = I2(i, j)
1, I1(i, j) ̸= I2(i, j)

(19)

NPCR =

∑l
i=1

∑b
j=1 D(i, j)

l × b
× 100% (20)

UACI =

∑l
i=1

∑b
j=1 I1(i, j)− I2(i, j)I
l × b× 255

= 100% (21)

The weaker UACI values and higher NPCR values indicate a more secure algorithm against differential
attacks, as they suggest that small changes to the plaintext image result in larger changes to the
encrypted image. These values can be calculated using (19)-(21). Table 5 presents the values of
NPCR and UACI found by applying these formulas and proves the algorithm’s resistance to attack.

Table 5. UACI and NPSR values for the selected images
No. The Image UACI NPCR (%)
1 Lena 34.3700 100
2 Baboon 33.0025 99.8
3 Fruits 32.3025 100
4 Cameraman 31.3725 99.9

Additional analyses can be conducted on the original and encrypted images using mean square
error (MSE) and peak signal-to-noise ratio (PSNR), as referenced in [38]. MSE is a quantitative
metric that measures the average squared difference between the pixels of the original and encrypted
images; a low MSE indicates that the two images are nearly identical. In contrast, PSNR assesses the
uniformity of the image, with a low value signifying a significant difference between the original and
encrypted images. An effective encryption system should exhibit a high MSE value and a low PSNR
value. Equations (22)-(25) can be used to compute these metrics.

MSEPE =
1

m× n

m∑
i=1

n∑
j=1

(pij − eij)
2 (22)

MSEPD =
1

m× n

m∑
i=1

n∑
j=1

(pij − dij)
2 (23)

PSNRPE = 20 log10
max(P )√
MSEPE

(24)

PSNRPD = 20 log10
max(P )√
MSEPD

(25)

where p represents the original image and the encrypted image E and D, the decrypted image.
The quantities M , N , and Max (P ) show the width, height, and values of the image. In Table 6, we
find the respective values of MSE and PSNR. The PSNR parameter values show the level of image
degradation compared to the original image due to high MSE values. This highlights the significant
difference between the original and encrypted images.

Table 6. MSE and PSNR values for the selected images
No. The Image MSE PSNR
1 Lena 2304 0.02
2 Baboon 6400 0.00
3 Fruits 2504 0.03
4 Cameraman 2400 0.02
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Limitations and Vulnerability of the Proposed System
Due to their key lengths, cryptographic systems based on elliptic curves offer high security and

have gained popularity among researchers in recent years. The combination of chaotic functions and
elliptic curves adds complexity to our system, making it less susceptible to attacks. Our proposed
system is capable of encrypting not only color images but also black-and-white images. Among the
selected images shown in Figure 11, we have the cameraman image, which is in black and white.
While our system can also encrypt large images, the process is relatively slow, as it requires time to
convert each pixel of the image into a point on the curve for encryption.

Research [7]–[11], [16], [20] contains cryptographic systems proposed by authors in the past. This
section conducts a comparative study between these systems and ours, as outlined in Table 7. The
system proposed by the authors in [11] seems to be cumbersome in the sense that there are several
permutations coming from the S-Box created by the elliptic curve and the chaotic map, as well
as difficulty in exchanging encryption keys between the sender and the receiver. The S-boxes that
generate the encryption keys in [16] are static, predictable, lack random characteristics, and are
insensitive to initial conditions.

Table 7. Comparison of the proposed system with existing systems
Ref. Entropy NPCR UACI
Proposed scheme 7.9010 100.0 34.37
Ref. [11] 7.9985 99.96 33.98
Ref. [16] 7.9498 99.66 33.71
Ref. [20] 7.9975 99.61 33.50

In contrast, our proposed system uses chaotic functions that generate random values. They are
dynamic, unpredictable, and sensitive to initial conditions. It is simple and has fewer permutations
due to the absence of the S-Box, but it is also dynamic. None of the methods proposed by [11], [16],
[20] use a dynamic curve equation; they all use a static equation. Malicious individuals can access
the information once they know the equation. Table 7 presents a comparative analysis between our
proposed system and other recent encryption schemes by researchers. The points below outline the
comparison of the Lena image between our system and those of other researchers.

The results of the differential attack analysis (UACI and NPCR) in Table 7 show that our proposed
cryptosystem is resistant to attacks and also excels among existing algorithms in terms of [11], [20].
The entropy value of our proposed system is also close to 8, as is that of other researchers in [7],
[11], [20]. This proves that our system has good values. Observing the correlation coefficient of the
proposed schemes and ours shows that our cryptosystem is resistant to statistical attacks because its
value is close to zero, like that of the others. Our system differs from others in that it is dynamic
and allows the values of the elliptic curve coefficients to be generated randomly using two chaotic
functions and the value of the prime number p. During encryption, the data is not encrypted with a
static equation but rather a dynamic one. Not only should the curve equation be dynamic, but the
generator and all keys should also be dynamic.

CONCLUSION
In this article, we introduced a new dynamic encryption system for color images that utilizes elliptic
curves along with two chaotic functions: the sine function and the logistic function. Unlike other
researchers, our system does not rely on the same equation; instead, the values of the coefficients
A and B of the Weierstrass equation are variable and generated by the chaotic function. To create
confusion with the original image, we apply the XOR operation between the random values produced
by the chaotic function, which correspond to the total number of pixels in the original image, and
the original image itself. The results from our analyses demonstrate the high level of security and
robustness of our system. It is capable of withstanding brute force attacks, differential attacks,
and other threats from malicious actors. Our system provides enhanced security compared to other
recently proposed systems that rely solely on a static Weierstrass equation, thanks to its dynamic
equation. However, our proposed system cannot encrypt large images with a small prime number or
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small images with a large prime number, as the number of points on the curve is dependent on the
prime number p. The choice of this prime number must align with the size of the image. Although
encrypting large images with a large prime number can be time-consuming, this duration becomes
manageable if the prime number is appropriately selected. Additionally, the new system we propose
can be adapted for the encryption of black and white images, videos, and audio, which is the focus of
our future research.
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