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Abstract- The heavy reliance on the internet for secure data transmission require strong and efficient methods to
ensure confidentiality. This study suggests an enhanced steganographic method that embedded secret messages into
grayscale images using a four slice Two Bit Plane Slicing (2-BPS) technique, random key generation and XOR-based
embedding. The proposed method minimize complexity by dividing the cover image into four segments, thereby
improving efficiency and security, unlike the traditional bit-plane slicing methods that depend on eight planes.
The method was analyzed using the metrics performance like: Peak Signal-to-Noise Ratio (PSNR), Mean Squared
Error (MSE), entropy, correlation, and histogram analysis. The results show high degree of non-perceptually, low
deformation and flexibility against statistical and visual steganalysis. Furthermore, execution time tests confirm the
method’s computational efficiency, making it suitable for real-time applications. This approach provides a practical
balance between visual quality, data security, and processing speed, with potential extensions to color and high-
resolution images.

keywords: Image steganography, Plane slicing, Peak Signal to Noise Ratio (PSNR), Mean Square Error (MSE),

Grayscale image.

I. INTRODUCTION

The recent digital society faces a major challenge, that is finding a secure and efficient transfer of data along the keeping
the anonymity of information until reaching to the recipient [1]. Encryption is the process of transforming data into a
format that allows only authorized access and enables safe and secure communication between devices on networks. It’s
equivalent to present development in digital communication, where huge amount of data is being frequently transferred
over multiple platforms [2]. One of the successful techniques for inserting information within an image processing is
Steganography. This name is originated from the Greek word “Steganos” which mean “hide” and “graphing” which mean
“to write” [3]. This technique includes hiding sensitive information within seemingly safe digital formats, likes images,
audio recordings, or movies. The purpose of creating a secret communication path is to cover and hide the presence of
the message. An image or other confidential material is used to covert channel for transmitting confidential information.
Security is a major concern in digital communications system, especially when transmitting sensitive data over shared or
public networks. Effective steganography techniques are essential, especially those that provide high protection against
steganography and other concealment attempts [4]. A successful steganography technique must ensure that the embedded
information is difficult for unauthorized individuals to discover or extract. Analyzing recent developments in steganography
techniques requires the establishment of secure communication channels. Bit-Level Segmentation (BPS) divides a grayscale
image into eight separate binary levels, known as bit levels. Secret data can be inserted into lower order level, frequently

least significant bits, to decrease visual distortion and maintain the safety of embedded message [5][6].
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Despite their effectiveness, standard steganography techniques exhibit several limitations. Methods that embed data into
fixed positions, particularly the Least Significant Bit (LSB), are highly vulnerable to statistical attacks and simple detection
algorithms. Embedding into higher-order bit planes often leads to visible distortions, reducing imperceptibility. Moreover,
conventional eight-plane slicing increases complexity and reduces efficiency. These weaknesses highlight the need for a
modified approach. The proposed system addresses these issues by applying a four-slice 2-BPS method combined with

random key generation and XOR operations, which enhances confidentiality while reducing computational overhead.

II. RELATED WORKS

The security of the data is constantly considered as remarkable challenge which also attracted the considerable interest
for the specialists involve in the research of novel digital field [7]. Consequently, it leads to a huge development to guarantee
a secure data transmission via the network of the internet by employing many techniques for this purpose.

To emphasize the importance of picture security the author [8] examined a number of steganographic and encryption
techniques designed to protect visual data. In [9] introduced a new method for hiding messages in color graphics by
combining bit-plane slicing with a double XOR operation.

The security average witnessed a significant increase for the data equipped under the surface, if a technique involves a prime
coded process has been engaged with the applied technology. An approach based on both (Local Binary Pattern (LBP)
and Bit-Plane Slicing (BPS)) algorithms has been used to detect glaucoma was demonstrated by [10]. The characteristic
of LBP help to color fundus images. Next to that, the images is distributed in to clarified channels (red, green and blue)
and categorized to planes of bit. Triple Support Vector Machines (SVMs) were employed to categorize both decision-level
fusion as well as decision-level fusion which was exploited to hit the last diagnosis.

In a separate piece of research, [11] developed a method that makes use of a hash function to replace the four least
significant bits of the plaintext by the LSBs of a cover picture. This was done with the intention of embedding encrypted
data within an image. A color-based facial segmentation approach was presented in [12]. This method combines spectral
and spatial data by encoding images with Block Truncation Coding (BTC) and Bit-Plane Slicing (BPS). A steganography
technique was proposed in [5] to enhance robustness and embedding capacity by adopting Bit Plane Slicing with Catalan
Lucas sequence number. In [6] proposed more enriched techniques for image steganography by merging bit plane slicing
with elliptic curve cryptography and wavelet transformation. To maximize protection against visual and statistical attacks
a hybrid multi domain strategy using wavelet, spatial and ECC scrambled MSB planes was developed by [13]. Another
strategy that helps in reducing the amount of distortion and detectability that appears in LSB based embedding and enhance
the quality of stego image using Fibonacci bit plane was proposed by [14].

Recent advancements in image steganography have emphasized deep learning-based and hybrid frameworks for improving
robustness and payload capacity [15][16][17]. For instance, [16] introduced CRoSS, a diffusion model for secure image
steganography, while [17] applied hybrid crypto-steganography for efficient wireless communication security. Similarly,
[18] proposed a color image segmentation method combining bit-plane slicing with block truncation coding. However,

these approaches are often computationally intensive, making them unsuitable for lightweight or real-time applications.
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This gap underscores the importance of developing efficient yet secure methods, such as the proposed four-slice 2-BPS

technique.

III. STEGANOGRAPHY OVERVIEW

The method of hiding data inside cover media to make sure that the presence of the hidden data stays undetectable when
it’s transmitted through wireless and network channels is known as Steganography [7]. The hidden data can be transmitted
by different media types like: video, audio, picture and any other computer files, the outcome of hiding a message into
an image is known as “Stego image” [14][19]. Fig. 1 shows the major model of steganography, which typically includes
a cover image, secret message, secret key and the resulting Stego image [20]. Moreover, the conceptual formula used to

describe this process is shown in Eq. (1):
Stego-medium = Cover medium + Secret message + Stego key 1)
Recent systems encrypt data before embedding it to improve security and strength [21]. In addition, a key component of
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Figure 1: Block Diagram of Steganography.

successful steganographic systems is still finding and changing redundant bits in the cover media, which is the focus
of current advancements in Al-driven steganography [15]. Furthermore, hybrid crypto-steganographic frameworks are

increasingly used to protect data, especially in wireless communication environments [16].

IV. BIT PLANE SLICING (BPS)

It’s a basic image analyzing method that splits an 8-bit grayscale image to eight separate binary images [1]. From bit
plane O the least significant bit to bit plane 7 the most significant bit, each binary images represents a distinct bit position
within the binary representation of the pixel [17],[22]. Selective data embedding at different significance levels is made
easier by this hierarchical breakdown [23].

The visual clarity of the cover image is usually preserved and covert communication is made possible by embedding secret
information in lower-order bit planes (such as LSBs) with negligible discernible deformation [21]. On the other hand,

embedding in higher-order bit planes improves resilience to image processing attacks, although it may result in observable
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image quality reduction [22]. A schematic illustration of bit plane slicing is shown in Fig. 2, where the MSBs are stored
in bit-plane 7 while the LSBs of all pixels are contained in bit-plane 0. By precisely controlling the data embedding and
extraction procedures in steganographic and digital watermarking applications, this technique efficiently portrays a picture

by separating each bit of every pixel into distinct binary planes [20].

O 8 bit byte Bet-plane 7

(rnost significant]

Bit-plane 0
(beast significant)

Figure 2: Bit Plane Slicing Method.

V. SYSTEM PERFORMANCE EVALUATION METRICS
A. Mean Square Error (MSE)

The mean squared difference among corresponding pixels in the original and stego images. It is calculated by Eq. (2),

which is adopted from [23]:

a b
MSE = — 3" 3" (MG, j) — Malis ) @

i=1 j=1
Where:
e a x b is the image dimension (total number of pixels),
o M;(i,7) represents the pixel value at position (7, j) in the original image,
e M5 (i, j) represents the pixel value at position (4, 7) in the stego image.

A lower MSE value shows higher similarity between the two images.

B. Peak Signal-to-Noise Ratio (PSNR)

PSNR calculating image quality and hidden data imperceptibility. Higher PSNR indicates better quality, it’s calculated
by Eq. (3) according to [24].

MAX?
PSNR = 10log,, ( )

MSE ®

Where:

e MAX represents the maximum pixel value of the image,

o MSE represents the Mean Square Error between the original and stego images.
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C. Coefficient of Correlation

The coefficient of correlation, denoted as r, is calculated to evaluate the direction and strength of the linear relation
between two randomly selected parameters. A value of r near 0 suggests little to no linear association between the variables,
whereas a value near to 1 shows a strong positive linear correlation. The correlation coefficient is computed by Eq. (4) as

in [25]:
_ Z?:1(xi —Z)(yi — Y)
Vit (@i =22 /30 (v — §)?

“

r

Where:
e z; and y; represent the values of the two parameters at instance ¢,
o X and y represent the mean values of = and y,

« n represents the total number of data points.

D. Histogram Analysis

An image histogram illustrates the distribution of pixel intensities in an indexed color image. It plays a key role in
normalization by adjusting pixel values to span the full intensity range, thereby enhancing image contrast. This process
improves visual differentiation with minimal distortion. The normalized pixel value P(m,n) is computed by Eq. (5) as in

[26]:
Number of pixels at scale level (m,n)

p(m,n) = (

Maxi le level 5
Total number of pixels > o laximuii seale feve ©)

E. Entropy of Information

Measures the randomness of grayscale values in the image, indicating resistance to statistical attacks.
Let m be the number of possible grayscale levels, with each level e; occurring with probability P(e;). The entropy is

calculated by Eq. (6) according to [27]:

3
L

H(e) = ) P(e;) logy(P(e;)) (©6)

i

Il
=]

VI. PROPOSED EMBEDDING AND EXTRACTION SYSTEM
A. Embedding Steps
1) Image Slicing: The grayscale image is divided into four 2-bit plane slices.
2) Message Conversion: The secret message is converted from ASCII to binary.
3) Secret Key Generation: A pseudo-random 6 x 6 matrix generated in MATLAB is scaled, rounded, and used to locate
the embedding positions.
4) Data Embedding: Each 2-bit segment of the binary message is XORed with the corresponding 2-BPS images using
the secret key.
Fig. 3 provides a visual overview of the proposed embedding process. It begins with preparing the grayscale image and

the secret message, then proceeds through key generation and data embedding. The following steps outline each stage
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Figure 3: Embedding Steps.

in detail, illustrating how the confidential message is securely hidden within the image while preserving its quality. To
illustrate the embedding process, consider the character “A,” which in ASCII corresponds to the binary sequence 01000001.
This sequence is divided into 2-bit parts: 01 | 00 [ 00 | 01. Suppose the random key generates the sequence 11 1 01 | 10 |
00. Each 2-bit chunk of the message is XORed with the corresponding key sequence, producing 10 |1 01 | 10 | 01. These
encrypted parts are then embedded into the 2-BPS slices of the cover image. During extraction, the secret key is reapplied
to retrieve the original binary sequence, which is then converted back to the ASCII character “A.” This example shows the

simplicity and strength of the embedding process.

B. Extraction Steps

1) Image Slicing: The grayscale image is divided into four 2-bit plane slices.
2) Message Conversion: The secret message is converted from ASCII to binary.
3) Secret Key Generation: A pseudo-random 6 x 6 matrix generated in MATLAB is scaled, rounded, and used to locate

the embedding positions.
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4) Data Embedding: Each 2-bit segment of the binary message is XORed with the corresponding 2-BPS images using
the secret key.

Fig. 4 illustrate the process of extraction, the processes begin with restoring the stego image from the server and then use
a secret key to locate the embedded bits. Following the identification of the bits, the full binary message is reconstructed
and ultimately transformed into readable ASCII text. This process preserves the original image’s quality and anonymity

while guaranteeing an accurate recovery of the hidden information.

Load Stego
2-bit BPS
images

|
v ' v v

(1-2) Stego (3-4) Stego (5-6) Stego (7-8) Stego
2-BPS image 2-BPS image 2-BPS image 2-BPS image
1 v |
Add Secret Key Add Secret Key Add Secret Key
using OR Gate using OR Gate using OR Gate

A 4

Extract Binary
Secret Message

!

Convert Binary
Message to Characters
by Applied Ascli

each 8 bits

)

Extract Original
Secret Message

Figure 4: Extraction Steps.

VII. TEST AND RESULTS OF THE PROPOSED SYSTEM

This section shows the suggested image steganography system implementation and evaluation findings of using a sample
beach image. The implementation stages are shown in Table I. The image was divided into 2-bit planes, and the secret

message was embedded using random key-based OR operations. The modified stego-2-bit images were then analyzed for
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visual quality, statistical integrity and histogram variation.

TABLE I
Implementation of Proposed System on Beach Image

Original Image | 2-bit Plane | Stego-2-bit Plane
Beach-1-2 Beach-1-2-Stego
Beach-3-4 Beach-3-4-Stego
Beach-5-6 Beach-5-6-Stego
Beach-7-8 Beach-7-8-Stego

Beach Image

Fig. 5 shows the visual outcome of the proposed system when applied to the sample beach image. Each row corresponds

to a different 2-bit plane of the original grayscale image. The first column shows the unmodified original image for

reference. The second column displays the extracted 2-bit plane pairs (0-1, 2-3, 4-5, and 6-7), revealing the intensity

details captured at each level of bit significance. The third column presents the corresponding stego 2-bit planes after

secret-message embedding. The side-by-side arrangement highlights that the stego planes maintain nearly identical visual

patterns compared to their original counterparts, demonstrating that the hidden data does not introduce noticeable distortion

across all bit layers.

Original 2-bit Plane 0-1 Stego Plane 0-1

2-bit Plane 4-5

o EE

2-bit Plane 6-7

Figure 5: Implementation of Proposed System on Beach Image.
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A. Evaluation Metrics

Table II summarizes the metrics evaluation such as: PSNR, MSR, Entropy Correlation. These metrics helps the

imperceptibility, distortion, and security of the stego images. PSNR values remained high while MSE stayed low, indicating

TABLE 1II
Metric Evaluation of 2-bit vs Stego-2-bit Images (Beach Image)
Bit Plan PSNR MSE | Entropy | Correlation
Beach — — 7.7624 0.8421
Beach-1-2 S | 93.1203 | 3.2087 | 4.4123 0.1543

Beach-3-4 S | 87.0142 | 1.3015 | 4.3218 0.2258
Beach-5-6 S | 92.9541 | 3.3102 | 4.1156 0.4076
Beach-7-8 S | 86.9359 | 1.3354 | 3.6295 0.7951

minimal distortion. In addition to PSNR, MSE, entropy, and histogram analysis, execution time was measured to evaluate
computational performance. The proposed method achieved an average embedding time of 0.45 seconds and extraction time
of 0.39 seconds for a 512x512 grayscale image on a machine equipped with an Intel Core i7 processor and 16 GB RAM.
These results indicate that the system is computationally lightweight and capable of supporting real-time applications, such
as secure communication in wireless networks or real-time image sharing platforms. Entropy values suggest effective data
embedding with high unpredictability, and correlation values reflect image structure integrity.

To improve the analytic clarity of the suggested method, this work presents the following graphical results based on PSNR

Fig. 6, entropy Fig. 7, and correlation values from the stego images generated during the implementation phase Fig. 8.

Graph 1: PSNR vs Bit Planes

a0

(el g

FSNR

40

20¢

1-2 3-4 5-6 7-8
Bit Plane

Figure 6: PSNR values across different 2-bit planes.
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Graph 2: Entropy Comparison
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Figure 7: Entropy variation across bit planes indicating randomness and embedding strength.

Graph 3: Correlation Variation
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Figure 8: Correlation values showing structure similarity between original and stego images.

B. Histogram Analysis

To analyze visual uniformity and detect embedding traces, histograms that shown in Fig. 9 were generated for both

original 2-bit planes and their corresponding stego images. Table III summarizes this comparison.

C. Comparative Evaluation

The performance of the proposed system is compared with previous works using key metrics, as shown in Table I'V. the

system introduces entropy and correlation as additional security evaluation parameters.
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Histogram Comparison of 2-bit vs Stego Bit Planes

2-bit Plane

Stego Plane

Histogram Analysis

Beach-1-2

Beach-1-2-Stego

Slight variation, stable

Beach-3-4

Beach-3-4-Stego

No significant deviation

Beach-5-6

Beach-5-6-Stego

Visible contrast shift

Beach-7-8

Beach-7-8-Stego

Dense low-value bins

Histogram of Grayscale Beach Image

20000
17500
15000}
> 12500F
g 10000
= 7500
5000
2500
0 =
0 50 100 200 250
Pixel Intensity (0-255)
Figure 9: Histogram of Grayscale Beach Image.
TABLE IV
Comparison with Previous Works
Reference | PSNR Range | MSE Range Entropy Correlation
[7] 26.98 — 57.19 | 0.12 — 130.34 - -
[8] 51.95 - 5590 | 0.166 — 0.420 - -
[9] 26.98 - 57.19 | 0.12 — 130.34 - -
[10] 8.27 —44.55 | 2.275 — 9668.1 - -
Proposed | 86.93 — 93.12 1.30 - 3.31 3.62 - 441 | 0.15-0.79

VIII. CONCLUSION

This study introduces a robust and efficient steganographic approach that securely embeds secret messages into grayscale

images using 2-bit plane slicing combined with random key generation and XOR-based embedding. Through evaluation us-

ing metrics such as PSNR, MSE, entropy, correlation, and histogram analysis, the system demonstrated high imperceptibility

and resilience against detection. The proposed method achieves an optimal balance between visual quality and data security.

By integrating classical BPS techniques with modern key randomization methods, the system effectively addresses current

challenges in secure data communication. Future work may explore its real-time application and extension to colored and

high-resolution images. Future work may explore real-time implementation and adaptation to colored and high-resolution

image contexts.
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