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Intrusion Detection in Cloud Computing Using
Support Vector Machine and Fast Firefly Algorithm
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ABSTRACT

Cloud computing has become popular due to the ongoing developments in the Internet and technical advancements.
Users are increasingly storing their Web resources and data in the cloud environment due to the convenience and
reduced cost of cloud computing services. Data security is crucial to the development of communication systems in
cloud computing. Since data in cloud storage environments needs to be protected from intruders, network security in
cloud environment has grown significantly in importance in recent years. In order to address these challenges, there
is a need for an intrusion detection system (IDS) that can effectively identify malicious attack in the network. Several
approaches have been used in the past years to solve these challenges, but due technological advancement and expansion
in cloud users, there is a need to improve on the existing methods. Therefore, this study developed a novel IDS in cloud
environment using support vector machine and fast firefly algorithm (SVM-FFA). The developed model was simulated
using MATLAB programming environment. Packet delivery ratio (PDR), throughput, energy consumption and accuracy
are the performance metrics used in contrasting SVM-FFA with the existing method. In addition to improving user

performance in the cloud environment, the study has been able to offer a strong IDS for cloud computing.

Keywords: Cloud computing, Intrusion detection system, Support vector machine, Fast firefly algorithm

1. Introduction

In the quickly changing technology landscape of
today, digital transformation has emerged as a key
component of organizational success and evolution.
More than a trend, this all-encompassing move to-
wards digitalization is a fundamental rethinking of
how businesses function, provide value, and en-
gage with their stakeholders via the incorporation
of digital technologies [1]. Digital technology rapid
development has completely changed how companies
run, interact, and handle data. Cloud computing (CC),
one of these technological advancements, has become
a game-changer for managing data and knowledge.
The term “cloud computing” describes a collection

of software programs that are made available online
as Platform as a Service (PaaS), Infrastructure as a
Service (IaaS), or Software as a Service (SaaS) [2,
3]. When combined with a provisioning system that
depends on a pay-as-you-go business architecture,
cloud computing can lower costs through resource
sharing and storage virtualization. The most widely
used cloud computing technologies in the software
sector are Google App Engine, Simple Storage Ser-
vice (S3), and Amazon’s Elastic Computing Cloud
(EC2) [4]. Economic advantages and cloud infras-
tructure flexibility have emerged as the main drivers
of cloud adoption. Cloud infrastructure has also
made processing power and resource scalability avail-
able. Consequently, it has made autonomous resource
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pooling, on-demand self-service, usage-based charg-
ing, resource elasticity, and widespread network
access possible [5].

Utilizing cloud computing improves consumer
experiences, stimulates innovation, facilitates data-
driven decision-making, and has an impact on oper-
ational efficiency. Despite the impact and effective
services of cloud computing technology, the wide
range of uses for cloud computing has made re-
searchers pay more attention to data processing,
administration, and storage security [6]. Concerns
about the security and privacy of data that is out-
sourced are raised by cloud computing. In order
to accommodate a greater number of users, cloud
providers like Google, Microsoft, and Amazon have
recently accelerated their cloud computing infras-
tructure and services. However, as cloud databases
typically include sensitive and critical data, the pri-
vacy and security concerns will only get worse
[5]

Due to the distributed nature of cloud computing,
hackers actively target cloud systems in order to take
advantage of their weaknesses [7]. Malicious insider
attacks have been the most destructive type of attack
that has affected all layers of the cloud infrastructure,
despite being one of the most ignored. High-level
access to network components can grant a malevolent
insider root privileges, allowing them to alter pri-
vate and sensitive information. This assault presents
numerous security risks since firewalls and intrusion
detection systems avoid detecting such unusual be-
haviour since they believe it to be legitimate [8]. An
intrusion is generally defined as any unauthorized
access to the cloud by an intruder, whereas intrusion
detection is the process of keeping an eye on and au-
diting the activities that take place in the computer or
network systems. One of the main security concerns
of academics is identifying intrusion and stopping
network breaches in cloud environments [7]. There-
fore, adaptive security measures are necessary for a
secure cloud deployment in order to give users a high
degree of cloud confidence.

Since the intrusion detection system (IDS) is essen-
tial to the security provisioning against intruders, it
seeks to maintain the confidentiality, integrity, and
availability (CIA) of the networks and information
systems in the cloud environment. The three detec-
tion approaches in cloud environment are; anomaly-
based, signature-based, and hybrid-base. Depending
on how the intrusion detection process is carried
out [9], IDSs that are anomaly-based find intrusions
by searching for unusual patterns in system activity
or network events. [10]. The hybrid-based approach
offers more comprehensive intrusion detection capa-
bilities by combining the benefits of anomaly-based

and signature-based approaches [11]. Statistical anal-
ysis, data mining, and machine learning algorithms
are some of the techniques used to identify and
stop intrusion and detection threats in the cloud.
Statistical analysis detection techniques use network
computation to identify anomalous behaviours. The
benefit of this strategy is that there is no prior knowl-
edge or training on the security threats associated
with network traffic. Its inability to identify unusual
behaviours because of insufficient knowledge is one
of its limitations [12].

The network can recognize a wider variety of un-
known attacks if it has access to a large training
dataset of attacks. For intrusion detection assaults,
cloud computing has embraced machine learning
algorithms and has become a widely adopted tech-
niques for intrusion detection in cloud environment
[5]. IDS has benefited from the successful applica-
tion of machine learning (ML) algorithms to increase
their efficiency and effectiveness. Machine learning
is an appropriate method for network traffic anal-
ysis because of its capacity to handle big datasets
[13, 14]. In the past years, several machine learning
approaches have been used for intrusion detection
purpose in cloud environment. To identify network
intrusions, suggested a set of classifier models based
on tree-based techniques. The system evaluation was
conducted using the NSL-KDD dataset. According to
the data, employing a sum rule schema to combine
classifiers produces far better outcomes than using a
single classifier. A network-based intrusion detection
system for cloud environments was proposed by [15].
When network traffic deviates from the conventional
statistical parameters (such as the average, norm,
mode, and standard deviation), it flags the depar-
ture. Low-probability occurrences are identified as
possible threats by statistics-based intrusion detection
systems, which compute a statistical distribution for
the typical behaviour profile. [16] take into consid-
eration a machine-learning technique. They suggest a
model that makes use of a tiny attack and fault detec-
tion system. Learning, trading, and refreshing are the
three phases of the protocol’s operation. In the trad-
ing stage, each hub provides its neighbours with an
estimate of its experience. Ultimately, during the re-
freshing step, trust is updated in accordance with the
new standing and the standing is updated based on es-
timates of expertise. [17] have performed additional
work in which they examined the security issues as-
sociated with IoT adoption for smart networks. Using
a tiered strategy, these writers emphasize various
assault techniques. The first layer is known as the
“Perception Layer,” and it consists of malicious code
injection, physical harm, and jamming. Router at-
tacks, floods, spoofing, and traffic analysis are all
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included in the “Network Layer.” Malware, code
injection, and social engineering are examples of the
“Application Layer” assaults; cryptanalytic, spyware,
and distributed denial-of-service (DDoS) attacks are
examples of the “Multi-Layer Attacks.” [18] exam-
ined intrusion detecting service-oriented in vehicular
networks. They begin by going over common assaults
that are linked to service-oriented networks, such as
DoS attacks, Sybil attacks, and attacks that generate
false alarms. They assess different intrusion detection
systems and suggest a monitoring system that allows
cars to turn on an intrusion detection system to keep
an eye on their neighbours. They suggest a rule-based
intrusion detection method that may be applied to
fight against popular attacks like DoS and Sybil at-
tacks in order to lessen their impact.

An overview of several factors to take into account
in machine learning intrusion detection systems was
given in [19]. An intrusion detection system was pre-
sented along with information on classification types,
attacks they encountered, and how security incident
response infrastructure is set up. A systematic assess-
ment of the literature on anomaly-based intrusion
detection techniques, specifically for identifying in-
sider threats, was carried out in [20]. Its goal was
to include methods for simulating anomaly detec-
tion that is based on both hosts and networks. The
study’s thoroughness with regard to external assaults
or other dangers was constrained by the researcher’s
exclusive focus on insider attacks. Furthermore, the
techniques employed did not align with the most
recent advancements and technology in cloud com-
puting. An organized survey of the literature on
intrusion detection systems in cloud-based IoT sce-
narios was provided in [21]. It methodically looked
at important papers and crucial methods in this field.
The primary problem of IDS, which was detection
and precision, was highlighted by the classification of
cloud-based IoT IDSs into three basic types: learning-
based, pattern-based, and rule-based methods. The
study was less thorough for other classes by different
criteria because the researcher only divided intrusion
detection systems into three categories, which were
constrained by the kinds of attacks and contemporary
methodologies. Furthermore, the low intrusion detec-
tion accuracy suggested that there were no practical
ways to address this issue.

The review of related work shows that, IDS in
cloud computing still require more attention in the
research space. Hence, an anomaly-based IDS for the
cloud environment is developed in this study. The
developed system combines support vector machine
(SVM) algorithm with fast firefly algorithm (FFA).
The FFA is an improvement on the standard firefly
algorithm (FA). When inbound network traffic flows

influence several hosts or virtual machines (VMs) in
a cloud setting, IDS can identify potential network
assaults. The network administrator is notified to take
defensive measures against suspected traffic as soon
as any intrusive network events are detected. This
paper’s remaining sections are organized as follows:
The general framework of IDS is presented in section
II. The developed IDS is presented in Section III. The
results and discussion is covered in section IV. Section
V presents the proposed work’s conclusion and future
directions.

2. The framework of IDS

An observation that substantially departs from es-
tablished trends and raises the possibility that it was
brought about by an unauthorized source or per-
son is called an anomaly. It describes behaviours
that compromise network and system security by go-
ing against the fundamental ideas of the computer
security paradigm, which include confidentiality, in-
tegrity, and authentication. Usually, anomalies arise
from assaults carried either inside or outside the net-
work, security mechanism breaches, or illegal access.
[22, 23].

IDSs are one of the defensive line in recent cy-
bersecurity techniques. It enables organizations to
monitor network traffic and system activities for ev-
idence of malicious activity or policy violations, so
that the attacks could be detected and reacted to in
real-time. The categorization of IDSs is challenging
as various systems are tailored to address different
operational scenarios, threat models and performance
constraints. IDSs can broadly be classified into Net-
work IDS (NIDS), Host-based IDS (HIDS) and hybrid
IDS as well as the detection techniques, such as sig-
nature based, anomaly based and specification-based
systems. In order to detect malicious activity, network
intrusion detection systems (NIDSs) continuously ex-
amine packets traveling over network links. To offer
thorough visibility into traffic flows, these devices
are usually installed at key locations in the network
infrastructure, such as gateways or between subnets.
Fig. 1 shows the framework of the Host-Based IDS
which work on personal endpoints, including servers
and desktop PCs or virtual machines by inspecting
system-level activities. This also involves monitor-
ing logs, process patterns, and filesystem change.
An HIDS works well for detecting threats that are
aimed directly at the host (e.g., unauthorized entry at-
tempts, malware execution, and privilege elevation).
One of the benefits from using a HIDS is its ability to
discover local attacks that can bypass network-level
observance [24].
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Fig. 2. Intrusion detection system in cloud environment.

3. Materials and method

Presenting an intrusion detection system (IDS) for
the cloud environment, as depicted in Fig. 2, is the
main goal of this study. IDS is installed at the cloud
network entry point and connected to the switches
that link the cloud server. Incoming network traffic
flows to cloud networks are monitored by the IDS.
First, a packet sniffer is used to record the network
traffic (raw data). Then, the features of this network
data flow are retrieved and well pre-processed before
the classification procedure. The most important fea-
tures are chosen from the incoming network data flow
utilizing the FFA in order to increase the intrusion
detection process’s efficiency and shorten its dura-
tion. The anomaly-based detection model receives
these chosen features from the SVM-FFA in order to

assess and identify their nature. When suspected traf-
fic is identified, the cloud network administrator is
alerted to block the source IPs of the suspected traffic
and drop it, while permitting normal traffic to pass
through. The network data source for the developed
system is the benchmark NSL-KDD dataset.

3.1. Data set

A standardized dataset is necessary in order to as-
sess any IDS’s performance. Several datasets such as
DARPA-98 dataset, KDD Cup 99 among others have
been extensively used to evaluate IDS models during
the past years. Nevertheless, a number of problems
with the dataset were found, such as the inclusion of
synthetic traffic, imbalance in test data, and duplicate
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Fig. 3. Flow chart of SVM-FFA model.

records. Also, a number of important problems that
impair system performance and cause anomaly de-
tection techniques to produce subpar predictions.
Research has been conducted to solve these con-
straints by developing improved datasets, including
the NSL-KDD dataset. Records from the KDD dataset
that have been carefully chosen are included in this
dataset. Hence this study utilized the NSL-KDD data
set for proper and accurate detections of intrusions
in cloud environment. The NSL-KDD dataset has the
significant benefit of removing duplicate and redun-
dant records from both the training and test datasets,
which lowers the quantity of false positives in classi-
fication results [24].

3.1.1. Data Pre-processing

Large amounts of data about network traffic com-
prise a wide variety of attributes with different types
and ranges of values. As a result, processing these
data directly entails laborious procedures that lead
to incorrect classifications, which are unacceptable
in IDSs. The following is a breakdown of the data
preparation techniques:

3.1.2. Data mapping

Nominal forms are used to represent several aspects
of the network relationships. These symbolic data are
too complex for the majority of classifiers to handle
directly. As a result, these characteristics have to be
converted to a numerical format. The feature value of
the class label is changed to either O for the normal
classes or 1 for the other abnormal classes.

3.1.3. Data normalization

There is a bias toward some network attributes
over others since network connections contain a wide
variety of features with different values. The bias

issue can be avoided by normalizing these charac-
teristics. By transforming the connection instances
to a standard form and scaling their feature values
to a predetermined range based on a certain nor-
malization method, this improves the effectiveness
of the IDS. Using Eq. (1), the Z-Score normalization
technique scales the feature values of each network
connection X [25].

Xia — mean (featureg)
std (featurey)

Data Normalization (Xjg) =

1)

i is the instance number of connection and d is the
dimension of the feature network.

3.2. Feature selection

As shown in Fig. 3., the feature selection stage,
which comes after data preprocessing, is an essential
part of this system. Feature selection is essential for
boosting classification models’ performance since it
removes redundant or irrelevant features while in-
creasing accuracy and efficiency [24]. It is evident
that irrelevant features cause the training and testing
procedures to lag, the classification accuracy to drop,
and the detection time of the employed detection
model to increase, all of which are unsuitable for
IDS [26, 27]. In fact, removing the superfluous fea-
tures speeds up calculations, reduces the complexity
of the detection model, overcomes model overfitting,
and creates a lightweight IDS. By choosing the more
relevant and ideal features subset from the incom-
ing network data flow, meta-heuristic techniques are
used to optimize performance evaluation by method-
ically choosing and reducing features inside datasets.
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In this study, the FFA which is one of the meta-
heuristic techniques was used in order to choose,
minimize the features of datasets and to reduce the
dimensionality of the network connection. A binary
vector of length N, where N is the number of network
connection attributes, is displayed for each potential
solution. If the feature value is set to O, it will be
removed from the feature subset, and if it is set to
1, it will be retained. The SVM detection accuracy,
which serves as the FFA fitness function, is utilized to
assess each feature subset.

From the optimization perspective, feature selec-
tion is combinatorial task. In a data set with h
features, the total number of possible subset is 2",
which in turn becomes computationally prohibitive
for large data set h. Therefore, the fast firefly fly
algorithm (FFA) which is the meta heuristic algorithm
of this study was used to efficiently search for optimal
subsets. The focus of feature selection is made up of
two folds. The first one is to maximise classification
accuracy using the selected feature subset while the
second aspect is to, minimize the number of selected
features so as to reduce the complexity.

To achieve this, this study defines a scalarized
objective function as shown in Eq. (2) in order to
balance the two focuses of the feature selection.

Objective function:

F)=g <1 - %) + (1 —g) Acc (F) 2

F is the selected feature subset, |F| is the number
of features in F, h is the total number of features,
and Acc(F) is the classification accuracy using subset
F. The parameter g € [0, 1] controls the trade-off
between minimizing feature count and maximizing
accuracy. A higher g provides feature reduction while
a lower g provides accuracy.

3.3. Data classification

In this study, a classification model is applied for
the detection of network intrusion in the NSL-KDD
dataset using Support Vector Machine (SVM). The
SVM is faced with the challenge of optimizing its
control parameters which are gamma and kernel coef-
ficient (C). Hence this study made used of grid search
approach for to optimize SVM parameters. The SCVM
with grid search detail is discussed below:

3.3.1. Support vector machine

A supervised learning method for classification
training in a variety of domains is the Support Vector
Machine (SVM). The SVM model is appropriate for
both linear and non-linear data classification applica-

tions, and it may be used for binary and multi-class
classification. In high-dimensional space, the SVM
model generates a hyper-plane for data partitioning
and chooses the optimal hyper-plane based on its
ability to divide the data. Different kernel functions
are used to estimate the margins of the non-linear
classifier; the radial basis, linear, polynomial, and
sigmoid kernel functions are frequently used. Because
of its effectiveness in classification, the SVM model
has been effectively used by researchers in a variety of
applications, including pattern recognition and image
processing [28]. In this study, the SVM with the radial
basis function (RBF) is used as the detection model as
shown in Eq. (3).

Jxi= |

K(xy)=e = ,Y>0 (3)

For training samples (x;, ¥;), i=1,2,....n where
the maximum number of samples is given as
i,yi[1, —1]. The technique of generating optimal is
carried out in Egs. (4) and (5).

1
mgmw 4

Yiwxi+b) =1, i=1,...n (5)

The above Eq. (5) utilized increase of ||w||? value
along with concentration with y;(wx; + b). If the re-
sult of the information is y; = +1, then y;(wx; + b)
becomes (wx; +b) > +1 as seen in Eq. (6). If the
result of the information is y; = —1, then y;(wx; + b)
becomes (wx; +b) > —1 as seen in Eq. (7). If the
model is unable to identify a hyper-plane, soft margin
is applied. As seen in Egs. (6) to (8), the positive slack

variables in soft margin use n;, i =1, 2, .....N in the
constraints.

(WXi =+ b) > +1 — ni fOI'yi =41 6)
(wx; —=b) = =1 +y; for y; = —1 (7
n>0 €)

In the event of an error, n; must be greater than
unity. The training error then has an upper constraint
of > ;. Eq. (9) provides the Lagrange.

i

1 n
Lp =§/w2/ —l—CZ ni — Z(Xi {yi (xi.w - b) —14+ m}

i=1 i

- B ©)
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where Lagrange multipliers are employed to pro-
duce u; positive values and are represented as f;.
Thus, the malicious attackers’ information is provided
by the SVM and disseminated around the network.
As a result, the neighbouring user’s ID gets deleted
from malevolent attackers. The SVM’s performance is
greatly influenced by the values of its control param-
eters. Therefore, choosing its parameters is crucial.
These include the RBF kernel parameter (o), which
controls the correlation between the support vectors
and establishes the nonlinear mapping to a higher
dimensional space, and the penalty parameter (C),
which regulates the flexibility of the separable hy-
perplane. SVM model has the advantage of requiring
few parameters, but it has the drawback of requir-
ing a Gaussian function in the training set for every
instance, which degrades performance and lengthens
training times on big datasets in classification cases.
The grid search approach is the searching technique
to optimize the control parameters [C, o] of the SVM
in order to maximize its performance. The grid search
improves the IDS performance by reducing the noise
and the false positives of the IDS.

3.3.2. Grid search

To improve the classification accuracy of SVM, its
enhanced by optimally using grid search. The grid
search is the selection of integration methods and hy-
perparameters through testing and validating every
integration. Fig. 5 illustrate the process of optimally
selecting the parameters using grid search optimisa-
tion method. The aim of grid search is to regulate
integration that generates the best performance for
model prediction. Grid search in integrated with k-
fold cross validation (CV) which is an estimation
index for SVM classification. The k-fold CV is repeat-
edly testing the data many times till the k repetitions
utilized the data as test information. The accuracy of k
methods is acquired and the performance of k-fold cv
classification method is estimated. The classification
parameters (gamma and C) are optimally modified by
grid search. The optimization procedure is shown in
Fig. 4, where i is the current iteration and n is the
maximum number of iterations. The SVM is tuned by
the grid search to generate the highest accuracy score
thereby reducing the noise and false positives of the
IDS.

3.4. Firefly algorithm

The Firefly Algorithm draws inspiration from the
way fireflies naturally approach one another in the
dark by utilizing their self-luminosity. The behaviour
of fireflies is based on three assumptions. Firstly, all
fireflies are unisex and as a result, either male or
female gender can be drawn to one another. Second,

‘ Classification Model

A 4

‘ Parameter Selection

. 4

‘ Grid Search .

 J

Training Set } »%K—fold Cross Validation

X No

Stop
Criteria
(in)

Yes
¥

Best Model

Fig. 4. Grid search optimization process.

the intensity, which depends on the distance between
the firefly in question and the others, is related to
the attractiveness. As the distance grows, the ap-
peal diminishes. Lastly, cost function value provides
luminous intensity of a firefly [29]. Mathematical ex-
pression of the FA algorithm is shown from Egs. (10)
to (13).

Eq. (8) provides the firefly’s light intensity.
I (r) = Iexpu (—prij) 10)

Where p is coefficient of absorption and value of
initialis Iy atr =0

Eq. (10) expressed the attractiveness where gy is
the initial value at (r = 0)
B = poexp(—ury), m=1 a1

Eq. (11) calculates the cartesian distance between
two fireflies, i and j, at coordinates x; and x;, respec-
tively. where the dimensionality of the problem is

indicated by D and xj at the k;;, element of the spatial
coordinate x; of the i, firefly.

(12)

> (e — x)”

k=1

rij=/ri—rj/ =

Equation motion of the it" to the j" one is deter-
mined by Eq. (13)

xi (t+1) =x () + B (xj () — x; (t)) + « (rand — 0.5)
(13)

x;(t + 1) is the firefly position i at iteration t + 1.
Equation (4) is made up of three parts. The first
part (x;(t)) is the firefly position i at iteration t,
B(x;j(t) — x;(t)) is relative to the attractiveness forms
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Table 1. Firefly algorithm [29].

// Parameters initialization of FA (Population size, o, Bo, + and number of iterations)
1. The Light intensity is defined by the cost function f(x;) wherex; i=1, ....... n)

2. While (iter< Max Genertaion)
fori= 1:n (all n fireflies)
for j = 1:n (all n fireflies)

end if.

0 0NN AW

end for j
10. end for i

if (f(x;) < f(x;)), where firefly i towards j,

Update attractiveness  with distance r.
Evaluate new solution and update f(x;) in the same way as Eq. (13)

11. rank the solutions and find the best global optimal.

12. end while
13. Generate the output

the second part and the third part («(rand — 0.5)) is
randomization (flying blindly with no light) where «
is the parameter of random walk we[0, 1] The firefly
algorithm is shown in Table 1

3.5. Fast firefly algorithm (FFA)

It is important to note that the original approach
of FA runs (Max generation n.n) tests. However, in
the adopted FFA only (K.n) tests are done, where K is
an integer. It indicates that FFA takes a lot less time
than the traditional one. The new position of Eq. (10)
is modified to Eq. (14):
Xi(t+1)=ax @) a4

In the original version of FA, the values of & and
are empirically determined based on each test func-
tion, with By equal to unity. On the other hand, the «
in FFA is regarded as equivalent to:
a = expu (—10.iter/ (iter + 10)) 5)
where « is still selected to equal 1 and convergence
is easily attained. Rather of being constant, the ran-

Table 2. SVM-Fast firefly algorithm.

domization parameter « is exponentially reduced.
The research balance between exploitation and explo-
ration of the improved FFA can yield greater results
than its rival FA using this inject artifice. It would be
possible to speed up the process of updating the firefly
motion in the original FA version. To easily reach
the overall optimum, each firefly in the swarm can
benefit by reorienting its motion to select a promising
spot. In order to improve the algorithm’s exploration
and exploitation, the updated term is redirected, and
the speed of its convergence is thus assured [29, 30].
The main idea behind the adopted FFA is to improve
the capacity of FA technique while maintaining a rea-
sonable search efficiency. It indicates that the optimal
solution for the numerous benchmark functions and
other applications was obtained using (K.n) assessed
tests, which were found to be obviously sufficient.
The SVM-FFA algorithm is shown in Table 2.

3.6. Intrusion detection based on SVM-FFA

This section gave the illustration of the developed
FFA with SVM to enhance the detection accuracy of
intrusion in cloud environment. Fig. 5 shows how

// Parameters initialization of FA (Population size, o, Bo, ;+ and number of iterations)
1. The Light intensity is defined by the cost function f(x;) wherex; i=1, ....... N)

While (iter< Max Genertaion) do

for k = 1:K.n (all n fireflies) // this is the first modification
i = rand(n) // this is the second modification
j =rand(n) // this is the third modification

if (f(x;) < f(x;)), move firefly i towards j.

2
3
4
5.
6. Calculate its fitness using SVM classifier
7.
8.
9.

end if.

Update attractiveness B with distance r.
10. Evaluate new solution and update f(x;) in the same way as Eq. (11)
11. Modify the new position obtained by Eq. (11) according to Equation (12)
12. end for k

13. rank the solutions and find the best global optimal

14. end while
15. Generate the output
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STAGE 1

Data Preprocessing

* Representation of

Symbolic Features
* Normalization

Dataset
NSL-KDD

STAGE 2

FFA
*Generate swarm of
feature subsets
* Update feature Subsets
A

Best Solution

Evaluate the feature
subsets

J

STAGE 3

Fig. 5. Integration of SVM with FFA.

FFA was integrated with SVM for feature selection of
relevant dataset. The NSL-KDD data set was used to
evaluate the performance of the model. The SVM-FFA
is made up of three stages. In the first stage, data pre-
processing is achieved where the symbolic features
are converted to numeric ones. Thereafter, the data
is set to [0, 1]. Then, in the second stage the FFA is
applied for the purpose of building a swarm of subsets
and optimal feature selection of dataset. In the third
stage, optimized feature subsets were passed into the
SVM for classification and evaluation. The second and
third stages are repeated so as to reach the best and
optimal subset of features as shown in Fig. 5.

3.7 Parameters of SVM-FFA algorithm

As shown in Table 3, the number of populations
size is set as 50 and the number of iterations is set
at 50In the process of transforming the data space
entries in a space of large dimension called the feature
space. There is a possibility of dividing line in the
feature space, hence in cases where the dataset is
not linearly separated, the kernel function of SVM
help to deal with such situation. Few of the types of
kernel functions are the linear kernel, the polynomial
kernel, radial basis function (RBF) kernel and sigmoid
kernel. In this study, the RBF was chosen as the kernel

Table 3. SVM-FFA parameters.

Parameter Values
Population Size 50

Number of folds in cross-validation 10
Attrractiveness (o) 1.0

Kernel Type RBF

Kernel Regularization (C) [0.1,1,10]
Kernel Coefficient (Gamma) [0.01,0.1,1]
Absorption Coefficient (y) 1.0
Number of Iteration 50

function. The RBF is made up of two major param-
eters which are the gamma (g) and regularization
parameter (C). These two parameters were optimized
using the grid search approach Studies have shown
that, (g) and (C) has a great impact in the performance
of SVM.

4. Results and discussion

The SVM-FFA technique is used in cloud computing
and assessed a number of metrics. The experiment
and simulation of this study was implemented on Intel
Core i7 CPU, 8GB of RAM, 500GB Solid State Drive
(SSD), MATLAB programming environment, and Win-
dows 10 were among the tools and software utilized.
MATLAB is a computer programming tool that offers
an appropriate environment to the user and high
performance for technical computing which allows
immediate testing of an algorithm without recompila-
tion. It also facilitates the algorithm implementation
process which requires both iterations and precise
functions in getting optimal solutions. It also contains
libraries that provide symbolic functions and graphic
plots of the obtained results. Table 4 shows the simu-
lation parameters.

Table 4. Simulation parameters.

Parameter Value

50-500
1000m x 1000m

Number of Users
Network Area

Propagation Model Propagation/TwoRayGround
Mac type Mac/802_11

Classification model SVM

Feature selection FFA

Channel type Channel/Wireless Channel
Phy type Phy/WirelessPhy

Packet Size 20 bits

Antenna type Omni Antenna
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To assess the model’s effectiveness, the SVM-FFA
technique is contrasted with the existing approach of
the traditional firefly algorithm (FA) and weighted
coefficient firefly optimisation algorithm (WCFOA).
Throughput, energy consumption, accuracy, and
packet delivery ratio are the performance metrics
which are defined and expressed mathematically
below.

4.1. Packet deliver ratio (PDR)

This is the total number of received data packets
divided by the number of data packets sent is known
as the packet delivery ratio. Eq. (16) is used to deter-
mine the data PDR.

(16)

> corectly recived data) « 100

PDR =
( > sent data packets

4.2. Energy consumption (EC)

It is measured as the quantity of energy used by
users for tasks like data forwarding and sensing. The
unit of measurement for this is joules and the mathe-
matical expression is shown in Eq. (17).

n
EC =) Sn; x EC(SSn) a7
i=1
Sn; is the individual user i in the network, n is the

total number of users, EC(SSn) is the energy con-
sumption for single user Sn;

4.3. Accuracy (A)

This is defined as the ratio of correctly classified
samples to all samples. Equation Eq. (18) provides the
method for calculating detection accuracy.

TP+ TN

A= (18)
TP+ TN+ FP+FN

)xlOO

TP is true positive, TN is true negative, FP is false
positive and FN is false negative

4.4. Throughput

It describes the maximum size of data packets that
can be properly transmitted in a specific amount of
time. Eq. (19) shows how throughput is measured.

_ SPT x P, 19)

" time (sec)

T is the throughput, SPT is the size of successfully
delivered data packet, P, is the size of packet.

As shown in Fig. 6 and Table 5, the SVM-FFA model
packet delivery ratio is calculated and compared with
existing technique of FA and WCFOA. In order to
optimally select the relevant features, balance ex-
ploration, exploitation throughout the search phase,
the developed IDS model adopted the FFA technique.
Exploration and exploitation of SVM- FFA were able
to balanced the network, detect attacks, minimize
packet loss and improve the packet delivery. The
PDR of the SVM-FFA model is higher than that of
the existing cloud computing techniques. The over-
fitting issues in the model and the local optima trap
are limitations of the existing approaches. For 450
users, SVM-FFA technique has 98% PDR while FA
and WCFOA technique has 87 and 94% PDR respec-
tively. The network’s correctly transmitted packets at
a particular time will undoubtedly improve when a
network intrusion is detected at the right moment
before deeply infiltrating the network. And Fig. 7
and Table 6 illustrate what the developed SVM-
FFA was able to accomplish. The SVM-FFA model
throughput was compared with the existing FA and

Table 5. Packet delivery ratio of SVM-FFA compared
with FA and WCFOA.

Users FA WCFOA SVM-FFA
0 0 0 0
50 80 91 92
100 82 96 97
150 85 94 96
200 84 92 98
250 86 95 97
300 83 93 95
350 84 95 93
400 86 94 98
450 87 94 98
500 85 96 97
100 v v . - r .
e PRERRE: 2= VLR BABR (2 apre
90 ¥ P
 SRE A RRBE PR RN R et it
80 e
o - = =FA
3 = = =WCFOA
% 70 1‘: ==@== SVM-FFA
g L
o n
[ o
S S0 &
= )
8 40 ¥
£ 2
= RINS §
= [
201§
]
QR
b
o S0 100 150 200 250 300 350 400 450 500

Number of Users

Fig. 6. Packet delivery ratio.
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Table 6. Throughput of SVM-FFA compared with FA
and WCFOA.
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Fig. 8. Energy consumption.

Table 8. Accuracy of SVM-FFA compared with FA

Users FA WCFOA SVM-FFA
0 0 0 0
50 9 14 20
100 12 15 25
150 14 17 28
200 16 19 34
250 19 20 36
300 20 22 39
350 23 29 43
400 25 29 43
450 29 35 48
500 31 35 52
60
- = =FA
WCFOA
s0 b mmetne= SVM-FFA ’_
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Fig. 7. Throughput.

Table 7. Energy consumption of SVM-FFA compared
with FA and WCFOA.

Users FA WCFOA SVM-FFA
0 0 0 0
50 20 21 10
100 24 21 12
150 27 22 13
200 29 23 15
250 31 23 17
300 33 24 18
350 36 25 20
400 38 25 21
450 39 27 22
500 41 27 24

WCFOA techniques The developed SVM-FFA model
has a greater throughput than FA and WCFOA. The
model’s overfitting problems and the local optima
trap are drawbacks of the current methods. The SVM-
FFA technique has a 39Mbps for 300 users, whereas
the FA and WCFOA techniques have corresponding
throughput of 20 and 22Mbps respectively. Energy
consumption by the users within the network is also

and WCFOA.
Users FA WCFOA SVM-FFA
0 0 0 0
50 78 90 92
100 79 90 93
150 81 90 93
200 82 91 95
250 84 93 95
300 85 94 96
350 86 96 97
400 88 96 98
450 90 96 98
500 92 96 98
100 .
9%  Crldn i gas
f
80 IR R
I - = =WCFOA
70 I ==dpe= SVM-FFA
~ i
£ 60 n
= 0
g sof @
s i
S af s
- h
or 2
&t
208
)
10X
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Fig. 9. Accuracy.

one of the key performance metrics that determine
the how a long a network will be able to stay and
also improve the network lifespan. As shown in Fig. 8
and Table 7, the SVM-FFA model’s energy usage is
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measured for different users and contrasted with cur-
rent methods. The SVM-FFA enables in striking a
balance between exploitation and exploration. This
lowers the amount of energy used for exploration or
exploitation. The SVM-FFA approach uses less energy
than other approaches. For 450 users, SVM-FFA uses
22 J while FA and WCFOA use 39 and 27 J of en-
ergy respectively. In terms of accuracy for intrusion
detection in cloud environment using SVM-FFA, as
shown in Fig. 9 and Table 8, the developed SVM-FFA
has a better accuracy performance than the exist-
ing FA and WCFOA. For 500 users, SVM-FFA has a
detection accuracy rate of 98% while FA and WC-
FOA has a detection accuracy rate of 92 and 96%
respectively.

5. Conclusion

Cloud computing is a distributed system, which
has made it possible for intruders to aggressively
target cloud systems and exploiting their vulnerabil-
ities. This has become a primary security concern
for researchers in cloud systems. Therefore, to give
cloud users a high level of confidence, there is need
for a secure cloud deployment. This study devel-
oped an intrusion detection system (IDS) in cloud
computing by combining the mechanism of support
vector machines (SVM) and the fast firefly algorithm
(FFA). The SVM model can be applied to binary and
multi-class classification and is suitable for both lin-
ear and non-linear data classification applications.
The SVM model creates a hyper-plane for data par-
titioning in high-dimensional space (such as cloud
environment) and selects the best feature depending
on how well it divides the data. This study uses FFA
in feature selection to enhance the performance of
the classification (SVM) models because it eliminates
superfluous or irrelevant features while boosting effi-
ciency and accuracy. The SVM-FFA technique shows
a better performance in terms of energy consump-
tion, throughput, packet delivery ratio and accuracy
in contrast to the existing method of intrusion de-
tection. This performance of SVM-FFA has help to
improve the network lifespan. Because a secured net-
work with increase in its PDR, accuracy, throughput
and less energy consumption will definitely have a
prolong performance. The future work of this study
can look into comparing SVM-FFA with some of the
deep learning based IDS technique such as the con-
volutional neural network (CNN), long short-term
memory (LSTM), recurrent neural network (RNN)
among others.
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