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A Proposed Cryptographic Algorithm Based on
Three-Pass Protocol and the Elliptic Curve
Cryptography

Rifaat Z. Khalaf , Hamza B. Habib *

Department of Mathematics, College of Science, University of Diyala, Diyala, Iraq

ABSTRACT

The internet lately has become an integral part of people’s lifestyles. It impacts various aspects of their daily lives,
including education, communication, etc. Hence, the need for efficient and fast cryptography algorithms has increased.
In this paper, a new cryptographic algorithm is proposed using the authenticated Three-Pass Protocol (TPP) and the
Elliptic Curve Cryptography (ECC). In the proposed algorithm, the ECC is used to encrypt and decrypt data (a text of
size 128 bits), and the TPP is used for transmitting this data without sharing the keys. In the standard ECC, the receiver
publishes the elliptic curve (EC) equation, the initial point, and the public key, while the only published information
in the proposed algorithm is the EC equation. Moreover, in the standard ECC two ciphertexts are sent, while only one
ciphertext is sent in the proposed algorithm in each pass, which reduces the transmitting time in the proposed algorithm.
Also, the proposed algorithm is proved mathematically by presenting a new proposition with the proof. The NIST tests,
such as approximate entropy, block frequency, etc., along with the entropy and histogram tests, are implemented on the
cryptographic algorithm (encryption algorithm) to show the effectiveness of the proposed algorithm. The used key in the
proposed algorithm is greater than or equal to 128 bit for the algorithm to be efficient against the attacks. The security
analysis shows that the proposed algorithm is secure against several common attack algorithms. Thus, the proposed
algorithm is secure, fast, and efficient in transmitting data.

Keywords: Cryptography, elliptic curve, elliptic curve cryptography, number theory, three-pass protocol

Introduction

Number Theory, which is a mathematics branch,
studies integer numbers and their properties. It fo-
cuses on the topics of divisibility, prime numbers,
modular arithmetic, and various algebraic properties.
Number Theory has a huge role in cryptography to
secure the communication and information that is
transmitted amongst the parties.1,2

One of the cryptosystem algorithms is the Three-
Pass Protocol (TPP) which provides data exchange in
three passes without exchanging the keys. Therefore,
it is considered an effective way to exchange the keys
for a high level of security.3 Several studies have been
done to combine cryptosystem algorithms or mathe-

matical concepts with the TPP to enhance the security
of the transmitting data, for example, Caesar Cipher,4

RSA and ElGamal algorithms,5 Permutations,6 Hill
Cipher,7 and Paillier cryptosystem.8

Moreover, Elliptic Curve Cryptography (ECC),
which was presented independently by Miller9 and
Koblitz10 respectively, is a cryptographic algorithm
based on the mathematical properties of elliptic
curves (EC). The ECC is better than the commonly
used cryptosystem RSA because it uses a small key
size.11 Therefore, the ECC is particularly suitable for
resource-constrained devices, such as devices of the
Internet of Things,12 mobile phones to secure appli-
cations,13,14 and so on.
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Several studies have been done to show the ap-
plications of the ECC, for example, the ECC is used
with the Diffie-Hellman for key exchange in the image
encryption.15,16 Moreover, to enhance the encryption
and authentication in IoT systems, the ECC is used.
Fuzzy logic is applied to generate random numbers
which is used in the ECC to get better performance.17

Furthermore, the Rosenberg-Strong Pairing Function
is applied to the ECC to enhance the security of the
transmitted data over insecure channels.18

In this paper, a new cryptography algorithm is pre-
sented using the combination of the TPP and ECC. A
mathematical proof of the proposed algorithm work
is provided by presenting a new proposition and its
proof. The proposed algorithm uses the ECC to en-
crypt and decrypt data (text, image, etc.), while the
TPP is used to transmit the data without exchanging
keys between the parties. In this algorithm, the only
public information between the two parties is the EC
equation, while the rest of the information is kept se-
cret. Furthermore, the sender only needs to send one
ciphertext (one point) to the receiver, compared to
two in the classic ECC. This means data transmitting
time is less in the proposed algorithm compared to
the transmitting time in the standard ECC. The NIST
tests (approximate entropy, block frequency, etc) are
calculated for different numbers of characters and the
results show that the proposed algorithm passes all
of these tests. In the security analysis, it was found
that the proposed algorithm is secure against most of
the common ECC attacks. Therefore, the proposed al-
gorithm is secure and highly efficient in transmitting
data.

The rest of the paper is organized as follows. The
three-pass protocol and the elliptic curve cryptogra-
phy are discussed in the materials and methods. Also
in this section, the proposed algorithm and its mathe-
matical proof are presented. In the section Results and
Discussion, the proposed algorithm is discussed by
giving a working example. Moreover, the NIST tests
the randomness of the proposed method is provided
for different numbers of characters. The Security
Analysis is discussed in this section to show the secu-
rity of the proposed algorithm. Finally, a conclusion
of the paper is given in the section conclusion.

Materials and methods

Three-pass protocol (TPP)

Alice and Bob can communicate securely without
exchanging the encryption keys over an insecure
channel by using the TPP.3 The TPP provides a
sequence of three passes between the parties, for in-
stance, Alice encrypts the data on the first pass by

using her encrypting key and then sending the result
to Bob. Bob uses his public key during the second pass
to encrypt the received data and then sends back the
resulting data to Alice. Alice then uses her private
key on the third pass to decrypt the received data
and then sends it back to Bob. Bob finally decrypts
the received data by using his private key to get the
original data. Therefore, this protocol provides secure
communication between the parties.3–5

The elliptic curve cryptography

Some basic definitions and theorems need to be
provided before discussing the processes of the EEC
algorithm.

Definition 1: An EC is a curve presented by the
equation

y2
= x3

+ ax+ b,

where a, b ∈ R and 4a3
+ 27b2

6= 0.14,18

Definition 2: An EC over a prime field, Fp, is given
by the equation

Ep
(
a, b

)
: y2
≡
(
x3
+ ax+ b

)
(modp).

where a, b ∈ R and 4a3
+ 27b2

6≡ 0 (modp).14

Theorem 1: Let P = (x1, y1) and Q = (x2, y2)
be two points on the elliptic curve Ep(a, b) : y2

≡

(x3
+ ax+ b)(modp), then the addition of them,14 is

given by

P+ Q =

{
O∞, if x1 = x2, y1 = −y2;

(x3, y3) otherwise.

where, O∞ is the point at infinity,

x3 ≡
(
λ2
− x1 − x2

) (
modp

)
y3 ≡

(
λ (x1 − x3)− y1

) (
modp

)
and

λ ≡


(

3x2
1+a

2y1

)
(modp) if P = Q;(

y2−y1
x2−x1

)
(modp) if P 6= Q.

Fig. 1 illustrates the adding and doubling geometrically
of the points on an EC.

Theorem 2:19 Let Ep(a, b) be an elliptic curve over
a prime field Fp given by y2

≡ (x3
+ ax+ b) (modp).
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Fig. 1. Adding and doubling points geometrically on an EC.

Then, the number of points (including the point at infinity
O∞) on Ep(a, b) is given by

∣∣Ep
(
a, b

)∣∣ = 1+ p
∑
x∈Fp

(
x3
+ ax+ b

p

)
= 1+ p+ ε

where, ( x3
+ax+b

p ) is the Legendre Symbol.

Theorem 3 (Hasse Theorem19): |ε| ≤ 2√p.
Therefore, from Theorem 2 and Theorem 3,

1+ p− 2
√

p ≤
∣∣Ep

(
a, b

)∣∣ ≤ 1+ p+ 2
√

p.

Now, the EEC algorithm9,10 over Fp is given below, such
that, the sender (Alice) with the receiver (Bob) agree on
choosing an EC equation

Ep
(
a, b

)
: y2
≡
(
x3
+ ax+ b

)
(modp).

The key generation process

1. Bob chooses a point G of order n on Ep(a, b).
2. Bob selects a random positive integer β, such

that, β < n, then calculates the public key B =
βG.

3. Bob publishes G and B, while β is the private
key.

The encryption process

Suppose Alice wants to send the message M to Bob,
then Alice converts M to points based on the agreed
algorithm. Moreover, Alice chooses a random positive
integer γ , and she calculates,

E1 = γG (1)

and

E2 = M + γB. (2)

Then, E1 and E2, which are the ciphertexts, are sent
to Bob.

The decryption process

After receiving E1 and E2, Bob performs the decryp-
tion process as follows

M = E2 − βE1 (3)

The proposed algorithm

Proposed algorithm methodology
In the proposed algorithm Alice and Bob agree

on choosing an elliptic curve Ep(a, b) : y2
≡

(x3
+ ax+ b) (modp).

Remark 1: The proposed algorithm can only be ap-
plied to the prime fields.

The construction of the agreed algorithm
Converting the plaintext to a numerical form is as

follows:

1. Substituting x1 = 0 in Ep(a, b) to get y1. That
is, the first point on the Ep(a, b) is P1 = P =
(x1, y1).

2. By Theorem 1, P1 is doubled as P2 = 2P =
(x1, y1)+ (x1, y1), which represents the second
point on Ep(a, b). In the same way, the rest of
the points can be found.

3. The first point P1 refers to the first letter “A” in
the alphabet, the second point P2 refers to the
second letter, and so on.
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Thus, the agreed algorithm consists of the doubled
points on Ep(a, b) and O∞.

Key generation process

1. Alice and Bob respectively choose the points G1
of order n1 and G2 of order n2 on Ep(a, b).

2. Alice selects a random positive integer α, such
that, α < n1. Then, she calculates her public key
A = αG1.

3. Bob selects a random positive integer β, such
that, β < n2. Then, he calculates his public key
B = βG2.

Note 1. Alice and Bob keep their public and private
keys (A, α, B, and β) secret.

Encryption process

Based on the agreed algorithm, Alice converts the
plaintext to corresponding points on Ep(a, b). Alice
chooses a random positive integer γ1, then Alice cal-
culates

E1 = γ1G1 (4)

and

E2 = M + γ1A (5)

Alice performs the first pass by sending only E2 to
Bob.

After receiving the ciphertext E2, Bob chooses a
random positive integer γ2. Then, Bob calculates

E3 = γ2G2 (6)

and

E4 = E2 + γ2B (7)

Then, Bob performs the second pass by sending only
E4 to Alice.

The decryption process

When E4 is received, Alice decrypts E4 by calculat-
ing M′ as shown below.

M′ = E4 − αE1 (8)

Then, the third pass is performed by Alice by send-
ing M′ to Bob.

Finally, Bob decrypts the received M′ by the for-
mula below to get the required plaintext.

M = M′ − βE3 (9)

For more information see Fig. 2 and Fig. 3.

The mathematical proof of the proposed algorithm

Proposition 1: Let a and b be constants
and 4a3

+ 27b2
6≡ 0 (modp). If Ep(a, b) : y2

≡

(x3
+ ax+ b) (modp) is an elliptic curve over a

prime field Fp, then

M = M′ − βE3,

where M is the plaintext, M′ is the Alice’s decrypted
transmitted ciphertext in the third pass, β is the Bob’s
private key, and E3 is Bob’s encrypted ciphertext.

Proof: From Eq. (8), then

M′ − βE3 = E4 − αE1 − βE3,

where E1 is Alic’s encrypted ciphertext, E4 is Bob’s
encrypted transmitted ciphertext in the second pass, α
is Alice’s private keys. Then, from Eq. (7) and Eq. (6),

M′ − βE3 = E2 + γ2B− αE1 − βγ2G2,

where E2 is Alice’s encrypted transmitted ciphertext
in the first pass, γ2 is a random positive integer chosen
by Bob, B is Bob’s public key, and G2 is a point on
the Ep(a, b) selected by Bob. Then, from Eq. (5) and
Eq. (4),

M′ − βE3 = M + γ1A+ γ2B− αγ1G1 − βγ2G2

Since A = αG1, where G1 is a point on the Ep(a, b)
selected by Alice, and B = βG2 are the public keys of
Alice and Bob respectively, then

M′ − βE3 = M + γ1αG1 + γ2βG2 − γ1αG1

− γ2βG2 = M.

where, γ1 is a random positive integer chosen by
Alice.

Results and discussion

Practical example

In this section, the proposed algorithm is discussed
in the example below.

Example 1: Consider the elliptic curve E29(8, 6) :
y2
≡ x3

+ 8x+ 6 (mod29), then, the agreed algorithm
is given as shown in Table 1.
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Fig. 2. The main steps of the proposed algorithm in short.

Fig. 3. The figure shows the proposed ECC algorithm.

Suppose that Alice chooses the point G1 = (11,2)
on E29(8, 6), and α = 5, then

A = αG1 = 5 (11,2) = (3, 12) .

Bob chooses the point G2 = (9,13) on E29(8, 6),
and β = 4, then

B = βG2 = 4 (9,13) = (17, 3) .

Suppose that Alice’s message M = “CRYPTOGRA-
PHY”, then she selects γ1 = 3. From the agreed
algorithm “C” = (13,4), then by Eq. (4) Alice cal-
culates

E1 = γ1G1 = 3 (11,2) = (0, 21) ,

and by Eq. (5)

E2 = M + γ1A = (13,4)+ 3 (3, 12) = (13,4)

+ (17, 26) = (22,19)

Alice sends only E2 = (22,19) to Bob.
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Table 1. The agreed algorithm for the E29(8,6).

A B C D E F G H I J

O∞ (0,8) (22,10) (13,4) (7,12) (17,3) (16,24) (14,7) (19,12) (9,13) (11,2)

K L M N O P Q R S T U
(2,1) (3,17) (6,3) (10,10) (26,10) (26,19) (10,19) (6,26) (3,12) (2,28) (11,27)

V W X Y Z 1 2 3 4
(9,16) (19,17) (14,22) (16,5) (17,26) (7,17) (13,25) (22,19) (0,21)

Table 2. Encrypting and decrypting M by the proposed algorithm.

Encryption by Alice Encryption by Bob Decryption Alice Decryption

The Letters The Point

(First Pass) (Second Pass) (Third Pass) Bob

γ1 E1 E2 γ2 E3 E4 M′ M

C (13,4) 3 (0,21) (22,19) 7 (0,8) (22,10) (14,7) (13,4)
R (6,26) 10 (14,7) (9,16) 5 (10,10) (26,19) (3,17) (6,26)
Y (16,5) 16 (17,3) (3,12) 22 (3,17) (17,3) (2,1) (16,5)
P (26,19) 12 (7,17) (7,17) 11 (16,24) (2,28) (9,13) (26,19)
T (2,28) 4 (9,13) (13,4) 20 (16,5) (11,2) (7,17) (2,28)
O (26,10) 20 (10,10) (19,17) 13 (14,22) (17,26) (6,26) (26,10)
G (14,7) 17 (26,10) (2,28) 13 (14,22) (19,17) (11,2) (14,7)
R (6,26) 21 (14,22) (10,10) 12 (26,10) (3,17) (26,19) (6,26)
A (0,8) 8 (6,26) (22,19) 18 (14,7) (17,26) (22,19) (0,8)
P (26,19) 14 (26,19) (13,4) 6 (19,17) (22,10) (26,10) (26,19)
H (19,12) 9 (13,25) (14,22) 19 (26,19) (17,26) (11,2) (19,12)
Y (16,5) 13 (16,24) (14,22) 17 (22,19) (26,19) (10,19) (16,5)

Table 3. The NIST tests of the proposed algorithm.

#

Si
ze

Fi
le

[K
B]

Test NIST

A
PP

RO
XI

M
A

TE
EN

TR
O

PY

BL
O

CK
FR

EQ
U

EN
CY

CU
M

U
LA

TI
VE

SU
M

S

FF
T

FR
EQ

U
EN

CY

LE
M

PE
L-

ZI
V

CO
M

PR
ES

SI
O

N

LO
N

G
ES

T
RU

N
S

O
F

O
N

ES

N
O

N
PE

RI
O

D
IC

TE
M

PL
A

TE
S

O
VE

RL
A

PP
IN

G
TE

M
PL

A
TE

O
F

A
LL

O
N

ES
T

RU
N

S
TE

ST

SE
RI

A
L

TE
ST

1 128 0.02385 0.502357 0.031457 0.64985 0.01685 0.78776 1 0.51155 1 0.66088 0.69306
2 225 0.3018 0.64985 0.34985 0.42435 0.48185 0.78821 1 0.02675 0.20645 0.85325 0.68272
3 512 0.0244 0.34985 0.77685 0.50645 0.05325 0.38124 1 0.30185 0.64985 0.34985 0.68124

When E2 = (22,19) is received, Bob selects γ2 = 7,
then by Eq. (6) he calculates

E3 = γ2G2 = 7 (9,13) = (0,8)

and by Eq. (7)

E4 = E2 + γ2B = (22,19)+ 7 (17,3) = (22,19)

+ (7,12) = (22,10) .

Then, Bob sends only E4 = (22,10) back to Alice.
Alice now by Eq. (8) decrypts E4 = (22,10) as

M′ = E4 − αE1

= (22,10)− 5 (0,21)

= (22,10)− (17,26)

= (22,10)+ (17,3)

⇒ M′ = (14,7) .

E3 = γ2G2 = 7 (9,13) = (0,8) .

Alice sends M′ = (14,7) to Bob. Then, Bob uses by
using Eq. (9) to decrypt M′ = (14,7) as below.

M′ − βE3 = (14,7)− 4 (0,8)

= (14,7)− (7,12)

= (14,7)+ (7,17)

⇒ M′ − βE3 = (13,4) .



312 BAGHDAD SCIENCE JOURNAL 2026;23(1):306–316

Fig. 4. The NIST tests of the proposed algorithm.

From Table 1, (13,4) is the corresponding value of
the letter “C”. In the same way, the rest of M can be
encoded and decoded, see Table 2.

Statistical tests analysis

Statistical tests20 (NIST) are used to test the ran-
domness of the quality of the outcome sequence of
bits by noting that the value of the threshold of these
tests is 0.01. That is, any value greater than 0.01 is
accepted, while it is rejected if it is less than 0.01.
In the NIST statistical tests, thirteen tests are applied
to test the randomness of arbitrary length bits that
are produced by pseudo-random number generators
to assess the randomness of the proposed algorithm,
see Table 3 and Figs. 4 to 6. All of the tests are applied
and calculated by using a Python program.

The table and the figures above show that the pro-
posed algorithm is better than the classic ECC to get
highly secure data.

The security analysis

In this section, some attacking algorithms,21 which
might attack the proposed algorithm, are discussed.

1. Key Space Attack
The security of the encryption algorithms depends

on the key size and the complexity of the encryption

Fig. 5. The entropy test of the classic and proposed algorithms.

algorithm itself. Generally, when the encryption al-
gorithm is known to the attackers, in this case, then
a big encryption key size is used to make attacking
the key impossible. That is, the EEC becomes harder
to implement with a large encryption key.

The security of the proposed algorithm depends
on the complexity of the algorithm itself rather than
using a big encryption key. Therefore, a suitable
encryption key size can be used, and that leads to a
fast encryption process. Moreover, the proposed al-
gorithm depends on applying the TPP, that is, no key
would be exchanged between Alice and Bob. As the
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Fig. 6. The histogram of the class and the proposed algorithms.

Table 4. The complexity of the proposed algorithm for short texts.

n Number of characters The ECC The proposed algorithm

1 10 2610 2630

2 20 2620 2660

3 30 2630 2690

proposed algorithm has three passes, then the general
complexity of the proposed algorithm is calculated.
As the number of alphabetical letters is 26 letters,
then the general complexity of the standard ECC al-
gorithm for a transmitted text consisting of 10 letters
is 2610, while it is 2630 of the proposed algorithm.
That is, the complexity of the proposed algorithm for
a text is 263k, where k is the length of the transmitted
text, see Table 4 for different numbers of characters.

Thus, the common ECC attacking algorithms, for
instance, the Baby Step Giant Step algorithm, Pol-
lard’s Rho Method, and the Pohlig-Hellman method
cannot be applied to attack the proposed algorithm
since there is no exchanging keys.

For the initial setting of the proposed algorithm for
different values of p, see Table 5.

Ciphertext only attack

The attacker cannot recover the plaintext M even
after knowing the encryption algorithm and the ci-
phertext because the only transmitted cipher from

Alice to Bob is E2, where E2 = M + γ1A. That means,
knowing M requires knowing all of α, γ1 and G1,
which are all kept with Alice secretly.

Furthermore, the attacker cannot get M even after
knowing the transmitted cipher E4, which is the only
transmitted cipher from Bob to Alice, where E4 =

E2 + γ2B because knowing M needs knowing α, γ1,G1
and β, γ2,G2 which are kept secretly with Alice and
Bob respectively.

Also, even knowing the transmitted cipher M′ from
Alice to Bob, the attacker cannot get M because it
needs to know all of α, β,G1,G2, γ1, and γ2 which are
impossible to be revealed.

2. Knowing plaintext attack
This attack is useless because assuming that even

the attacker knows one or more of the pairs of the
plaintext and the ciphertext still the values of α and
β are independently different for the same message.

3. Brute force attack
The used key size in the proposed algorithm is

greater than or equal to 128 bits. Using such a size
of key provides a high level of security. In terms of
security, a key of size 128 bits in the ECC is equivalent
to a key of size 3072 bits in the RSA cryptosystem.
A possible key of size 2128 makes the brute force
impractical even with the advanced computers. Thus
the proposed algorithm is secure against brute-force
attackers.
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Table 5. The initial setting of the proposed algorithm for different values of p.

p Alice Bob Alice Bob

α G1 A β G2 B E1 E2 E3 E4

29 28 (16,24) (6,3) 6 (16,5) (17,26) (19,17) (11,27) (7,17) (13,25)
97 37 (19,24) (67,9) 29 (91,73) (90,76) (3,42) (92,53) (91,24) (74,41)
997 845 (227,634) (197,482) 579 (551,161) (89,647) (481,820) (788,338) (551,161) (201,361)
1321 1279 (1145,1103) (867,1294) 60 (833,975) (989,126) (1106,56) (171,1142) (1124,504) (461,416)
1759 996 (1047,642) (324,171) 421 (543,564) (276,1720) (1688,96) (994,1314) (1426,1554) (932,957)

4. Shor’s Algorithm
Shor’s algorithm can break the ECC by calculating

the Discrete Logarithm Problem (DLP) using a quan-
tum computer. However, Shor’s algorithm cannot be
applied to the proposed algorithm because the pro-
posed algorithm uses the TPP which means there is
no exchanging of the keys in advance between the
parties.

Conclusion

In the proposed algorithm, the only common infor-
mation between the two parties is the EC equation,
Ep(a, b), that is, less public information is shared on
the communication channels. The Diffe-Hellman and
the TPP protocols are unauthenticated channels to
send data because of the man-in-the-middle attack.
Therefore, the data in the proposed algorithm is sent
by an authenticated channel to prevent the data from
being attacked. The transmitted data in the proposed
algorithm is only one single point in each pass com-
pared to two points in the standard ECC. This leads
to a reduction in the transmitting time at each pass.
Statistical tests (NIST) are used to test the randomness
of the quality of the outcome sequence of bits. Ta-
ble 3 shows that the proposed method is highly secure
compared to the standard ECC algorithm. Moreover,
Fig. 3 shows a high randomness of the proposed algo-
rithm as the outcome sequence of different numbers
of characters passes all of the randomness tests. The
entropy test is provided, such that, for the text length
of 1796 letters, the entropy of the original text is
4.32, and the entropy of the encrypted text is 4.63 as
shown in Fig. 5. The histogram test is provided, such
that, the uniform histogram shows the distribution
of letters of the original text and the encrypted text
as shown in Fig. 6. Because the proposed algorithm
has three passes to encrypt and decrypt the text, then
the general complexity of the proposed algorithm is
263k, where k is the length of the transmitted text,
while it is only 26k for the standard ECC algorithm.
The security analysis of the proposed algorithm shows
that it is secure against the common attacks on the
standard ECC. Thus, the proposed algorithm pro-
vides high levels of security to the transmitted data,

less size of transmitting data, and less transmitting
time.
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 ةالثلاثتمريرات خوارزمية تشفير مقترحة تعتمد على استخدام بروتوكول ال

 جيلوتشفير المنحني الإهلي

 

 رفعت زيدان خلف، حمزة بركات حبيب

 قسم علوم الرياضيات، كلية العلوم، جامعة ديالى، ديالى، العراق.

    الملخص

 على جوانب مختلفة من حياتهم اليومية، بما في ذلك تأثير واضح حيث أن له لناساجزءا لا يتجزأ من أنماط حياة مؤخرا أصبح الإنترنت 

في هذا البحث، قمنا بتقديم . زادت الحاجة إلى خوارزميات تشفير فعالة وسريعةا , والى اخره. ونتيجة الى ذلك فقدالتواصلالتعليم ,

 (.ECCتشفير المنحنى الإهليلجي )خوارزمية و الموثوق (TPP) ةثلاثال التمريراتجديدة تعتمد على استخدام بروتوكول تشفير خوارزمية 

يتم بت( في حين  128)نص ذو حجم لتشفير وفك تشفير البيانات  ECC خوارزمية في الخوارزمية المقترحة، يتم استخدامحيث أنه 

، الأعتيادية ECCفي  .بين الطرفين مشاركة المفاتيح الحاجة الى دون عبر قنوات الأتصال من لنقل هذه البيانات TPP بروتوكول استخدام

، والنقطة الأولية، والمفتاح العام، في حين أن المعلومات المنشورة الوحيدة في EC)المنحني الهليجي ) إلى نشر معادلة المستلميحتاج 

ل نصين مشفرين بينما يتم إرسال نص يتم إرسا الأعتيادية ECCخوارزمية  في كذلك فأنه .فقط ECالخوارزمية المقترحة هي معادلة 

اثبات كما تم . في الخوارزمية المقترحة وقت نقل البيانات تقليل يؤدي إلى في كل تمريرة مما مشفر واحد فقط في الخوارزمية المقترحة

لإنتروبيا التقريبية، ا ، مثلاNISTاختبارات حساب تم كذلك  جديدة وبرهانها. قضيةتقديم الخوارزمية المقترحة رياضيا من خلال  عمل

المفتاح المستخدم في الخوارزمية  لإظهار فعالية الطريقة المقترحة. histogramوهكذا, الى جانب اختبارات النتروبيا و وتردد الكتلة، 

حة أن يوضح التحليل الأمني للخوارزمية المقتر بت حتى تكون الخوارزمية فعالة ضد الهجمات. 128أكبر من أو يساوي هو المقترحة 

 وفعالة في نقل البيانات. , سريعة فإن الخوارزمية المقترحة آمنة لذلك الشائعة. ات المهاجمةالخوارزمية آمنة ضد العديد من خوارزمي

الثلاثة. بروتوكول التمريرات ،نظرية الأعداد ،تشفير المنحنى الإهليلجي ،الإهليلجيالمنحني  ،التشفير الكلمات المفتاحية:  
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