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ABSTRACT

This study addresses the role of artificial intelligence in combating cybercrime, as this technology has become part of the modern
and advanced daily lifestyle. Modern artificial intelligence programs help criminals create programs and excel in drawing and
modifying images, facilitating the work of criminals more easily and smoothly. The ability to avoid detection and escape from the
competent authorities. Artificial intelligence is one of the important technologies used in many fields and known skills, the use of
which has developed in recent times in all fields and sectors, and has been used by weak-willed individuals, blackmailers, and hacking
websites, accounts, and other things. Cyber threats are one of the most serious challenges facing the world. The use of modern
technologies and artificial intelligence to combat cybercrimes and enhance information security infrastructure systems constitutes a
heavy burden on the economies of countries due to the large sums and capabilities they require. Investing in information security is
one of the most important priorities of countries, institutions and companies in various countries of the world. Moreover, cybercrimes
and Al crimes are characterized by change and modernization with the advancement of modern technologies, the sophistication of
criminals, and the globalization of crimes. The use of Al poses numerous threats to criminal activity. With the significant
development of Al programs, criminals are developing new techniques for electronic blackmail and camouflage in the field of
organized crime. Therefore, combating cybercrime requires building highly efficient systems to manage information security and
artificial intelligence, make appropriate decisions, and detect espionage, manipulation, and other cybercrimes.
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