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Geographical analysis of cyber extortion crimes in some of the main districts
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Abstract

With the rapid development of technology, cyber extortion has emerged as one of the most prominent threats facing
individuals and societies, with perpetrators exploiting digital platforms to carry out their criminal schemes using
innovative methods. Data from the cities of Al-Dewey, Al-Shattra and Al-Gharraf during 2024 and 2025 reflect the
widespread nature of this phenomenon and the diversity of its methods. The research aims to highlight the
geographical dimension of these crimes, contributing to an understanding of their patterns of spread and their
connection to the spatial and social characteristics of the targeted areas (such as Al-Dawaya, Al-Shatra, and Al-
Gharraf). The methodology used is descriptive and analytical. The most important conclusions reached by the
research are that perpetrators exploit technical vulnerabilities (such as weak digital protection) and psychological
vulnerabilities (such as fear or anxiety) of victims to carry out their crimes. Platforms such as What Sapp, Facebook
Messenger, and Telegram are the most commonly used in committing these crimes due to their ability to send instant
messages and share private content. To combat this phenomenon, an integrated approach combining awareness,
technology, and legislation is necessary. Increasing digital awareness among users about how to protect data and
avoid sharing sensitive information is the first line of defense.

Keywords: . : Geographic analysis, cyber blackmail, social media, Dhi Qar Governorate.
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