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ABSTRACT 

The online payment system is at high risk due to the increasing rates of credit 

card theft. The primary objective is to identify cases of credit card theft by 

analyzing the purchase history of cardholders and categorizing them 

accordingly. These include an increase in the slope of logistics, steep slope, and 

scattered woodlands. The proposed model utilizes tools such as logistic 

regression and random forest as machine learning techniques. Additionally, a 

set of preprocessing techniques is employed, including data balancing using 

SMOTE. After being trained on a large dataset of credit card transactions, the 

model is used to detect trends and anomalies that may indicate fraudulent 

activity, taking into account factors such as transaction amount, location, and 

time of day. We have used artificial minority oversampling to put the data set 

into proper perspective. The two algorithms were applied, yielding 97.34% 

accuracy for Logistic Regression and 99.99% accuracy for Random Forest. The 

accuracy metric is used for performance evaluation. The results indicate a 

promising performance that can enhance credit card security, potentially 

helping to reduce financial losses to victims of fraud. 

1. INTRODUCTION  

Credit cards are plastic tools that contain the name, address, and telephone number of a 

customer, and sometimes a photograph or signature of the customer to facilitate identification. It is 

deducted frequently from the account holder's account to cover the cost of goods and services. 

Modern card readers are ubiquitous and can be found in ATMs, point-of-sale devices, retail 

terminals, online transactions, and banking institutions [1]. The security of the card depends on the 

physical integrity and confidentiality of the cardholder's financial information. Credit card 

companies typically focus their marketing activities on the cardholders. It allows the consumer to 

pay later, on a later date, and pay again in the next invoice [2]. Different types of devices are used to 

collect card data, including point-of-sale (POS) terminals and automated teller machines (ATMs). 

Online and offline purchases are made through the use of credit cards, a common practice that 

occurs daily. They allow for paying without the use of cash, both in-store and online, as well as a buy 

now, pay later option. As the use of credit cards continues to rise, there has been a corresponding 

increase in the rate of fraud associated with these methods [3]. Before applying for a credit card, 

ensure you understand all its features and their functions, Fig. 1. 

 

Figure 1. Credit card symbols and numbers. 
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Credit card fraud is characterized as illicit financial activity conducted by an individual who is 

not the legitimate account holder. The credit card fraud detection technology analyses every card 

transaction to detect fraudulent activities amidst thousands of legitimate purchases [4], [5]. The 

fraud occurs in many areas, including financial institutions, commercial systems and their 

computerized applications, insurance systems, and healthcare systems. Contemporary payment 

technology has led to an increase in online purchases. In 2018, London had an estimated loss of 

844.8 million USD attributable to credit card theft. To mitigate such losses, fraud should either be 

avoided or identified. Many algorithms are used in detecting fraud, and the most effective is the 

artificial neural network. Fraudsters and fraudulent businesses must continually evolve to 

circumvent modern innovations in security systems. Fraud prediction and detection must be 

conducted using accurate methods. An effective approach should be able to detect new fraud before 

it is carried out [6]. To identify instances of credit card fraud, it is necessary to analyze every 

transaction and detect any abnormal activity. It is a significant challenge to identify identity theft 

among numerous genuine transactions. To develop a system that detects fraud, it is necessary to 

understand the rates at which individuals commit fraud. The primary obstacle is to create an 

accurate and dependable methodology [7]. 

In most cases, identity thieves obtain the name of the cardholder, as well as their mailing 

address. With the information bar, duplication of the same would require the cardholder to know 

or cooperate with the bank staff [8]. Internet transactions only require the card number; therefore, 

the burglar does not need the physical card or the cardholder's consent. The fraudster is making 

great efforts to complete all the dealings before the irregularities are realized. Through various tools 

and techniques, fraudsters can access important and sensitive information, posing a potential 

threat, as shown in Fig. 2. 

 

Figure 2. Common potential threats [9] 

Below are some of the credit card frauds: 

• Skimming: This method retrieves the credit card's magnetic strip information by 

inserting the card into a machine. 

• Phishing: Email "traps" pose as legitimate financial institutions and request sensitive 

card information. 

• Card Not Present (CNP) Fraud: This method allows you to make purchases over the 

phone or online without physically presenting your card. 

• Account Takeover: This occurs when an unauthorized individual gains access to private 

information and then uses it for their own benefit. 

• Cards captured during shipment: This occurs when a freshly issued credit card falls into 

the wrong hands. 

• Losing the card: Misplaced cards could put private information at risk if they fall into the 

wrong hands. 

• Fake Websites: It can entice visitors to buy things online after they have established 

trust in the site's legitimacy and provided their credit card information. 
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Theft of credit card information is a real threat. These avenues do not involve the systems used 

to complete credit card transactions. A robust Fraud Prevention System (FPS) would be able to 

maintain control through the use of proactive network security strategies, such as security devices 

and firewalls, as well as non-computational strategies like social awareness. However, prevention 

is not an ultimate guarantee of security since there are several levels of threats [10]. State that the 

second line of defense is the timely detection of these machinations. In the past, a fraud detection 

system (FDS) relied on human auditors to review a sample of transactions to identify the presence 

of fraud. It is impossible to develop and make the system effective. To improve these performance 

measures, algorithms were used to generate automated FDSs. This system shall aim to examine 

every transaction in the event of fraud, regardless of the controls in place. The initial automated 

Financial Decision Systems was based on stipulated basic criteria set by financial gurus. They 

demonstrated an extremely fast detection time when applied to historical data. The need to detect 

credit card fraud operations within a very short time has increased with the number of credit card 

transactions; otherwise, it would result in financial harm to the cardholder, the card issuer, and the 

merchant [11]. 

An advanced calculation system is used to identify suspicious behavior. The level of success of 

anti-fraud measures of a system is directly dependent on the number of criteria, the method of 

classifying them chosen and the type of data input. Consequently, it is impossible to distinguish 

between the genuine and dubious aspects of a transaction. The likelihood of either can be calculated 

through a thorough analysis of previous transactions and fraudulent transactions, as well as the 

patterns they follow. Various methods exist for identifying fraudulent activities, each with its 

advantages and applications. There can be no successful fraud detection strategy without all three 

of these elements: 

• The accuracy of identifying fraudulent transactions should be high, and incorrect ratings 

should be minimal. 

• No legitimate business dealings should ever be labelled as fraudulent. 

• Quick response times and rapid device output are also essential. 

However, remember that, with the advancement of technology, methods of identifying fraud 

are also enhanced. When this trend is maintained, one day, cases of fraud will be detected at an 

extremely sophisticated level. Several methods have evolved, including Machine Learning, Soft 

Computing, Artificial Intelligence, and Data Mining [12]. 

Credit card fraud is a serious issue that causes significant losses for financial institutions and 

individuals. The growing trend of credit card usage on the Internet, particularly in physical stores, 

is a clear indication of the demand for effective systems to detect fraudulent transactions in real-

time. The main purpose of this paper is to develop a machine learning model that can accurately 

predict fraudulent and genuine transactions among a large number of credit card transactions. The 

models also have the capability of identifying outliers or exceptions in the data, which is crucial for 

predicting whether a transaction may be authentic. If overall we have way more true transactions 

than there are phones, our model should handle skewed data properly, regardless of the 

distribution of positives and negatives within the week. Motivation and contributions: This work 

has clear motivations. - Decrease costs over credit card fraud in dollars or reputation (and stimulate 

them) to mitigate? -Predict a potential adoption (or at least make the appearance of what to adopt) 

of practical measures which consequently increase trustworthiness on credit card transactions. 

Among their predominant causes, the following ones need to be highlighted: hackers' attacks are 

becoming increasingly frequent and employing very advanced techniques; even if not sophisticated, 

they are based on statistical observations. 

2. LITERATURE REVIEW 

Backpropagation and artificial neural networks were employed to identify fraudulent credit 

card transactions. Stored data includes purchase times, purchase IDs, and client names. It used 20% 

of the samples as the test set and the remaining 80% as the training set [13]. The method developed 

for real-time data fraud detection achieved a remarkable detection accuracy of 99.96% in extensive 

testing [14]. Seven hybrid machine learning models were recommended to detect fraudulent 
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activity, including Logistic Regression, Decision Tree, Support Vector Machine, Naïve Bayes, and 

Extreme Gradient Boosting. Since conventional machine learning methods have their limitations in 

fraud prediction for credit cards, many hybrid approaches that leverage modern machine learning 

technologies are employed. Adaboost with LGBM yields a very good score of 0.82. However, it is 

worth noting that aggregating different machine learning models does not always result in a 

performance gain. The best model that the data can use to explore this question is the Adaboost + 

LGBM hybrid, with an accuracy of 0.97, as it employs various methods, including Naïve Bayes, 

logistic Regression, multilayer perceptron, and radial basis Function Networks [15]. 

A variety of fraudulent credit card transaction detection methods is evaluated using data from 

European credit cardholders in the Kaggle repository. The results revealed that Random Forest (RF) 

outperformed other typical choices. Since Personal data is volatile, studying and developing 

algorithms with real-life data are challenging. Use the LR, KNN, and NB classifiers to predict repeat 

offenders for credit card fraud. The information pertains to approximately 284,807 individual 

transactions made by cards across Europe. All approaches were applied to all types, whether 

processed or raw data. From experiments, we realized that three classifiers, Naïve Bayes (97.92%), 

K-Nearest Neighbors (97.69%), and Logistic Regression (54.8%), all performed well for the same 

model decisions [16]. 

A new method was designed to enhance the effectiveness of the SVM algorithm in card 

recognition. The success of the SVM method greatly depends on input parameters and training data. 

A combination of ensemble methods and the Least Squares Support Vector Machine (LS-SVM) has 

been applied to forecast cards with monthly delayed payments [17]. The process was used to 

analyze financial data collected from the UCI Taiwanese dataset. The Logistic Regression (LR), Naïve 

Bayes (NB), and the eleventh version of K-Nearest Neighbors (KNN) are examples of machine 

learning approaches. The resultant number is the outcome of the two databases. The credit card 

recognition algorithm is based on data obtained from the European Kaggle repository. The sample 

consisted of 284,807 cases. Compared to Naïve Bayes classifiers, the accuracy of the Logistic 

Regression classifiers was 97.09%. 

The authors' work was largely focused on intrusion detection in cybersecurity [18]. They were 

trained on a very sensitive data set. The classifications of this database could be beneficial to 

hackers. Their skills in detecting cyberattacks were enhanced with the use of a random forest 

technique. Scholars have utilized machine learning algorithms, including Logistic Regression (LR), 

Decision Tree (DT), and Random Forest (RF), to combat fraud. The paper utilized records of credit 

card transactions compiled by financial institutions across Europe. The dataset is a Kaggle dataset 

comprising 284,808 transactions of credit cards, encompassing a diverse range of both online and 

in-store purchases. The accuracy of the LR classifier was 90%, while the DT classifier achieved 

94.33% and the RF classifier achieved 95.53%. Compared to LR and DT, the RF classifier is better. 

3. METHODOLOGY 

3.1. Machine Learning 

The term "Machine Learning" was first coined in 1959 by Arthur Samuel. Pattern classification 

was the main machine learning application in the 1960s [16]. Machine learning (ML) is a subfield of 

computer science and artificial intelligence that focuses on creating models and algorithms enabling 

computers to learn autonomously or make predictions or decisions without human intervention. 

The activities of machine learning encompass the preparation and collection of data, the selection 

and application of techniques, and the development of models that can be used for forecasting or 

decision-making. Most of the attention is concentrated on a given task. Estimates, forecasts, 

recommendations, and similar concepts can be essential to this work or issue. The level of an 

individual's experience determines their ability to foresee and solve future problems by applying 

the lessons learned from past experiences. The performance of a machine determines its ability to 

respond to issues or tasks related to machine learning and produce the best results [18]. Machine 

learning encompasses both supervised and unsupervised learning principles. Such tactics employ 

mathematical and statistical methods to extract information from vast amounts of data. Some of the 

key machine learning concepts include feature engineering, data preparation, validation, 



 

Harith Safwan Ezzulddin., A Credit Card Fraud Detection Model Using Machine Learning... 

18 

regularization, and hyperparameter optimization. Machine learning (ML) Involves Supervised 

learning, where labels or datasets are used to train algorithms to classify data accurately or predict 

results. The primary objective is to develop a model that can accurately forecast output based on 

the given input data. The acquired information may be used for testing or training purposes. The 

training data can also be used to build a function that can then be applied to the test data to perform 

classification and prediction. Classification in machine learning primarily aims to determine the 

class label of an input sample given a set of training samples whose labels are known. The 

classification aim is to have a decision boundary that defines the classes of the input feature space 

[19]. Many fields rely on classification, including the social sciences, marketing, medicine, and 

finance. Some tasks that involve classification include sentiment analysis, customer churn 

prediction, credit risk assessment, and disease diagnosis [19].  

3.2. Artificial Intelligence (AI) 

Research on artificial intelligence aims to develop systems and algorithms that can simulate 

human thought processes. The sphere of artificial intelligence encompasses computers that can 

think logically, as well as those that can think and act like humans by using language. The primary 

aim of artificial intelligence studies is to develop a machine that can perform cognitive and decision-

making processes commonly associated with human beings. Even though AI is an effective tool for 

analyzing data and making corporate decisions, it will never completely replace people. Artificial 

intelligence refers to highly automated systems that can reason and respond to environmental 

stimuli independently. One such case is a robot that can sense its surroundings and execute motion 

instructions. Data analysis and scenario analysis are utilized in various fields to inform decisions. In 

both cases, artificial intelligence is discovering new applications due to advancements in science 

and technology. Intelligence is defined across numerous distinct categories. Linguistic intelligence 

pertains to the utilization of language, encompassing proficiency in multiple languages and 

comprehension of linguistic symbols. Social intelligence involves navigating complex social 

scenarios. General intelligence relates to cognitive capabilities and problem-solving skills. Broad 

intelligence refers to the ability to maintain one's surroundings in an orderly manner. Intelligence 

is characterized by the ability to acquire new information in response to environmental stimuli, 

innovative problem-solving, and creative thinking.  

3.3. Random Forest.  

To circumvent the drawbacks of a single decision tree, random forest employs a training 

dataset and selects features at random from each tree [8]. Credit card fraud committed both online 

and in person has been uncovered using this technique. Random forest had good precision. Data 

inconsistency is a significant issue for classifiers that have been examined and addressed from 

various perspectives. Trifecta of problems: oversampling, under sampling, and artificially created 

minorities. A System of excessive sampling: if we discard papers that could help our classifier build 

an accurate model, we might lose a lot of useful information. Interpolating between existing 

instances of the same class is proposed as a method for generating new outliers. These methods 

have also been successfully applied to the fight against credit card fraud; Combining random forest 

(RF) and rough set theory (RST) is effective in fraud detection. To improve classification results, RF 

can be used to rank attributes in order of importance. It is a powerful ensemble learning method for 

random forest classification, Regression, and other machine learning tasks. It works by combining 

multiple decision trees, with each tree being trained on a randomly selected subset of features and 

data samples [20]. 

3.4. Logistic Regression 

It is a popular statistical tool for scenarios that require a binary yes-or-no response. To 

ascertain the likelihood of a binary response variable contingent upon one or more predictor 

variables, logistic Regression, a generalized linear model, can be employed: 

• A linear combination of predictor variables is computed, weighted by a set of coefficients. 

• The linear combination is transformed using a logistic function to produce a predicted 

probability of the binary response variable. 
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• The predicted probabilities are thresholder to make binary predictions. 

The logistic function is defined as.[21]. 

 

Figure 3. Logistic Regression: Sigmoid Function 

Where z is the linear function of predictor variables and coefficients, the logistic regression 

structure [22] is presented in Fig. 4. 

 

Figure 4. Logistic regression structure. 

Logistic Regression is constructed by finding coefficients that reduce the distance between the 

model-generated probabilities and the true binary response values in the training data. Common 

methods for accomplishing this include maximum likelihood estimation and gradient descent 

optimization [23]. Various applications of logistic Regression are found in medicine, finance, and 

social sciences. It is widely used in risk analysis, decision-making and predictive modelling [24], 

[25]. 

4. RESEARCH DESIGN 

To protect credit card users against financial losses and maintain financial system stability, it 

is crucial to detect credit card fraud promptly and effectively. We offer a sophisticated system based 

on Python and a variety of methods, including Logistic Regression (LR) and Random Forest (RF), to 

identify fraudulent credit card transactions. The proposed system comprises four main functions: 

data collection, data processing, algorithmic classification, and transaction fraud detection. 

When credit card transactions are being processed, several attributes are recorded, including 

amount, date, merchant, and user information. Data preparation includes imputing missing data 

and sanitizing the data after it was collected. We have analyzed the format of the data, and it is ready 

to be processed further. The support vector machine, random forest, logistic Regression, and other 

machine learning methods are used to classify. Their skill in recognizing patterns and exceptions in 

large and potentially complex data sets influenced their choice. All the algorithms are trained to 

detect trends in processed data, including valid and suspicious activity. One way to determine 

whether a transaction is legitimate is through the use of trained models to classify it as either 
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fraudulent or not. To categorize the transaction features, we contrast them with the patterns 

discovered during training. The suggested strategy uses a rigorous evaluation of the transaction to 

determine the possibility of fraud. To estimate the effectiveness of the proposed approach, we will 

utilize datasets of real credit card transactions. To evaluate the detection efficacy of each method, 

performance measures will include F1-score, recall, accuracy, and precision. By comparing the 

numerous algorithms, we can determine the most effective one that has been tested to be the best 

in detecting credit card fraud cases, Fig. 5. 

 

Figure 5. Proposed credit card fraud system structure 

4.1. Dataset Description 

The dataset can be downloaded from the Kaggle website. A significant difference appears in 

the dataset. The components of Payment Card Assurance (PCA) are only derived from conversion-

based numerical input variables. We are unable to offer the original functionality due to privacy 

concerns. Twenty-eight of the thirty features were derived by principal component analysis (PCA), 

which facilitated dimensionality reduction and the consolidation of several original variables into a 

more compact set of feature variants. Features V1, V2,..., V28 are the principal components derived 

from principal component analysis (PCA); the sole attributes that remain untransformed by PCA 

are time and quantity. The time feature encompasses the duration in seconds that has transpired 

from the initial transaction in the dataset to each following transaction. A characteristic termed 

'amount' is employed in dependent cost-sensitive learning to denote the value of a transaction.    In 

the absence of fraud, the categorical feature response variable is assigned a value of 0; nevertheless, 

upon detection of fraud, it is assigned a value of 1. Data preprocessing is the first step after collecting 

data and is performed according to the following steps. 

4.2. Data cleaning 

One critical step when working on credit card data analysis and modelling is data cleaning. It 

covers Missing Values, Outlier treatment, Duplicate entries, and data consistency. Here are some of 

the normal activities I would need to perform on a credit card dataset. Data cleaning is an essential 

step in the analysis and modelling of credit card data. It includes treatment for missing values, 

outliers, duplicates, and ensuring data consistency. 
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4.3. Data splitting 

It will utilize a traditional data-splitting schema, in which 70% of the available credit card data 

is designated as training data and 30% as testing data. This also ensures that a large sample size is 

allocated for model learning, and another one is reserved for model testing on out-of-sample data. 

Model training and validation need to be balanced, so this approach of data splitting is also 

acceptable. 

4.4.  Balancing data 

To address the problem of class imbalance in the credit card data, the proposed solution 

incorporates the Synthetic Minority Over-sampling Technique (SMOTE). Class imbalance occurs 

when the number of instances of different classes is significantly disproportionate. The cases of the 

prevailing group correspond to legal transactions, whereas the cases of the minor group represent 

instances of fraud. Algorithms in machine learning can be biased when they are not able to give due 

consideration to the minority classes, because of the imbalance in classes. SMOTE is a useful 

mechanism for dealing with class imbalance in resampling. SMOTE aims to increase the 

representation of the minority group in the dataset by artificially creating additional instances [26]. 

The method will enable a more balanced sample allocation across classes, thereby increasing the 

ability of machine learning algorithms to recognize patterns in minority groups within classes and 

enhancing the discriminative potential of the model. The SMOTE algorithm has several steps. A 

minority case is selected randomly to initiate the development of fake cases. The closest neighbors 

of an instance are determined by a user-defined parameter, which specifies the number of 

neighbors to be examined. The synthetic samples are created by interpolating the feature values 

between the chosen instance and its closest neighbors. With the adoption of this method, SMOTE 

has the potential to mitigate the negative effects of class imbalance and enhance the representation 

of the minority class. SMOTE does not require the entire dataset; it only needs to be applied to the 

training sets. This division facilitates a critical evaluation of the model in terms of its generalizability 

to other untested data, as the test samples in this case are not contaminated with false positive 

results. 

Moreover, to avoid overfitting, it is better to create random samples rather than simply 

duplicating them. The precision and reliability of fraud detection will also be improved with the 

proposed approach, which includes SMOTE to address the issue of unbalanced classes in the credit 

card study. One technique that can be used to improve the reporting of fraudulent transactions is 

resampling, which more effectively balances the minority class in the sample. This is to neutralize 

bias towards the majority class in general learning. The classification of the datasets before and 

after applying SMOTE is presented in Table 1. 

Table 1. The comparison between the dataset before and after using SMOTE 

Class Out Number of records before SMOT Number of records after SMOT 

0 valid 284807 284315 

1 Fraud 492 284315 

4.5.  Classification 

The suggested method identifies fraudulent transactions by integrating a classification 

strategy with various machine learning methods.    Four algorithms—Random Forest, XGBoost, 

Logistic Regression, and Decision Tree—are employed for their proven efficacy in fraud detection 

applications. Each algorithm is instructed to utilize the preprocessed dataset to identify the 

characteristics and patterns that differentiate genuine transactions from fraudulent ones. To assess 

the legitimacy of new, unexamined credit card transactions, the system utilizes trained 

categorization models. The models utilize established patterns and characteristics to assign 

probability for classifying transactions as legal or fraudulent.    A threshold can be established to 

ascertain the requisite level of certainty for reporting a transaction as fraudulent. 
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5. RESULTS AND DISCUSSIONS 

The correlation of data in the proposed system refers to the study of the correlations between 

different variables or attributes in the data. With its help, it is better to understand the direction 

and the strength of a linear relationship between two variables. Knowing data correlation is critical 

in the selection of features, the identification of redundant variables, and understanding the 

linkages that enable the detection of fraud. One of the tools that is commonly used in the proposed 

system to examine the correlation between two variables is the correlation coefficient in the form 

of a table about the correlation coefficient between the two variables; the correlation coefficients of 

-1, 1, and 0 indicate very strong negative, very strong positive and no correlation between the two 

variables, respectively, Fig. 6. 

 

Figure 6. The correlation matrix for the proposed system features. 

Analyzing the correlation matrix provides insights into the interrelationships among various 

elements in the dataset. Variables with high positive or negative correlations may indicate strong 

associations or dependencies. These correlations can help identify prospective traits that are 

significantly associated with fraudulent transactions or variables that exhibit high correlation with 

one another. 

5.1. Dataset Collection and Preprocessing Results 

The dataset after collection is described in Fig. 7. 

 

Figure 7. Sample of the dataset. 

The suggested approach uses the Synthetic Minority Over-sampling Technique (SMOTE) to 

balance the unequal distribution of the classes in the credit card data. Inequality between 

socioeconomic classes arises when there is a substantial dissimilarity in the occurrence of events. 

Here, the minority group is an epitome of unethical conduct, while the majority serves as a model 

of integrity. If the machine learning algorithms fail to identify the minority classes effectively due to 

class imbalance, bias may be introduced. The second step of phase 2 involves correcting missing 

values and removing outliers from the data. In the Synthetic Minority Over-sampling Technique 
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(SMOTE), a 30% portion of the data is used for testing, and 70% is used for training. The inclusion 

of SMOTE in the proposed methodology represents a significant modification to the dataset 

distribution, particularly when distinguishing between genuine and fraudulent information. To 

redistribute the data, SMOTE uses the available data to overrepresent the cases of the 

underrepresented group (fraudulent transactions). The data in Fig. 8 and Fig. 9 illustrate the data 

distribution before and after applying the SMOTE technique, respectively. 

 

Figure 8. The data distribution before using SMOTE 

Before the use of the SMOTE dataset, the dataset could have been characterized by a very high 

level of class imbalance, with only a limited number of fraudulent transactions against the valid 

transactions. This imbalance may have adverse effects on the performance of classification 

algorithms, as they can be biased towards the majority class. Nevertheless, with the implementation 

of SMOTE, the data will become more balanced, and the rate of fraudulent transactions is expected 

to decrease. 

 

Figure 9. The data distribution after STMOE 
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The results of the distribution of fraud after balancing are shown in Fig. 10, and the distribution 

of valid data is shown in Fig. 11. 

 

Figure 10. The results of the distribution of fraud data 

The SMOTE technique generates synthetic instances of the minority class by interpolating 

between neighboring cases. As a result, the distribution of fraud data is expanded, with new cases 

being added to represent different fraud patterns. This augmentation helps improve the learning 

capacity of the classification algorithms and enhances their ability to identify various types of 

fraudulent transactions. 

 

Figure 11. Distribution of valid data 
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Although the primary purpose of SMOTE is to maintain a balance for the minority group, it can 

also influence the distribution of valid information. The process of interpolation may produce 

minute variations in the distribution of the majority class instances. The impact on valid data 

distribution, however, is not as significant as the drastic changes that occur in the fraudulent data 

distribution. The rebalanced dataset, with a more equal representation of fraud and legitimate data, 

enables classification models to learn from a larger set of examples and enhance their ability to 

distinguish between fraudulent and legitimate transactions. This, consequently, improves the 

precision and efficiency of the suggested system in detecting fraud within credit card systems. 

5.2. The Classification Results  

The outcomes of the algorithms' operation in the proposed system for identifying credit card 

fraud provide valuable insights into the efficiency of the specified approach. To establish the quality 

of the system for identifying legitimate and fraudulent transactions, several outcomes are 

necessary. The outcomes of implementing the techniques suggested by the system are as follows. 

One of the most notable features of the Random Forest algorithm is its ability to work with 

complex data and effectively uncover correlations that cannot be discovered through linear 

methods. The results indicate that the RF algorithm was an effective classifier of credit card 

transactions, exhibiting low recall, high precision, and an F1 score. The confusion table for the 

random forest method is represented in Fig. 12 and Fig. 13. 

 

Figure 12. The confusion matrix of using the RF algorithm for the proposed system 

 

Figure 13. The evaluation results for RF 

Logistic Regression is a widely used linear model that estimates the probability of a binary 

outcome. The results indicate that LR achieved satisfactory performance in classifying credit card 

transactions, with reasonably high accuracy, precision, recall, and F1 score. While LR may not 

capture complex, nonlinear relationships as effectively as other algorithms, it provides 
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interpretable coefficients and is computationally efficient, Fig. 14 and Fig. 15. 

 

Figure 14. The confusion matrix of using the Logistic Regression algorithm for the proposed system 

 

Figure 15. The evaluation results for Logistic Regression 

6. CONCLUSION 

 Our initiative, titled "Designing and Building a Credit Card Fraud Detection Model Using 

Machine Learning," aimed to develop techniques for identifying fraudulent activities and mitigating 

financial losses. Numerous methods utilizing supervised learning are employed; two examples are 

Logistic Regression (with 97.34% accuracy) and Random Forest (with 99.99% accuracy). To assess 

different methodologies, we adhere to the original dataset. We have utilized sampling and 

oversampling methods due to the significant imbalance in our dataset. Finally, if the RF system could 

identify online fraud more effectively and correctly than any alternative, forecasts would be 

significantly enhanced. Findings indicate that bigger sample sizes and a more even distribution of 

workers enhance the efficacy of our model training. Oversampling may be the most suitable 

sampling strategy when conventional information needs to be preserved in a real-world 

environment. 
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