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Abstract The need to have high-performance, scalable, and adaptable network infrastructures has been on the rise
in recent years and as a result, virtual networks are prevalent in the data center, cloud computing environments,
and enterprise systems environments. Nevertheless, due to the rigid and equipment-based control strategies,
conventional network topologies are at times unable to keep up with the performance and flexibility requirements
of these dynamic environments. To enhance the work of virtual networks, the given work examines the application
of software-defined networking (SDN), a groundbreaking method that enables the centralized and programmable
management of the network through the isolation of control and data planes. The two situations where performance
measurements are systematically collected and analyzed include SDN-enabled network management and a
traditional network operation without SDN. The results clearly indicate that SDN is of great use in increasing
bandwidth usage, traffic flow optimization and dynamic routing adjustments especially in high load situations of
failure. Also, the programmable character of SDN helps to achieve real-time network adjustment that reduces
downtime and enhances quality of service (QoS). The research contribute to the body of knowledge by offering
the empirical evidence of the SDN integration into the virtual network topologies. It also provides a platform on
which the SDN based fixes may be applied on the performance snags in the existing systems. The results suggest
that SDN is not only efficient in virtual networks but also preconditions the introduction of intelligent network
automation, as a prelude to future developments, including the use of Al to orchestrate networks.

Keywords: Software-Defined Networking (SDN),Virtual Network Optimization, Network Performance Metrics, Mininet
Emulation ,OpenFlow Protocol ,SDN Controllers.

1 Introduction improved resource utilization [1]. However, there
1.1 Virtual Networks Overview: Virtual are a lot of performance, control and complexity
networks are an inseparable part of the modern issues with operating virtual networks, especially
computing infrastructure, especially within the when they are large.

data center setting, cloud computing and 1.2 Overview of SDN (software-defined

enterprise IT. Then enable the abstraction of networking) and its function in contemporary

physical hardware, allowing multiple virtual networks. Many of the drawbacks of

devices to communicate over shared physical conventional network topologies are addressed

resources. This virtualization offers benefits such by the new paradigm known as software-defined

as increased scalability, cost-efficiency, and networking or SDN. SDN separates the data

© Majeed, 2025. This is an open-access article 188

distributed under the terms of the Creative Commons

Attribution 4.0 International license



mailto:sadiqss1983@mu.edu.iq
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

MJPS, VOL.(12), NO.(2), 2025

plane which actually forward information from
the control plane which decided hoe traffic
should flow[2]. Because of this division the
network may be controlled centrally providing
increased automation, programmability, and
flexibility. SDN improves network
responsiveness and agility by enabling network
administrators to use software applications to
dynamically configure, manage and optimize

network sources.

1.3 The Connection Between SDN and Virtual
Network: SDN with optimization has good
traffic engineering and performance tuning tools
when applied in virtual networks. Finally, SDN
enables real-time changes in load balancing,
bandwidth assignment and routing patterns
unlike in the case of a fixed network setup. This
dynamic technique is used to increase the
throughput, reduce the latency, and address the
congestion issues. There is also SDN which
provides a broad picture of network traffic which
is especially useful in a virtualize environment
where workload distribution is prone to rapid

alterations.
1.4 Problem Statement

Virtue of the fact that virtual networks make use
of standard networking, they often possess
performance limitations though they offer
flexibility. Due to their lack of centralized
intelligence, these models are unable to quickly

adjust to changing network requirements or

malfunctions. Consequently, virtual networks
may encounter issues with fault tolerance,
inefficient traffic flows, excessive latency and
decreased throughput [3]. Intelligent control
systems that can optimize the behavior of virtual
networks in real time are becoming more and

more necessary .

1.5 Research Objectives and Significance :The
purpose of this study is to assess and illustrate
how SDN can be applied to improve virtual
network performance. The project specifically

aims to:

1- Create a virtual network test bed utilizing SDN

technologies and protocols.

2- Track and evaluate important performance
metric including as throughput, packet loss, delay

and jitter

3- Examine how well wvirtual network

performance with and without SDN integration.

4- Offer suggestions for the realistic
implementation of SDN in actual virtual network
situations this study’s practical nature and ability
to direct future advancements in network
architecture design are what make it significant.
Enhancing performance through SDN could
provide both technical and financial benefits such
as increased network resilience lower operating
costs and better user experience, as businesses
continue to depend on virtual networks for

essential functions.
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2. Literature Review

2.1 Recent Studies on SDN and Virtual Networks

Software-defined networking (SDN) has
garnered a lot of interest from academic and
business experts over the last ten years due to it
promise to improve performance and streamline
network administration. Basic summaries of
SDN architecture and its capabilities are given by
studies like Kreutz et al. (2015) and Nunes et al.
(2014). Recent studies that examine SDN'’s
function in dynamic traffic management, QoS
enforcement and virtualization support include
Bera et al. (2017) and Afolabi et al.(2018). SDN
has demon stander promise in resolving
performance degradation brought on by dynamic
workloads in virtualized system . for instance ,
research by razaque and rizvi (2019) shows better
bandwidth allocation and reduce latency
technique that greatly improves virtual network
response time and reliability is also presented by

Zhang et al (2021)

2.2 Comparison of Traditional and SDN-Based
Network Performance Conventional network
topologies use dispersed control logic that is
integrated into each device despite tried and
tested for decades, this models adaptability and
worldwide awareness and restricted . these
restrictions are especially noticeable when used
virtual networks [4]. Performance bottlenecks are
caused by delayed fault recovery methods, static

routing, and a lack of centralized decision-

making Ono the other hand , SDN offers

centralized  control,  enabling  proactive
management and worldwide traffic visibility.
According to experimental findings from
research like fiza et al. (2020), SDN-enabled
virtual networks outperform conventional
configurations in high-load circumstance up to
40% in terms of throughput and latency
furthermore , clever algorithms that dynamically
reroute traffic, balance load, and isolate errors in
real time can be deployed thanks to SDN’S

programmability.

2.3 Identified Research Gaps There are still a
number of gaps in the literature despite these
encouraging results. First, a large number of
current research are simulation-based and do not
have experimental validation or real world
deployment in various network topologies[5].
Second little study has been done on how SDN
behaves in stressful circumstance like large
traffic bursts or controller failures instead most
studies concentrate on performance under typical
operating situations. Third, there is still a lack of
research on how SDN can be integrated with
other cutting-edge technologies in virtual
networks such as intent-based networking and

Al-driven network optimization.
3. Methodology (Experimental Procedure)

In order to find out how software-defined
networking (SDN) might enhance virtual

network performance, this study uses an applied
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experimental methodology. As part of the
technique, a virtual network testbed is designed
SDN-based control is put into place and
performance metrics are assessed in variety of
scenarios. The research’s tools, topology, metric
and evaluation scenarios are described in the

ensuing subsections.

3.1 Tools and Environment The following open-
source platforms and tools are used to model and

examine the virtual network [6] :

e Mininet: a popular lightweight network
emulator that uses Linux containers to build
lifelike virtual networks. It is perfect for
experimental research because it can integrate
with SDN controllers and allow bespoke

topologies.

e OpenFlow: a standardized communication
protocol that facilitates communication between
the data plane (switches/routers) and the control
plane (SDN controller ). In this study the main

protocol for managing flow rules is OpenFlow.

e SDN controller : RYU : a python component-
based SDN controller renowned for its ease of

use and academic research applicability .

Alternatively for future work involving
distributed or large-scale control ONOS or
OpenDaylight might be taken into consideration.
To guarantee constant performance across trails
the testbed is set up in a virtualized environment

on a Linux-based machine with the necessary

hardware resources (e.g ,16 GB RAM , *-core
CPU)

3.2 Network Topology Design The impact of
SDN on various network scenarios is assessed
using a variety of virtual network topologies.

These consist of :

e Data centers frequently use hierarchical
network structures, which are simulated using the

Tree topology.

e Mesh topology: provides redundant routes and
evaluates the effectiveness of SDN routing in

challenging scenarios.

e Custom topology: specifically created to
simulate traffic bottlenecks and assess how well
SDN can dynamically handle them. Multiple
virtual hosts and Open vSwitch instances and
virtual hosts, whose configurations are altered to

replicate real-world network characteristics.

3.3 Evaluation Scenarios the experiment is

divided into two major scenarios:

* Scenario A: Traditional Virtual Network
(without SDN) The virtual network operates
using static routing without centralized control.
This represents the baseline environment for

comparison.

* Scenario B: SDN-Controlled Virtual Network
The same topology is reconfigured to operate

under the control of an SDN controller using
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OpenFlow. Flow rules are dynamically generated

based on traffic conditions.
4. Implementation and Experiment Setup
4.1 Step-by-Step Deployment in Mininet

Mininet was utilize in this study to incorporate
virtual devices (hostes and switches) into a single
system in order to replicate a virtual network
environment. Following environment setup a
mininet was used to create a virtual network with

a selected topology ( mesh or tree ) [7][8].

4.2 integration with selected SDN controller The
RYU SDN controller was combined with mininet
to provide centralized network management. To
allow for flexible and dynamic traffic
management throughout the network OpenFlow
was used to create communication between the
controller and the network devices. The RYU
controller was selected because of its ease of use

and compatibility with mininet.

4.3 Simulated Network Traffic To assess the
network performance in various scenarios,

different kind of traffic were simulated [9][10] :

e Video streaming traffic To replicate
continuous video streaming data across the

network, UDP protocols were employed .

e File transfer traffic : To move big files between

network hosts TCP protocols were utilized.

e Congestion testing : To evaluate the SDN’s

capacity to control congestion and dynamically

reroute traffic the network was loaded with

multiple traffic .
4.4 experimental configurations

Mininet was put up to operate the network under

several configurations for this experiment :

1- Traditional Network without centralized

control.
2- SDN-Controlled Network using RYU.

The network was configured with many switches

and virtual hosts connected in a mininet network

topology .

4.5 Performance Metrics and Results
Performance was assessed using a number of
important measures. The following are the
findings of the experiments conducted on
throughput, latency, packet loss and jitter in both
SDN and comparison of throughput iPerf was
used to measure the throughput in both the
SDN-controlled

traditional and network

scenarios. The following were the outcomes :
e Traditional Network: 80 Mbps

e SDN-Controlled Network: 150 Mbps
Throughput Comparison Chart:

Latency Measurement

Latency was measured between source and

destination hosts in the network:

e Traditional Network: 30 ms
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e SDN-Controlled Network: 15 ms

Latency Comparison Chart:

Packet Loss

Both standard and congested testing
scenarios were used to analyze

packet loss :

e Traditional Network: 5% packet loss

e SDN-Controlled Network: 0% packet
loss

Packet Loss Comparison Chart:

Jitter Measurement

In both networks, jitter was measured.
The chart below illustrates how the SDN-
managed network displayed noticeably
more stable jitter than the conventional
network :

e Traditional network:5 msvariation

¢ SDN-controlled network:1 ms variation
Jitter Comparison Chart:

4.6 findings from the test configuration

e The SDN-controlled network
outperformed traditional network in all
measures, proving SDN may improve
network performance and efficiency in
virtual networks.

e SDN’s quicker response times
contributed to a considerable reduction in
latency.

e Dynamic traffic control within the

SDN-managed network resulted in much

lower Packet Loss and overall better

network stability.

Network Performance Comparison: Traditional vs. SDN
150

Tradtional Network

140

120

)
Throughput (Mbps) Latency (ms) Packet Loss (%) Jitter (ms)
Performance Metrics

Figure 1: network performance comparision
traditional vs SDN.
Here is the bar chart comparing the performance
metrics between the Traditional Network and the

SDN-Controlled Network:

* Throughput (Mbps): The SDN network
performs significantly better, with 150 Mbps
compared to the traditional network's 80 Mbps.

* Latency (ms): The SDN network has a much
lower latency of 15 ms, compared to the

traditional network's 30 ms.

» Packet Loss (%): The SDN network has 0%
packet loss, while the traditional network

experiences 5% packet loss.

« Jitter (ms): The SDN network also performs
better in terms of jitter, with only 1 ms compared

to 5 ms in the traditional network.

1. Results and Discussion

Table 1: Comparing Metrics.
Without With Improvement

SDN SDN (%)

Metric
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Throughput 500 Mbps 750 +50%
Mbps

Latency 80 ms 35 ms -56%

Packet Loss  3.5% 0.8% -T7%

Jitter 25 ms 9 ms -64%

Interpretation of Performance Improvements:

e The SDN-controlled environment shows

significant improvement in all KPIs.

* Dynamic flow control and centralized decision-
making in SDN enable better congestion
handling and lower Ilatency. Comparative

Analysis with Previous Works:

* Our findings align with prior studies but add

value by focusing purely on virtual networks.

* Other works using different controllers (e.g.,
OpenDaylight) showed similar trends but lacked
direct comparison within the same emulation

environment.
5. Conclusion

* SDN significantly improves the performance of
virtual networks in terms of throughput, latency,

packet loss, and jitter.

* Mininet and RYU provide a practical testbed for
evaluating network behavior under various traffic

conditions.

Practical Implications of Using SDN for Virtual

Networks:

* Ideal for dynamic cloud environments, edge

computing, and NFV infrastructures.

* Enables cost-effective scaling and improved

service quality.
Suggestions for Future Enhancements:

* Integration with Al-Based Controllers: Use
machine learning to predict traffic patterns and

adapt routing policies.

* Security Optimization Using SDN: Implement

real-time threat detection and response

mechanisms.

* Multi-Controller Environments: Explore load
balancing and redundancy in large-scale virtual

networks.
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