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Abstract

In light of the rapid development of artificial intelligence technologies, individual data
has become the fuel for these technologies, of which deep fakes are among the most
dangerous. This is achieved by creating fabricated content that mimics reality with
extreme accuracy, making it difficult for many to distinguish between what is real and
what is fake. This causes significant harm to individuals, including defamation,
blackmail, and fraud, which then extends to society as a whole, undermining societal trust
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in digital identity. In light of these threats, deep fakes have become an existential
violation of personal data. Through them, technical networks are exploited to violate
privacy through fake content that distorts facts. In the face of these challenges,
administrative protection of this data from the dangers of deep fakes has emerged as a
legal necessity. This approach combines strict legislation and the establishment of
specialized institutions to protect data, while adhering to technical oversight on the one
hand and imposing penalties by administrative authorities to ensure compliance and
adherence to protection laws on the other. This embodies the principle of shared
responsibility for protecting personal data among relevant authorities, including
governments and institutions, to include individuals by spreading a culture of awareness.
And media literacy and education on how to protect their personal data. Through this
study, we shed light on administrative protection mechanisms that combine objective and
procedural frameworks in order to bridge the gap between the digital revolution and the
individual’s right to protect his personal data.
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