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Adaptive  threshold; ~ Anomaly | n addition to the growing use of digital services, brute force accesses are now popular
detection; Behavioral analysis: | ways of breaching the security of the information and integrity of the system.
Brute force Attack; cybersecurity | pra gitional detection systems, such as simple threshold-based systems, have a large
false positive rate and will not react to legitimate user behavior, particularly to low-
rate stealthy attacks. The paper proposes an intelligent and dynamic brute force login
attempt identification system that is composed of behavioral analytics, machine
learning (Isolation Forest and LSTM), and adaptive thresholding. As experimental
results on synthetic and real authentication log datasets show, the proposed
framework works: In synthetic datasets (60 attacks injected), the hybrid framework
was able to identify all attacks with Recall = 1.0, Precision = 0.92 and F1-Score =
0.96, with a larger decrease in false positives than the approaches of using only static
thresholds. The model obtained Recall = 1.0, Precision = 0.92 and F1-Score = 0.96
on 10,000-login attempt logs with 34 known attacks and high-frequency and low-rate
stealthy attacks. Overfitting was also prevented using cross-validation, feature
normalization, and dropout of LSTM, and early stopping and strong generalization
was demonstrated to unseen data. The proposed framework contributes an efficient,
scalable, and context-sensitive framework for the real-time detection of brute force
attacks, and it demonstrates a significant enhancement over the traditional techniques
and a foundation for an intelligent system in intrusion detection in the future.
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1. INTRODUCTION

The cybersecurity threats have been enhanced, and following the fast-growing nature of the digital services and
internet-associated systems, they have become sophisticated and strong. Therefore, this means that businesses
require high-tech like systems that would not only prevent attacks but also track suspicious activities on a real-time
basis. One of the most significant features of modern cybersecurity is the so-called Intrusion Detection Systems
(IDS), which monitor the network traffic or activities of a specific host to track any form of unauthorized and
unnatural activity that may indicate a security breach or cyberattack [1, 2]. The concept of IDS may be followed in
the literature composed on the research conducted early, and focused on auditing the system logs and testing the
statistically deviating user behavior. As it evolved, IDS became signature-based and anomaly-based systems, which
aimed at detecting the known attacks and other intrusions that had never taken place before [3]. However, recent
studies indicate that the traditional versions of the IDS have both a high false positive rate and low adaptability to
adapt to user behavior, particularly when using large and heterogencous systems [4, 5]. One of the most prevalent
forms of threats to authentication systems is the use of Brute force attacks, where a user tries to make an attempt
to guess the user authentication information, usernames and passwords using trial-and-error or automated tools [6,
7]. The brute force attack can be referred to as one of the oldest forms of cyberattacks that dates back to the early
multi-suberized computing systems, and it has not faded away today due to the pathetic password policy and
absence of adaptive security control measures [8]. The behavioral features of brute force attacks are, among others,
an abnormally high count of failed attempts at access, repetitive access models within a brief interval of time, and
many attempts of verification on various accounts using the same or a distinct IP address [6, 9]. But the
contemporary attackers have resorted to more low-rate or stealthy brute force attacks where the efforts to gain
access into a system are spaced over extended periods in order to be undetected by the fixed threshold-based
systems [10]. The recent research emphasizes that the combination of behavioral profiling and machine learning
techniques with IDS can contribute to an increase in the detection rate and reduction of the number of false alarms
to a significant level. The intelligent IDS systems are better placed to detect high-rate and stealth brute force attacks
by modeling the normal user behavior and the deviation as time goes on [1, 4, 5]. Based on these results, the
proposed study suggests a dynamic and smart architecture which integrates behavioral analysis, machine learning,
and dynamic thresholding to improve the detection of brute force attacks and mitigate the drawbacks of a
conventional algorithm. The outline of the rest of the paper is: related work in Section 2, methodology in Section
3, detection framework in Section 4, experiments & results in Section 5, discussion in Section 6, and finally the
conclusion.

2. RELATED WORK

In (2025), the authors propose ADLAH: an Adaptive Deep Learning Anomaly Honeynet (ADLAH), which aims to
maximize high-quality threat intelligence at minimum cost by means of autonomous orchestration of infrastructure.
The key contribution is presented in the shape of an end-to-end architectural design and vision for an Al-based
deception platform. The prototype functionality of the central decision mechanism is demonstrated by the fact that
a reinforcement learning (RL) agent can decide in real-time whether to upgrade sessions to high-interaction
honeypots dynamically provisioned by the network or to continue using low-interaction sensor nodes. In addition
to selective escalation and detecting anomalies, the architecture seeks automated extraction, clustering, and
versioning of bot attack chains, which are usable as threat intelligence [11]. In (2024), a paper outlines a machine
learning (ML) method to identify brute-force attacks by using predictive modelling technology and anomaly
detection technology is proposed. The method is aimed at identifying any suspicious activity based on trend anal ysis
of failed logins, user behaviour and network traffic. Some of the ML algorithms are considered, among which is
Logistic Regression (LR), Naive Bayes (NB), Decision Tree (DT) and K-Nearest Neighbour (KNN), with the latter
having the highest accuracy rate of 99.96% [12].in the same year (2024), the study presents a groundbreaking
system of dynamic behavioral profiles and anomaly detection of Software-Defined IoT Networks (SD-10T). Using
SDN, the framework can create dynamic behavior profiles of IoT devices and run machine learning-based anomaly
detection algorithms on them to detect deviations in normal behavior. Discovered anomalies cause real-time policy
adjustments that are implemented by SDN controller to reduce threats and maintain network integrity [13]. In
(2022), a paper suggests a framework that is founded on an improved hybrid reality wherein a deep learning model
would be entrenched with a Cookie Analysis Engine for detecting web attacks, mitigating, and profiling attackers.
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A CNN-based system is trained with the use of the parameters of HTTP requests, and the model shows high
detection rates with custom and benchmark datasets, as well as allows for running in real-time [14]. In 2018, a new
method of utilizing the power usage of IoT devices to detect anomalies in smart homes. The Brute-force and DDoS
attacks are introduced into the simulated environment to examine the changes in power profiles. The accuracy of
the machine learning models to identify anomalies is 94.04 percent, which shows that power consumption is a
prospective parameter to use in detecting the anomalies in [oT [15], see Table 1.

Table 1. Comparison of related works (domain / environment, attack type, detection approach, dataset / setup,
key techniques, accuracy / performance)

Domain / Attack Detection Dataset / Key Accuracy /
Ref. Year . .
environment type approach setup techniques performance
Anomal Prototype
Honeynet / naty Simulated Deep Learning,  demonstrated
Automated  detection & .
[11] 2025 Network ) honeynet Reinforcement  (no field-scale
. bot attacks ~ behavioral . .
Security . environment  Learning (RL) accuracy
analysis
reported)
Predictive DT: 99.96%,
(2] 2024 Agggl"t?f;ﬁ/on Brute  modeling & Rii}'glve"éld LR,NB,DT,  KNN: 99.80%,
Systems Force anomaly datasets KNN LR: 95.55%,
4 detection NB: 87.51%
Software- General Dynamic Simulated Leagifhlg?)N- Outperformed
[13] 2024  Defined IoT cyber behavioral SD-IoT & > Wb
. based policy existing models
Networks threats profiling dataset
control
0,
De'ep Custom & CNN, Cookie 99.94%
Web Web-based  learning + ) (custom),
[14] 2022 L ; benchmark Analysis o
Applications attacks cookie ; 98.74%
) datasets Engine
analysis (benchmark)
. Simulated
Brute Behavioral
[15] 2019 I"goif;:” Force, anomaly Sm(a” home ML on power 94.04%
DDoS detection power consumption
traces)

3. METHODOLOGY

The research being proposed is aimed at the development of an intelligent and adaptive framework to detect brute
force login attacks through integrating behavioral analysis, machine learning, and dynamic thresholding. This
methodology has various key elements, as explained below, see Fig. 1.
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Fig. 1. Block diagram of the proposed system

In order to construct and test the detection framework, the paper makes use of a mixture of artificial login records,
actual authentication records, and test intrusion detection datasets (CIC-IDS2017 and UNSW-NBI15).

o Synthetic logs: These are logs created to reproduce different attack conditions, e.g. high-frequency and
low-rate brute force traffic, so that they can be evaluated in a controlled manner.

e Real-world logs: These are logs obtained during authentication systems to record the actual user behavior
and actual attack patterns.

e Benchmark icons: These will be utilized to test the framework against cybersecurity institutionalized
issues.

Each dataset is processed in order to eliminate errors and inconsistencies, to normalize the timestamps, and to
anonymize sensitive data. Each time a user logs in, features are computed covering: temporal (time since last
attempt), statistical (attempts failed) and contextual (user agent, geographical location, IP address) attributes. The
system is able to extract a rich list of features to obtain patterns of both normal and abnormal login activities:

o Time Related Characteristics: The duration of time between successive logins, the number of failed logins
per user/IP.

e Statistical Features: Count of successive failures, success/failure ratios, average duration of a login
attempt.

o Contextual Features: metadata (role, location), IP reputation, device.

These characteristics constitute the input to rule-based and machine learning models for anomaly detection.
3.1. Workflow of the system

The proposed intelligent brute force attack detection system activity diagram is depicted in Fig. 2, which displays
the entire key workflow of the system, including data acquisition, detection of attacks and performance evaluation.

It starts with the collection of login data, in which the system collects authentication logs of various origins, such

as synthetic datasets, real-world authentication systems, and benchmark intrusion detection datasets, including CIC-
IDS2017 and UNSW-NBI1S5. This variety will make the system tested under controlled and realistic conditions. The
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data collected is then subjected to a preprocessing stage, which involves cleansing of the data, normalization of
timestamps and removal of sensitive information. This measure will be necessary to guarantee the consistency of
data, privacy of the user, and to get the logs ready to be analyzed. After preprocessing, the system goes ahead to
extract features whereby a total of 25 behavioral features are generated, which are classified into temporal,
statistical and contextual features. Temporal features identify time-related correlations between attempts to log in,
statistical features are aggregate attempts to log in, and contextual features give access to environmental parameters
like TP address, device type, and geolocation. All these features make it possible to profile normal and malicious
operations.

The detection stage is carried out simultaneously. A rule-based monitoring system is used in the first path to monitor
failed attempts to log in by a user and by IP address with dynamic thresholds so that the system can adapt to
evolving user behavior. Machine learning-based analysis is used in the second parallel path, where the Isolation
Forest model is used to detect anomalies in an unsupervised setting, and the LSTM model is used optionally to
learn temporal dependencies and detect slow or stealthy brute force attacks. The results of the two paths are then
aggregated in a combination decision engine to combine both machine learning abnormality scores and rule-based
alerts. At this point, an adaptive thresholding mechanism is used to trade off the high detection accuracy and lower
false positive rate. Depending on the final ruling, the system will either alert the login attempt as a brute force
attack, which will trigger a security alert, or the activity will be defined as normal. Any results of the detection are
registered in order to be audited and analyzed. Lastly, evaluation metrics are taken into consideration in order to
evaluate the performance of the system based on standard performance measures, such as recall, precision, F1-
score and false positive rate, as a means to ensure a comprehensive analysis of the results in terms of detection
effectiveness and system robustness. On balance, the activity diagram illustrates the way the proposed framework
works as a scalable, adaptive, and intelligent security solution due to its ability to identify high-frequency as well
as low-rate brute force attacks and overcome the drawbacks of conventional static threshold-based systems.

Activity Diagram - Intelligent Brute Force Detection System
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Fig. 2. Flow of work of the proposed system
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4. DETECTION FRAMEWORK

The detection framework integrates three complementary approaches:

e Rule-Based Detection
o Monitors failed login attempts per IP and per user.
o Applies dynamic thresholds based on recent behavioral patterns rather than static limits, reducing
false positives and adapting to legitimate variations in user activity.
e Machine Learning-Based Detection
o Implements unsupervised anomaly detection using Isolation Forest, capable of identifying
unusual patterns without labeled attack data.
o LSTM networks are employed to capture temporal dependencies in login sequences, enabling
detection of slow or stealthy attacks over time.
e Hybrid Approach
o Combines rule-based and machine learning outputs to enhance detection accuracy.
o Adaptive thresholds are adjusted based on contextual and behavioral insights from the ML model,
ensuring a balance between sensitivity (high detection rate) and specificity (low false alarm rate).

5. RESULTS AND ANALYSIS EXPERIMENTS

5.1. Performance metrics

The effectiveness of the suggested brute force detection framework was measured in common measures that are
typically used in high-quality cybersecurity studies: Recall, Precision, F1-Score, and False Positive Rate (FPR).
Recall represents the rate of recognizing the true attacks, Precision represents the rate of recognizing the flagged
event, which is a true attack, F1-Sco represents a harmonic mean of precision and recall, and FPR represents the
rate of legitimate successful login attempts that are incorrectly identified as attacks.

5.2. Experimental procedure

In order to achieve rigor experiment tasks were performed on both synthetic and real-world data in a systematic
way:

e Pre-processing of each and every dataset and extraction of 25 pertinent features.

e Evaluation Rule-based detection with static thresholds.

e Isolation Forest models that have been trained using historical data of logins so as to detect anomalies
without any supervision.

e LMST training to handle time-related structures in the sequence of logins.

e Adaptive thresholds are used to integrate outputs in order to produce final alerts.

e Comparison of various detection procedures based on recall, accuracy, F1-score and FPR.

5.3. Feature engineering
The attribute list was also well done, so as to have strong behavioral profiling:
e Temporal attributes (10): detect the time interval between the attempts of the login, successive failures,
and the hourly patterns.
e  Statistics (8): attempts that failed, success/failures ratios and average session time.

e Contextual/Metadata features (7): IP reputation, geolocation, device/browser type, and user role.

These characteristics enable the framework to identify quick and sneaky attacks as well as reduce false positive of
legitimate anomalies like VPN use and multiple devices.
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5.4. Overfitting prevention
The following techniques were used to make sure the generalization was done:
e 5-fold cross-validation.
e Normalization of features to unit variance and mean value to zero.
e Isolation Forest hyperparameter optimization (n_estimators = 100, max samples = 0.8, contamination =
approximately 5%).
e Dropout (0.3) in LSTM layers.
e Early termination in 10 epochs without improvement.

5.5. Detection performance — synthetic dataset

Injected 50 high-frequency and 10 stealthy attacks, see Table 2.

Table 2. Detection performance of the synthetic dataset results

Detection method True positives False positives Recall  Precision  F1-Score
Static Threshold 50 100 1.0 0.33 0.50
Isolation Forest 60 15 1.0 0.80 0.89

LSTM (Temporal Modeling) 60 12 1.0 0.83 0.91
Hybrid (ML + Adaptive) 60 5 1.0 0.92 0.96

The hybrid framework has identified all the attacks, such as stealthy low-rate attacks and has minimized massively
on whether it has been identified as false (95% reduction as compared to fixed thresholds). LSTM with temporal
modeling helped in detecting attacks that could not be detected independently of each other, see Fig. 3.

Detection Performance Comparison

mmm Recall
1.0 { ™= Precision
E Fl-Score
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Fig. 3. Detection performance comparison
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5.5. Detection performance — real-world logs
Tested on 10,000 login attempts with 34 confirmed attacks, see Table 3.

Table 3. Detection performance values

Detection method True positives False positives Recall Precision F1-Score
Static Threshold 34 60 1.0 0.36 0.53
Isolation Forest 34 10 1.0 0.77 0.87

Hybrid (ML + Adaptive) 34 3 1.0 0.92 0.96

Adaptive thresholds have been useful for reducing the rate of false alarms in heterogeneous user behavior (VPN,
multiple devices). Sequential and contextual feature integration enhanced the detection of brute force attacks with
low rates, see Fig. 4.

False Positives Across Detection Methods

100 4
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60

False Positives

40

20 A

T T T
Static Threshold Isolation Forest LSTM Hybrid (ML+Adaptive)

Fig. 4. False positive of detection methods
5.6. Temporal and behavioral intelligence

Fig. 5 illustrates the sequence diagram of the temporal and behavioral intelligence in brute-force detection. It shows:

e The speed at which high-frequency attacks were detected was high across the board.

e Only the hybrid framework had a high probability of detecting stealthy attacks that were spread over long
durations.

e Behavioral profiling made it possible to distinguish between legitimate bursts of activity in terms of login
(e.g. administrators) and malicious activity.
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Fig. 5. Sequence diagram of temporal brute force detection

In general, the experimental analysis shows that the developed hybrid, adaptive framework has a better performance
compared to the traditional, fixed threshold, with high hit rates and low false hits, and thus is applicable in reality
time application in any authentication systems.

6. DISCUSSION

The experimental findings indicate that the new hybrid framework has great performance as compared to the
conventional static threshold-based systems of detection. The framework can also identify high-frequency and low-
rate stealthy brute-force attacks using rule-based monitoring, Isolation Forest, and LSTM temporal modeling with
adaptive thresholds.

The system can significantly reduce the false positives by behavioral profiling based on temporal, statistical and
contextual features to distinguish between legitimate user action and malicious actions. The LSTM component
boosts the detection of attacks that are spread over extensive periods, which are usually missed by conventional
IDS. On the whole, the system has a high generalization rate, which is to be expected and guarantees good detection
of both the synthetic and real-world authentication logs.

7. CONCLUSION

The suggested adaptive brute force attack detection model can offer a highly resilient, scalable, and context-
sensitive framework to offer real-time cybersecurity protection. It adequately overcomes the shortcomings of
traditional IDS through the identification of stealthy and high-frequency attacks at minimum false alarms.

This is because of its hybrid design, which is based on the combination of behavioral analytics and machine learning
and adaptive thresholds that allow high accuracy (F1-Score = 0.96) and the utilization in heterogeneous and
dynamic settings. This study has proven that behavioral profiling with machine learning will improve intrusion
detection systems to carry out authentication services. The proposed approach may be used as the base of future
smart IDS, which may involve further addition of behavioral indicators, cross-system correlations or automated
adaptive policies to enhance security to counter the emerging cyber threats.
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