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Abstract

Recently, the Internet of Things has become a compelling research field
as a new topic of research in various disciplines, particularly in the field of
healthcare, because the Internet of Things is rebuilding modern healthcare
systems by integrating technology, economics, and social perspectives. The
development of healthcare systems from traditional to more personalized
systems in which patients can be easily diagnosed, monitored and treated and
many people can be helped. People are treated and cared for remotely and
this is what some people need in the crisis the world has been through like
COVID-19. This epidemic is caused by the new severe acute respiratory
syndrome, and is considered the largest global health crisis since the outbreak
of the influenza pandemic. As the number of new cases of coronavirus around
the world has reached more than thirty-one million that marks the beginning
of the epidemic, there have been rapid efforts in the various research
communities to exploit a wide range of technologies to combat this global
threat, moreover, the Internet of Things technology represents One of the
pioneers in this field especially regarding COVID-19. loT-enabled devices/
applications are used to reduce the potential spread of this epidemic to others
through rapid patient diagnosis, monitoring, and practice protocols, specifically,
after recovery, and case classification by introducing machine learning to know
the type of infection especially that the epidemic is starting to develop and is
Similar to the cases of the normal flu, and the infection process is similar, and
the process of caring for the patient requires meticulous work, because the
treating doctor will give the appropriate treatment according to the case.

Keywords: Deep Learning , WBAN, COVID-19, loT.
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1. Introduction
After the successful global connection of people through the Internet,

it is now the time for the objects in our surroundings to also join the
international information network known as "the Internet" [1]. The Internet
of Things (loT) refers to a collection of interconnected devices or cabins that
can communicate with each other (machine-to-machine) or with humans
(machine-to-human) on a daily basis.

The initial stages of a singular ring with a designated set of activities
are quite challenging. The term "Internet of Things" was first coined in 1999
by British scientist Kevin Ashton. Ashton's idea was to connect various
devices, such as electrical and home appliances, in order to gather accurate
information about their status without the need for constant monitoring [2].
However, this approach rapidly waned in appeal among developing
multinational organizations in this industry, such as Gartner, a company that
conducts research in this domain: Redefine the concept of the Internet of
Things to encompass both individuals and all internet-connected gadgets.
The Internet of Things offers numerous benefits, both at the individual and
business levels. The effect on human lives will be significant [3]. Below are
many examples of applications of the Internet of Things:

Enhancing homes with automation to enhance livability, defend against
risks, save expenses, and enhance overall quality.

By autonomously regulating the levels of lighting, temperature, and
humidity within the household, and remotely managing a variety of equipment.
In addition to monitoring human health by observing health signs and predicting
potential diseases, particularly those that may result in severe health

complications. Furthermore, in the industrial sector, this technology has many
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uses such as monitoring devices and equipment in factories, forecasting potential
defects, minimizing losses, and facilitating timely availability of spare parts [4].

The medical industry has had advantageous outcomes from the
implementation of digital transformation and current communication
technologies, and it is expected that their adoption will continue to increase.
The Internet of Smart Things is expected to experience significant growth in
the next years, thanks to advancements in communication technologies and
artificial intelligence. These developments have led to the emergence of
novel features that support healthcare services [5].

The Internet of Things has emerged as a crucial tool in healthcare
monitoring due to its ability to offer cost savings, enhanced user experiences,
and superior service quality [6]. Due of its extensive capabilities in data
collection, identification, tracking, and authentication. The Internet of Things
in healthcare is expected to grow rapidly, with its market size projected to
climb from $72 billion in 2020 to $188 billion in 2025 [7].

COVID-19is the most significant global health disaster since the emergence
of the pandemic influenza in 1918 [8]. According to the most recent data from
the World Health Organization (WHO) in September 2020, there have been over
31 million confirmed cases of COVID-19 and more than 960,000 deaths [9]. The
current pandemic exhibits flu-like symptoms, including cough, tiredness, and
fever, which are crucial for early diagnosis [10]. The COVID-19 incubation period
ranges from 1 to 14 days. Surprisingly, those who do not display any signs of
COVID-19 have the capacity to spread the disease to uninfected individuals.
Therefore, it is crucial to segregate those who are afflicted [11]. Moreover, the
duration of COVID-19 recovery is variable and contingent upon factors such as

underlying diseases, patient age, and so on. Typically, it has a duration ranging
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from 6 to 41 days [12]. Nevertheless, COVID-19 exhibits a higher propensity for
transmission when compared to other comparable illnesses.

Significant endeavors are currently being made and extensive research
is being conducted to mitigate the transmission of COVID-19. In this regard,
the Internet of Things technology has demonstrated its efficacy and safety in
addressing this pathogen [13].

The primary objective of this study is to determine the role of loT-
based technologies in monitoring and managing COVID-19. It also involves
examining the most recent loT-based platforms, infrastructures, industrial
solutions, and applications used to combat this pandemic in three key stages:
early diagnosis, quarantine period, and post-recovery. Early identification
and detection can result in reduced infection rates and improved healthcare
services for individuals who are infected [14].

Implementing quarantines for those who are suspected or confirmed to
have a contagious disease, as well as enforcing lockdown measures, can
effectively decrease the spread of infection by physically isolating sick individuals
from the general population. Monitoring the recovered individuals for potential
infection and symptoms is a valuable technique in following their progress [15].

Figure 1 is displayed. loT healthcare monitoring survey chart
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+Pre-emptive medicine.

*Chronic potient remots core.
*HR-Manitor with Internet copobilitics.

* Teleconsultation services.

*The Case of CEA-TaT:

=Remote monitoring of ternperature.
~Remote potismt manitaving.

E-health

Internet Of

1oT and
Things and .Persganraellzed > and : . health:
health-care. 5 Colombian Future trends

_applications

~Whot iz o T, — *Veteran care, using mobile devices. o
=Arquitecture definition. »Dactor Like apps.

=What is E-Health, =Remote respiratory rehobilitation

=Some examples of E-health devices.

Figure (1) loT of healthcare monitoring.

E105



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(6), No.(9)-2024

2. Theory of Wireless Body Area Networks (WBAN) or Wireless
Body Area Sensor Networks (WBASN)

A coordinator (Crd) and a number of low-power sensors that can be
implanted or connected to the human body make up the localized
network known as WBAN/WBASN. Wireless Body Area Networks, or
WBANSs, have a wide range of uses in industries such as consumer
electronics, healthcare, sports, and the military. They allow for real-time
patient monitoring. Over the past ten years, WBAN has had a major
technological expansion due to developments in MEMS and wireless
communication technologies. When it comes to Wireless Body Area
Networks, there are several crucial factors to take into account. Rather
than employing a wireless sensor configuration, the WBAN monitoring
scenario is restricted to the human body, heterogeneous information
rate, the need for biocompatible sensor devices, and changeable network
geography owing to body movement. Two types of correspondence exist
inside the Body sensor network: While the On-body correspondence
refers to communication between wearable sensor hubs, the RF
correspondence describes communication between intrusive sensor
hubs implanted inside the human body. For communication within the
human body, the 402-405 MHz frequency range, also known as the MICS
(Medical Implantable Communication Service) band, should be utilized.

Itis possible to communicate with the human body using ISM or UWB[16].
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Figure (2) Wireless Body Area Network

2.1 Theory of Requirements WBAN

Since WBAN is essential to daily life, it will be able to meet a variety of
needs. The following lists the numerous prerequisites that a Wireless Body
Area Network (WBAN) must meet:

¢ Low power consumption — Because the WBAN device is worn or
implanted within the human body, it should use as little electricity as
possible. The gadgets must function continuously without requiring
battery replacement when integrated. As such, maintaining WBAN's
lifetime necessitates a significant level of energy efficiency.

e Self-healing: The mobile, subcutaneous devices are positioned
beneath the human body. WBANSs that provide QoS management
features to prioritize services should be robust against frequent
variations. Transmission latency and packet loss are the primary
quality of service (QoS) issues in regard to clinical data.

e Interoperability: To improve data interchange, connectivity, and
device interaction, WBAN frameworks must provide smooth data

transfer across multiple standards, including Bluetooth, ZigBee, etc.
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Deployment: In the end, the innovation should be invisible to the
user, carrying out its monitoring functions without drawing their
attention to itself.

Data Aggregation: A BAN produces a lot of data, which needs to
be combined into a small structure without compromising the
original data's integrity.

Security: To guarantee the accurate and safe transfer of personal
medical data, a great deal of work is required. Ensuring that a
patient's private information is only accessed through their
designated Body Area Network (BAN) system and isn't combined
with that of other patients is crucial. Furthermore, access to the
data produced by WBAN should be restricted.

Easy to understand The length of time and end-to-end delay of
the entire network are determined by the media access control
(MAC) and network layer. As a result, it's critical that these
calculations be simple.

Fewer false alarms: It's critical to put the appropriate safety
measures in place to lessen the frequency of false alarms. While
faults in wireless transmission from several sensors can be difficult
to detect, they can still be found even in erratic scenarios.

Low Latency: Clinical data that discloses anomalous conditions
like heart failure or long-term disease must be provided right away.
The maximum necessary communication bandwidth impacts the
maximum delay for data transmissions and is the necessary

threshold for the occurrence of urgent notifications.
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e The battery's mass, size, and type are determined by the Maximum
Power Supply Current. Transmissions of data frequently need the
maximum amount of current.

e Communication setup: This is the amount of time needed to

connect a device to a network or to another device.

2.2 Theory of IEEE 802.15.6 Standard

To standardize WBAN (Wireless Body Area Network), IEEE 802 has
formed a Task Group called IEEE 802.15.6. A Medium Access Control layer, as
defined by IEEE 802.15.6, enables many physical layers, including as
Narrowband, Ultra-wideband, and Human Body Communications levels.
DQPSK, DBPSK, and GMSK are some of the suggested correction systems.
One major obstacle to the development of WBANSs is the continued accuracy
of PHY or frequency band identification. Most nations' communication

agencies control how frequencies are allotted for WBANs. [17].
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2.3 Theory of WBAN Challenges

A Body Sensor Network (BSN) is made up of a number of smart Sensor

Nodes that can gather information from the body, process it, and send it

wirelessly to a Base Station that is located nearby. Underbody sensor

networks provide a number of difficulties and necessitate carefully selecting

the best models.

Scalable Data Rate: Because the applications are so varied, the
data rates differ greatly, from a few kilobits per second for low-
speed data transfer to several megabits per second for high-speed
video streaming. The testing rate, measurement precision required,
and range are taken into consideration while determining the data
rates for various applications. The data rate fluctuated when using
the program, suggesting that it ought to be customizable. Thus,
one of the biggest challenges in WBSN is striking a compromise
between consistency and power consumption. With little power
consumption and a potential data throughput of up to 1Gbps,
short-range wireless communication is made possible by the newly
developed ultra wideband technology.

Real-Time Computing: A variety of steering protocols are
intended for scenarios in which timely message transmission is
critical. There are many uses for real-time sensor frameworks,
particularly in the fields of medical diagnostics, fire safety, medical
detection, and intrusion detection. Since obsolete information can
have disastrous implications, it is imperative to ensure the timely
and accurate distribution of data in order to achieve beneficial

outcomes. In its most basic applications, the real-time architecture
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provides a number of significant qualities, including as timeliness,
support for large loads, consistency, resistance to non-critical
errors, pragmatism, and flexibility.

Energy efficiency is the capacity to reduce energy usage in
several system components. It may be broken down into three
distinct categories when it comes to energy consumption: data
preparation, wireless transmission, and detection. It is anticipated
that wireless communication would use the most energy. There
are often limitations on the power that may be accessed via the
hubs. One of the most important factors in increasing the length is
energy efficiency. For embedded devices in particular, the longevity
is critical. For instance, a diabetic monitor or a pacemaker must
continue to work for at least five years. Since the handset sector
consumes most of the energy, an exceptionally energy-efficient
communication protocol must be used to get around this energy
limitation. The phone uses less energy while it is in its many
operating stages, which include transmit, receive, idle, and sleep.
The MAC Layer manages the booking process and is also in charge
of lowering energy usage. Different types of sensors are grouped
to minimize power usage. While some sensors are utilized for
sensing applications, others are employed for communication. The
best way to achieve autonomous wireless body area networks in
WBANs seems to be to use energy scavenging from on-body
sources, such as body vibration and body heat. Electronic gadgets
produce heat during communication, which is absorbed by the

surrounding tissue and causes an increase in body temperature.
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The quantity of power used by the tissue is expressed in terms of
the Specific Absorption Rate (SAR). The body's permitted SAR
(Specific Absorption Rate) must be regulated and adhere to local
and international SAR laws.

e Protecting and maintaining the privacy of information: To
protect patient privacy, health-related data that is sent between
sensors in a Wireless Body Area Network (WBAN) and over the
Internet to servers should be encrypted. This information is
extremely secret and classified. There are security flaws in the
wireless channel by nature. The wireless nature of the
communication route opens up a wide range of potential
security vulnerabilities. Both the network layer and the
application layer need to have security. While data privacy
refers to an individual's right to control the acquisition and use
of their personal information, data security refers to
safeguarding data from unauthorized users during transit and
storage. Systems for security and privacy insurance should be
lightweight and energy-efficient as they use a large amount of
the energy that is available. The creation, transport, storage,
and processing of data inside data systems gives rise to security
and privacy issues. The ensuing security mechanisms need to
be available.

Data hoarding Dependability, Integrity affirmation, and Secrecy
Access management, accountability, revocability, and non-denial

of data access Additional: Verification and Accessibility
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Mobility: Customers of BANs may travel. It is not appropriate
to think about the network as static. Movement of the body
(such as walking, sprinting, bending, and so on) can cause effects
such as channel blurring and shadowing. As a result, unlike WSN
hubs, which are typically thought of as stationary, BAN hubs have
a comparable mobility architecture. Mobility makes the convention
plan's requirements rigorous. This causes changes in visitation
geography. A visit configuration of guiding conventions is necessary
for this. Because of the characteristics of the medium, the
particularly designated directing convention is inappropriate in
this situation. The information should be uploaded to the internet
for thorough verification. As a result, guiding convention needs to

be modified to facilitate internet access and mobility.

2.4 Theory of WBAN Architecture

Three separate components make to the design of WBAN

communication [18]:

Communications within BAN: WBAN level is the first level. Each
operator in Tier 1 has unique sensor axes that are purposefully
placed on the human body. The core functions of these sensor
hubs are to analyze the necessary signals and send the relevant
data to a single server using a single low-power, low-speed wireless
networkthatisimplemented using asingle IEEE 802.15.6-described
wireless network. Because there is a direct connection between
the body sensors and the Body Area Network (BAN), the

communications architecture inside the BAN is important.
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Additionally, the cost-effectiveness and special battery-powered
features of the existing body sensor devices make it an attractive
topic for energy-efficient MAC control.

e Inter-BAN Communications: The subsequent phase involves a
single server that oversees the WBAN sensor hubs, offers the
graphical user interface (GUI), and facilitates communication with
the top-tier services. This includes information passing between
the local server and one or more designated lanes. It might be
excellent in foundation or spontaneous design. Wireless
innovations for communication between BANs have matured,
unlike communications within BANs; these include WLAN,
Bluetooth, ZigBee, mobile, 3G, and more.

¢ The clinical server, which is the third layer of Beyond-BAN
Communications, offers a range of services to clients and medical
professionals in addition to storing electronic clinical information
for registered users. Beyond-BAN's communication strategy is
customized for each application and needs to adhere to customer-
specific service standards. Through the Internet, the doctor may
remotely access the patient's data and review it to make sure the
patient's health parameters—such as heart rate, blood pressure,
and physical activity—are within normal bounds. The doctor can
also assess if the patient is following instructions or reacting to a

particular treatment.
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Figure (4) WBAN Architecture

Table 1: loT-Based Healthcare Monitoring

monitoring bodily parameters and sharing
the collected data with medical
professionals. The data is acquired using a
web application.

Ref. Independent. | Dependent. Method

B. Device sensor | The individual relied on routine health Technology
Thaduangta exams, which included frequently Acceptance
et al[19] Model

D. Kajaree et
al., [20]

Device sensor

used Body wireless sensor Network
(BWSN)

transmit the parameters of patients’
health collected

through the microcontroller "Raspberry
Pi" to the caretaker and physicians

wirelessly.

BWSN, caretaker
wirelessly,
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[25]

drawback of
the system is
that no
interfaces for
data
visualization
are developed.

sensor, ECG sensor, and the
microcontroller "raspberry pi" were
utilized. These sensors could collect data
and transmit them to the raspberry pi for
processing and again sent to the loT
network.

Ref. Independent. Dependent. Method
Trivedi et al. | to utilize a The analog values are translated into a mobile device
[21] Bluetooth digital data based on the collected regulated
device that measurements. The physical Arduino-based
doesn't cover a | characteristics were transferred to the health parameter
big region and | constructed gadget via Bluetooth. surveillance
to avoid using
other devices
for the
transmission
procedure..
Kumar etal. | Not use other | In the control segment, a DS18B20 sensor | Arduino,
[22] devices for was utilized for measuring the Ethernet, and
many sensors | temperature of the body, furthermore, a Wi-Fi
cannot be pulse sensor was utilized for measuring
treated the pulse. The Arduino was used to load
properly. data into the cloud via the module of the
Ethernet shield and Wi-Fi on the transport
layer.
Tamilselvi et | No specific used Heartbeat, SpO2, Temperature, and ARDUINO-UNO
al. [23] performance Eyeblink sensors as capturing elements board as a
measures are and "Arduino-UNO" as a device of microcontroller
described for processing. and Cloud
any patient. computing
Prajoona - This system is worked on monitoring the WLAN, LCD,
Valsalan et pulse rate, the temperature of the body, wireless
al.[24] and room temperature and humidity communication.
utilizing sensors. These sensor values are
displayed on LCD as well. Then, these
values are transmitted to a medical server
utilizing wireless communication.
Acharya et al. | The major Pulse sensor, BP sensor, temperature BP sensor, ECG

sensor, and
raspberry pi.
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2.3 Deep Learning Classification

In recent decades, deep learning has achieved significant success
mostly due to its capacity to efficiently process vast quantities of data. In
addition to conventional methods, hidden layer approaches have attracted
attention, especially in the field of pattern recognition. Convolutional neural
networks are often used as one of the most common forms of deep neural
networks.

Since the 1950s, when artificial intelligence first surfaced, scientists
have faced challenges in developing a system capable of comprehending
visual input. Subsequently, this discipline was designated as computer vision.
In 2012, a team of academics from the University of Toronto created an
artificial intelligence model that outperformed the leading picture
identification algorithms, representing a significant breakthrough in
computer vision.

The artificial intelligence system called AlexNet achieved a remarkable
85% accuracy rate and emerged as the winner of the 2012 ImageNet
computer vision competition. The name Alex Krizhevsky is given to it as a
tribute to the main designer. The runner-up test taker achieved a
commendable score of 74 percent.AlexNet was built around convolutional
neural networks, which are a specific kind of neural networks that closely
mimic human vision. Convolutional Neural Networks (CNNs) have become
an essential component of online computer vision training courses due to
their growing significance in many computer vision applications. Now, let's
examine the functioning of convolutional neural networks (CNNs).Artificial
neural networks (ANN) are computational models that mimic the structure

and functions of the human brain. They use a kind of machine learning
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known as deep learning to derive insights from vast quantities of data. The
term used to describe the period in which robots are capable of doing tasks
that have historically required human skills is referred to as artificial
intelligence. Machine learning is a component of this system that enables
computers to acquire knowledge from previous experiences and acquire
new abilities without human involvement. Similar to its ability for experiential
learning, a deep learning algorithm repetitively executes an activity, making
small adjustments to the outcome each time in order to enhance it. The
term "deep learning" is used due to the fact that neural networks include
several layers, which enable the process of learning. Deep learning may be
used to address any issue that requires cognitive processing. Deep learning
utilizes a vast, disorganized, and interconnected dataset to enable computers
to effectively tackle complex issues. According to Figure 5, there is a positive
correlation between the complexity of learning algorithms and their

performance [18].

Artificial Intelligence

Machine Learning

Any technique that
enables computers
to mimic human
intelligence, using
logic, if-then rules,
decision trees, and
machine learning
(includingdeep
learning)

Deep Learning A subset of Al that

The subset of machine learning includes abstruse
composed of algorithms that permit statistical techniques
softw o train itself to perform tasks, that enable machines
eech and image recognition, by to improve at tasks
exposing multilayered neural networks to with experience. The
vast amounts of data. category includes
deep learning

Figure (5) Al self-learning .
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2.3.1 Convolutional Neural Network (CNN)

One kind of deep learning technique that is particularly useful for
handling the processing of picture and video data is the convolutional neural
network. It does this by taking important features out of the data and building
a neural network that gives these features weights. After that, the network
filters the data in order to modify it before classifying and selecting an image.

When it comes to handling image or video processing data, data
scientists choose CNN. Using our layers, you can easily modify the transfer
learning model. Convolutional neural networks, or CNNs, are widely used in
computer vision. CNN is a particular kind of neural network that successfully
solves a number of Al and computer vision problems. Since the convolution
process is a crucial component in at least one of its layers, the term
"convolutional neural networks" is employed. The input and output layers of
a convolutional neural network (CNN) are joined by a number of hidden
layers. Examples of layers are pooling layers, convolutional layers, and fully
connected layers. Depending on the particular use case, different CNN
designs utilize different numbers and combinations of layers. Text from the
user is "[19]." CNN layers can have several filters, from few to many, that
evaluate each channel and examine the input in a methodical manner.

Convolutional neural networks (CNNs) may extract characteristics that
are more and more complicated and abstract as they go through layers.
Starting with the farthest corners and edges in the first layers and moving
forward to full faces and objects in the levels that follow. In the course of
training, the network determines on its own which particular characteristics
must be retrieved in order to solve the given issue. CNN's versatility stems

from its ability to tackle a wide range of computer vision problems without
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requiring specific knowledge or human involvement in feature creation [27].

The architecture of a convolutional neural network (CNN) is shown in Figure 6.

fic6 fe7 fe8

convs
555 1x1x4096 1x1x 1000

e 14 x 14x512 T

TxT =512

7 convolution+ReLU
(=) -

Figure (6) Architecture of CNN

The subsections below provide explanations for several of the

terminology and terminologies related with CNN.

I. Input layer of CNN

The input layer serves as the first input for the whole Convolutional
Neural Network (CNN). In an image processing neural network, the input
typically consists of the pixel matrix of an image. The dimensions of the

grayscale image can be utilized to determine the size of the input image[20]
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Figure (7) input layer RGB Image of CNN
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Il. Convolution Operation and Filter

The convolutional layeris employed to extract the salient characteristics
of the image. The convolutional layer at the lower level extracts rudimentary
characteristics, such as edges, lines, and corners. The high-level convolutional
layer acquires abstract characteristics by incorporating low-level features.
The convolutional layer generates numerous feature activation maps by
performing a correlation operation between a convolution kernel of a certain

size and the previous layer, as depicted in equation (1).
X; —f[ZJ,_(Xfl *KJ”’JJ} @

The kernel consists of a limited number of actual values. The size of the
photo is reduced compared to the original. The filter sizes typically range
from 1 x 1to 7 x 7 in neural networks, and these filters determine the weights
of the network. They are established during the training phase. Convolution,
mathematically speaking, refers to the act of merging two functions described
by an integral that demonstrates how one function's shape is altered by the

other. Figure 8 illustrates the Convolution process.

Source layer

5 2|6 8 [2{-o-| 1 2 Convolutional

= kernel
4a|3|als|[1|9]|6]|3 \\\\ Destination |

estination layer

3f(o|2]a|7|[7]|6]9 5] —
T[3t+4al6|(8|2|2]1 ST 12
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(-1x5) + (0x2) + (1x6) +

(2x4) + (1x3) + (2x4) +

(1x3) + (-2x9) + (0x2) = 5

Figure (8) Convolution operation

From the top-left corner of the image, the convolutional process

begins, and the kernel moves horizontally from the left side to the right side.
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The kernel moves left to right again after shifting one object downward in
the top-right corner of the picture. Until the kernel reaches the lower-right
corner of the input picture, this procedure is repeated. The outcome of this
process is the feature map [29].The stride value controls how the filter moves
across the picture. For example, the filter will only move across the image by

one pixel at a time when the stride is set to 1.

Ill. Image Features

Points of interest, edges, and lines in photographs offer diverse
information about the content of an image. Localities in an image are
described and utilized in several image analysis applications, including

reconstruction, recognition, matching, and more [21].

IV. Zero Padding

No matter whatever convolution phase it goes through, the picture will get
smaller. To keep the original input size, zero padding is the process of adding
zeros to the input picture matrix. Cushioning comes in two different types. "Valid"
is the first option; it signifies that no padding is used and that the convolutional
layer is never padded. The input size is not maintained as a result. The term
"same" denotes the second kind, which means that before to convolution, the
input picture is padded. This means that the output's size is equal to the input's
size. The zero padding notion is seen in Figure 9. In conclusion, padding is evident
in our input volume as it's required to make sure our kernels can handle the
input matrices. Sometimes we fill matrices with zeros with an extra row or
column. This is known as zero padding. As an alternative, eliminate the unfitting

area of the image using a method known as legitimate padding [22].
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Figure (9) Zero Pegging.

V., Batch Size, Iterations and Epoch

In machine learning, large datasets are frequently handled, therefore
batch sizes, iterations, and epochs are crucial. To solve this problem, the data
must be divided into smaller chunks and entered into our model one after
the other. At the end of each phase, the neural network weights must be
adjusted to better match the data. An epoch is a predetermined window of
time that a network uses to process data. When a network is trained, its
whole data set is used for a single network iteration, a process known as an
epoch. The batch size in each session determines how many I/O pairs are
shown on the network. The total number of batches needed to finish a single
period is referred to as the iterations. Square brackets [23] encompass the

number 23.

VI. Cost Function
The network's performance is assessed using the cost function. It is the
outcome of deep learning and reflects the goal that the network seeks to

reduce. An optimizer is needed in order to minimize the cost function. In this
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situation, a popular option is the ADAM Optimizer, which stands for Adaptive
Moment Estimation Optimizer. ADAM is an optimization technique that
iteratively adjusts the network weights based on the training data, in contrast

to the traditional random gradient descent approach [24].

2.5.2 Layers of CNN

Layers of CNN There are many layers in a convolution neural network.
The most important layers are explained in the subsections below:
a) Convolution Layer

Extracting features from an input picture while maintaining the spatial
connection between pixels is the main objective of the convolution process.
This is accomplished by teaching a filter (kernel) about the characteristics of
the picture. An essential part of a convolutional neural network is the
convolution layer, which wraps the input picture in order to extract its
characteristics. While later layers extract higher-level characteristics, the initial
convolution layer concentrates on extracting low-level features like lines,
corners, and edges. The equation for these layers is given in equation (2) [25].

1 _ 0

a —G(b+w*a ) 2)

al indicates the collection of activations that are output from the
feature map, while a0 denotes the input activations. o stands for the
activation function, w for weight, b for bias, and * for the convolution process.
The height and breadth of the input picture are greater than those of the
kernel. The kernel convolves with the picture by sliding across it to build a
feature map. The product of the kernel element and its matching element in

the original picture is the convolution.
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b) Pooling Layers

Neural networks (NN) employ pooling as a way to reduce computational
complexity and variance. A lot of times, inexperienced people use the
assembly method without realizing why they should. Three basic assembly
techniques that are often used are compared here.

Aggregating activities come in three different flavors:

Choosing the largest value inside a certain window is how max pooling,
a deep learning approach, downsamples the input data. The value specified
denotes the batch's maximum pixel value.

Min pooling: Identifies the batch's lowest pixel value.

Incomputervision and image processing, average poolingis atechnique
that downsamples an input picture by splitting it into non-overlapping
sections and replacing each region with the average value of the pixels inside
that It computes the average value of each pixel in the batch.

The term "batch" here refers to a group of pixels the same size as the
filter, which is based on the image's dimensions. Here, a 9x9 filter was
selected. The aggregation approach's outcome varies according to the
particular filter size setting. Consequently, the convolutional layers' spatial
dimensions, which provide the feature maps. The accuracy of the features is
reduced by the pooling layer. Maximum and average pooling ideas are shown
in Figure 10. Not all of the info is removed when we aggregate a picture.

Rather, we extract an overview of all the values that are there.
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Figure (10) max or average pooling

c) Fully Connected Layer (FC)

In addition to neurons, the FC layer, which links neurons between
layers, also contains weights and biases. These layers comprise the final
few levels of the CNN architecture, before the output layer. By doing this,
the input picture from the layers above is fed into the FC layer, flattening
it. Arithmetic function operations are carried out by applying additional
FC layers on top of the flat vector. At this moment, the categorization
process starts.

d) Dropout

Weights, biases, and neurons make up the FC layer, also referred to as
the fully connected layer, which creates connections between neurons in
various layers. These layers make up the last few levels of the CNN architecture
before the output layer. The fully connected (FC) layer is compressed
throughout this process, and the input picture from the layers above is sent

to it. The flattened vector is further extended with completely linked layers
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to perform arithmetic function operations. This is the point where the
classification process starts.

P —Bemolli (p).

When every feature in the training dataset has a strong connection to
the fully connected (FC) layer, overfitting can occasionally happen. After
performing well on training data, the model suddenly exhibits poor
performance on fresh data. According to equation (3), every value in vector
(1) Ir- has a probability of p and hence follows a Bernoulli distribution,
producing values that are either 0 or 1. Starting from the first layer | and
moving through the vector (1) Ir-, each layer of the model blocks is a
component of the 1lix- input vector. As a result, the model can roughly
represent the subnetwork model that was taken out of the network model

as a whole. Forward propagation is used to acquire the Ith layer's output.

Figure (11) Neural network utilizing Dropout

e) Activation Function Layer
Even though neurons have activating activities, not all neurons have
them, as Figure (12) illustrates. While the input layer lacks activation

functions, the output layer has hidden neurons.
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To guarantee that the output values are maintained within a range that
is convenient to deal with, activation functions are utilized to perform a
mathematical action on the input data. It is not necessary to alter input layer
data because they are usually centered around zero and have already been
appropriately scaled. Nevertheless, these numbers frequently go beyond the
bounds of their original scale when multiplied by weights and summed
collectively. Activation functions are important in this situation since they
are activated to bring the numbers back into an acceptable range.

Activation functions need to be continuous differentiable and non-
linear in order to be successful. Because of its nonlinearity, the neural
network may be used as a global approximation. Gradient-based optimization
techniques need the existence of a continuously differentiable function in
order to effectively backpropagate errors across the Connectivity
infrastructure.

Within the neuron:

e The activation function is given to an individual neuron or to the

whole layer of neurons.
e Theinput values are combined using a weighted sum.
e The resulting sum is then sent through an activation function,
causing a transformation to occur.

The output to the subsequent layer is represented by the converted

value [36].
) 1
i id: x) =
sigmoi Fx) —
tanh: F = e; —< ;_ .
e +e
Rel.1J: Fi{x )= max(0,x),
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Figure (12) activation function

3 Research methodology

The proposed approach entails developing an intelligent system that
leverages the Internet of Things (loT) for healthcare in response to the
COVID-19 pandemic. The system aims to address the challenges faced by a
significant number of infected individuals who were unable to access medical
facilities or healthcare professionals. Ensuring the implementation of this
care system is highly crucial. The research technique comprises four
fundamental stages:

1. Data gathering stage: The researcher gathers and examines data
either by adhering to established medical guidelines or by utilizing
intelligent technology like mobile phones.

2. During the design and analysis stage, servers are utilized to
connect gadgets and utilize fundamental information to create an
automated model that represents the healthcare process.

3. The proposed development model: The health care monitoring
model can function independently of the Internet of Things that it

was originally built upon.
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4. Validation of the suggested model: Researchers assess the
efficacy, user-friendliness, and utility of the presented model by
conducting interviews with Internet specialists. Figure 6 illustrates

the proposed system.
3.1. Data collection

A. Wearable devices

We may use a variety of gadgets, such as wearable technology and
smart sensors, to detect blood pressure, oxygen saturation, temperature,
accelerometers, weight scales, and smartwatches. To track the patient's
physiological indicators, including heart rate, blood pressure, blood sugar,
stress level, oxygen saturation level, temperature, and weight, the body's
signals will be recorded in real-time in each of these situations. In our system,
portable gadgets are widely used to track physiological functions. The mobile
device's sensors allow for the exact collecting of data on a number of human
bodily features. Therefore, in addition to collecting personal data like age,
gender, height, and other pertinent information, smartphones are used to
collect data on food, exercise, and other types of physical activity. This
information is very beneficial for healthcare and illness prevention, especially
in light of the coronavirus epidemic. Nevertheless, smartphone data is very
erratic and easily corruptible. Therefore, it is difficult to use smartphone data
to obtain accurate health information and extract relevant data. To efficiently
process sensor data and extract relevant information for healthcare
applications, we have used ontology-based data extraction and semantic

knowledge approaches.
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Multiple access ports are incorporated into the distinctive architecture
to enable the body sensors' information to be sent more easily. As a result,
the service coverage is greater than that of buildings based on infrastructure.
During situations, like the coronavirus pandemic, when the Body Area
Network (BAN)'s range is limited to around two meters, these devices enable
users to migrate to any area or building in order to seek safety. The system's
range may be increased to about 100 meters using an ad hoc linking
architecture, allowing for both temporary and permanent deployments.
There are two types of nodes that may be used in this architectural
arrangement: sensor nodes that are located within or near the human body,
and router nodes that are placed near the body area network (BAN). In
Wireless Sensor Networks (WSNs), each node performs the dual roles of a
router and a sensor. The ad hoc architectural configuration connects to the
outside world through a traditional gateway that resembles a Wireless
Sensor Network (WSN). Every infrastructure typically uses one radio, which
means that bandwidth is shared. Therefore, when there is a high density of
router nodes and sensor/actuator nodes in a certain location, there is a
chance that a collision may occur. In order to resolve these conflicts, an
asynchronous MAC technique might be used. The network architecture
provides access to the system and has the following unique characteristics:

e Wide-ranging radio coverage made possible by data being sent across

several hops. As a result, it is possible to provide improved support for
patient mobility, especially for those infected with the coronavirus,
because of the reduced bandwidth when data is sent over many hops.

e Rapid progress has been made in the timely and flexible wireless

deployment of emergency response systems.
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By adding more access points or other required components, the
network's flexibility may be readily increased without interfering with the

operation of the entire network.

B. Medical Records

In this instance, data is gathered from patients' medical records
regarding the therapies they received. We gather patient medical records
that encompass the patient's medical history, including details on therapies,
laboratory testing, and drug administration. Analyzing these records can
yield valuable information that can offer ideas for enhancing medical
guidance. Nevertheless, medical records typically have a substantial volume,
with each record containing data that has scattered variables and high
dimensions. Additionally, those with diabetes and high blood pressure may
experience several symptoms, including kidney and cardiovascular disease,
neuropathy, and skin and eye problems. Their weakened immune systems
make them more susceptible to contracting the Karuna virus and experiencing
related diseases. It is crucial to have appropriate information regarding these
matters. Hence, it is imperative to scrutinize medical records in order to
identify individuals who have been impacted by the aforementioned issues

and closely follow their condition through more specialized tests.

3.2. WBAN

Wireless Body Area Network (WBAN) is a subset of Wireless Sensor
Network (WSN), a burgeoning technology used in healthcare applications. A
Wireless Body Area Network (WBAN) is a network of small, low-power

wireless nodes that are strategically positioned on or around the human
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body to constantly monitor a patient's essential health indications. These
sensors have the capability to transmit data on physiological parameters
obtained from the human body to other devices for the purpose of diagnostic
procedures and prescribing treatments. WBAN offers healthcare services
globally and facilitates unrestricted mobility by allowing medical professionals
to monitor a patient's health using data transmitted through wireless
networks. This study presents a healthcare monitoring system utilizing
Wireless Body Area Network (WBAN) technology. The system is capable of
collecting data on electrocardiogram (ECG), heart rate, and human body
temperature. This is precisely what we require, particularly during the
COVID-19 pandemic. It is feasible to enhance this by considering or presenting
other instances in the event of a novel virus. This particular type of virus
undergoes self-development approximately every twenty or ten years, as
per the research conducted by the World Health Organization. During this
period, a significant number of individuals are uncertain whether they are
dealing with a virus or a common flu. The inability to access a hospital or a
doctor has left patients feeling disheartened. Consequently, this type of
network has experienced substantial advancements. The data obtained from
the human body is wirelessly transmitted via the IEEE802.15.6 MAC protocol
on NS-3. The physiological data will be transmitted to a distant medical server
where it will be stored and evaluated. If a patient is diagnosed with any

disease, the medical team is capable of promptly providing aid.

3.3 Deep Learning in loT
An exceptionally efficient deep learning compression approach, known

as DeeploT, has the capability to compress frequently utilized deep neural
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network architectures. This procedure facilitates the doctor's acquisition of
information through the utilization of medical devices. The obtained data is
then subjected to a classification stage in order to determine the presence of
any infection or disease, such as the Corona virus or potential future epileptic
episodes. This enables the doctor to prescribe the appropriate medication

for the patient.
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Figure (13) deep learning of loT
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4.Conclusion

Extracting meaningful information from unprocessed loT data is a
highly intricate undertaking that surpasses the capabilities of conventional
data analysis methods. This paper presents a thorough examination of Deep
Learning, a sophisticated machine learning technology that has proven to be
particularly effective in evaluating complicated data produced by loT
applications. Deep Learning models surpass conventional machine learning
paradigms in the following aspects. Firstly, they eliminate the need for
supervised feature sets to be used for training. As a result, Deep Learning
models may effectively extract features that may not be easily identifiable by
a human. Furthermore, Deep Learning models produce more precise
prediction outcomes. Moreover, Deep learning models are suitable for
representing complex patterns in diverse datasets. This proposal offers an
in-depth analysis of different Deep Learning architectures. This text presents
a comprehensive overview of the research endeavors that have utilized Deep
Learning models for data analysis in Internet of Things (1oT) scenarios. Finally,
this paper discusses the problems and future research directions that need
to be addressed in order to support continued study in this field. It is
important to note that the use of deep learning for analyzing loT data is still
in its early stages. Further study is necessary to fully utilize the capabilities of

deep learning models for loT data analysis.
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