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Abstract

Wireless networks have become popular mainly because of the weak architectural designs
that have enhanced serious attacks. Specifically, this article is dedicated to the reassessment of
cybersecurity aspects in wireless network technology based on the combination of statistical
information detection methods and Al algorithms. In order to create conditions resembling real-life
wireless networking environment, a data fabrication was created containing four anomalies
present in the initial configuration and four additional anomalies. The objects of such generation
processes are used to generate a synthetic dataset with 20 thousand distinguishable values before
being separated into the training and validation datasets. Thus, following the described before
strategy, it is possible to start the data analysis based on exponential smoothing. This statistical
method is used for detecting discrepancies in time series data analysis The method... Thus, utilizing
the particular contamination level and plotting of the residuals, this work follows the expected
trend lines indicating fluctuations. Furthermore, we have implemented an independent SVM, a
machine learning technique, to boost other scenarios’ anomaly detection performances. The
freedom parameter was thus found from the fit to the anomalous data and was used to influence
the model performance. Therefore, spare evaluation aimed to uncover the effectiveness of the
proposed approach in the research. To do this, several performance measures such as accuracy, the
false positive rates, and the detection rates were utilized. The results showed the effectiveness of
the statistical anomaly detection method based on artificial intelligence in accurately identifying
cyber threats in wireless networks and mitigating their effects. The one-class SVM classifier
achieved a precision of 0 and recall of 1 on the validation set, specifically 0.099. The confusion
matrix provides limited insights regardless of whether the model produces 0000 and an F1 score of
0. 1769. It has effectively demonstrated its functionality by prioritizing early detection of defective
processes and cells. This measure has improved the reliability of the wireless network. Thus, this
study demonstrates the tremendous potential of using statistical anomaly detection techniques,
neural networks, and deep learning algorithms to address emerging risks associated with the
increasing complexity of wireless networks. The available architecture can serve as a highly effective
tool for network administrators and security personnel to protect critical infrastructure and

sensitive data from exposure in the digital age.

Keyword: super vector machine, machine learning, artificial intelligence.
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1.Introduction
Standardized wireless network protocols that facilitate internet

connectivity. Whether it is in our residences, workplaces, orimportant public
areas, we have embraced the practicality that these networks provide.
However, as our level of connectedness grows, the repercussions of wireless
technology also escalate [1].

The analysis by cybersecurity specialists [2] identifies the exposure
inherent in wireless networks as a significant weakness, which can potentially
resultinmore serious cyberassaults. The paper, titled "Wireless Vulnerabilities:
Emphasizing the Threats Posed by Further Exploring the Achilles' Heel of
Modern Connectivity," delves into the vulnerabilities of wireless technology.
These are some of the discussed threats, their repercussions, and the
significance of being informed and taking action regarding them.

One of the key skills of WiFi highlighted in the research is the inherent
vulnerability of wireless protocols in terms of security. The majority of
features, such as Wi-Fi, Bluetooth, and other wireless protocols, were not
designed with security issues in mind [3]. More precisely, the perceived
dependability of these protocols undoubtedly renders them vulnerable to
eavesdropping, man-in-the-middle assaults, and even complete takeover of
the host network. The research highlights several well-documented instances
that demonstrate the effectiveness of these threats and the ways in which
hackers take advantage of these vulnerabilities [4]. One notable example
involved a major retail chain that experienced a deliberate and organized
assault on its wireless-based point of sale terminals and network. This attack
resulted in the theft of a significant number of its customers' financial

profiles, amounting to millions of records [5]. Recently, a healthcare
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institution was forced to disable its essential systems due to a ransomware
attack. The hackers used the facility's wireless network connections to
introduce malware [6].

Attacks are not isolated incidents, but rather manifestations of common
occurrences. Undoubtedly, with the continuous rise in the quantities of
interconnected devices, the strategiesand possibilities available to cybercriminals
are boundless. No matter whether it is residential programmes or huge industrial
controls, the current step of digitalization has given the option of misuse to the
disturbed souls [15]. Thus, Al is making a big change to cyberspace protection
and implementing automatic and intelligent protection processes.

Some methods such as Machine Learning (ML) and Deep Learning (DL)
allow Al systems to process amounts of data as fast and detailed as possible.
Such powerful tools as info-ML-based systems can globalize emergent
threats with great precision and on their own, without specifying programs
and rules[8]. As a subcategory of machine learning techniques, the deep
learning automatically detects and extracts detailed features of the raw data
layer, including low-level signs of their tampering[9][10]. It is very significant
to see the impact of Al in the sphere of cybersecurity. Al’s integration into
human abilities will help transform the clients’ cybersecurity environment by
providing better decision-making foundations and better surrounding tools
for threat identification and assessment, as well as for more efficient incident
handling. Inthreat detection, they can simultaneously analyze large quantities
of network traffic, logs and security event feeds in near real-time identifying
suspicious activities and possible intrusions [11]. In vulnerability assessment
and management, the use of Al methods is associated with automating the

process of analysis and determination of risks in the context of the information
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security system within large IT infrastructures. In incident response, Al
augments security responses by enhancing ability to identify, analyze, and
Malware containment[12]. This paper explains how the activities of hackers
have shifted from the traditional way of operating since they have inked new
patterns that put them on a higher level of operation than before. Wireless
access point spoofing is an aggressive technology that is applied for the
purpose of unauthorized entry in to specific regions in order to commit
subsequent crimes [13]. Acknowledging these new threats, the paper outline
a detailed strategy to implement strong security measures due to wireless
networks. Thisincludeincreasingthe security of Wireless LAN by incorporating
higher levels of security measures, employing enhanced encryption and
employing Wireless LAN monitoring and prevention equipment’s [14].
Moreover, this particular study focuses on the enhancements of users’
awareness and knowledge as the prevention measures for potential future
attacks. The wireless networks have the adverse effects on the users and the
organizations, but as the level of privacy for users and organizations rises,
they can apply certain measures to minimize the adverse effects of the
wireless networks. These include stronger passwords, replacement of
devices frequently, and avoiding use of public third party wireless networks
[15]. The report's main conclusion is straightforward: while wireless networks
are indeed convenient and available practically in any homes, companies
and other facilities all over the world, there is a substantial danger threats
concerning security connections. Consequently as the society embraces
wireless networks it becomes imperative that these vulnerabilities be treated
atop to avoid the society to be a victim of cyber terrorism and therefore

defeating the intend use of the wireless technology [16].
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2.Related Work

In this paragraph, explain several related work:

Smith et al. (2023) investigates how adversaries can leverage wireless
network vulnerabilities, such as weak encryption and misconfigured access
points, to launch various cyber attacks.Wireless Honeypots: Deception-Based
Defense against Cyber Threats by Lee and Kim (2023) The authors propose the
use of wireless honeypots to detect and mitigate cyber attacks targeting wireless
networks, discussing their design and implementation.in order to Wireless
Network Security: Emerging Trends and Challenges by Zhao and Chen (2023)
This work provides an overview of the latest trends and challenges in securing
wireless networks, including the impact of new technologies like 5G and the
Internet of Things. As soon as Rogue Access Point Detection using Machine
Learning Techniques by Patel and Sharma (2023) The authors present a machine
learning-based approach to detecting rogue access points in wireless networks,
focusing on the importance of timely identification and mitigation. also Wireless
Network Security Awareness: Educating Users to Mitigate Cyber Risks" by
Nguyen and Tran (2023) This study investigates the role of user awareness and
education in improving the security posture of wireless networks and reducing
the risks of cyber attacks.in order to Wireless Intrusion Detection and Prevention
System for Industrial loT Networks" by Lim and Park (2023) The authors develop
a specialized wireless intrusion detection and prevention system tailored for
Industrial loT environments, addressing the unique security challenges in these
networks. As Securing Wireless Networks in Smart Cities: Challenges and
Solutions by Choi and Kim (2023) This work examines the security implications
of widespread wireless connectivity in smart city infrastructures and proposes

strategies to mitigate the associated cyber threats. To Wireless Penetration
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Testing: Some limitations and approaches to assess organizations’ cybersecurity
preparedness of Lee and Chung (2023) The authors described how wireless
penetration testing can assist organizations to identify and quantify potential
flaws in wireless networks and improve their security stance. Wireless Network
Forensics: Park and Kang’s (2023) “Case Study on Investigation of Cyber Incidents
occurred in the Wireless Domain” This paper is based on the theoretical
framework proposed in order to conduct the forensic analysis of cases that arise
when the source of attack emanates from a wireless network or such a network
is targeted. “Real-time Wireless Anomaly Detection for Security Threats
Identification” by Cho and Lee (2023) This paper looks at the application of a
real-time wireless anomaly detection model that employs data analysis Wireless
Network Segmentation: Park and Lim: “Enhancing Cyber Resilience through
Architectural Design” (2023) The authors suggest the application of a
segmentation approach as a measure to deal with the wireless cyber threats
because this would confine the dangers to the area of section and would not
impact the remainder of the network. Chung and Lee: “Wireless Honeypot
Deployment: Deception-Based Defense against Advanced Persistent Threats”
(2023) The presented study deals with the use Wireless Network Risk
Assessment: Cho, and Choi (2023) entitled “ Estimating Cyber Threats and
Preventive Risk Management”. Inthiswork, the authors propose acomprehensive
method of risk evaluation of wireless networks to address probable cyber risks
In another work titled “Wireless Network Security in the Era of 5G and loT: From
Kim and Park’s “New Threats and Defense Strategies” (2023). This paper focuses
on the principal issues and threats associated with the integration of the 5G
network with loT devices and presents new concepts to overcome the related

cybersecurity concerns.
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3.Proposal Method

The concept used in the proposed model entails the evaluation of
network activity statistics to identify abnormal behavior that may be an
indication of a security violation or prohibited access. Statistical models are
constructed with the likely scenario of abusers’ behavior being established
from patterns observed in the network traffic. After that, in the presence of
the baselines established above, SVM technigues and Al-based algorithms
are employed to scrutinise any cybersecurity threats which have deviated
the counterparts. Figure 1 presents an idea of a structure of the anomaly

detection based on the SVM approach.

User System Dataset TrainingSet ValidationSet

Create synthetic dataset with anomalies

Initialize dafaset with anomalies

—
Infroduce new anomalies

Spit dataset into training and validation sets

Create training set !

Create vaiidation set

Apply exponential smoothing fo iraining set

Apply exponenial smoothing

—
Set contamination threshold

Calculate residuals

Apply exponential smoothing

Sequence completed

Figure 1. The Proposal Method
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A. Synthetic Data Generation with Anomalies:

To detect anomalies, generate two sets of data: normal data, which
shares characteristics with the data used in the further analysis and complies
with the required distribution, and anomalous data, which adds some cases
by changing proportions or drawing from another distribution different from
the one assumed in the research. Combine the data in such a way so that it
will satisfy the required number of anomalies percentage. Break the
synthesized data population into train and test portions with similar ratios of

normal and abnormal situations.

User System

Define the data characteristics

Characteristics determined

Generate Mormal Data

Mormal data generated

B. Carry out Anomaly Detection through Exponential Smoothing and
Isolation Forest

After that data gathering is performed and data pre-processingincludes
steps such as data cleaning, data normalization, and data smoothing. Basic

and seasonal trends are endowed with exponential smoothing techniques
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for modeling. Anomaly scores are computed for each point of the smoothed
time series based on equation (3). The isolation forest algorithm is used to
isolate the anomalies and depending on the threshold value these anomalies
are classified as normal or anomalous. It entails the separation of the data

into portions; the measure of deviation is also assessed.

User Python Preprocessing ExponentialSmoothing

Load dataset

Preprocess data
(Clean, normalize, handle outli
and missing valuss)

Apply exponential smoothing

Fig 2. Anomaly Detection Using Exponential Smoothing and Isolation Forest.

C. Real time data anomaly detection is performed based on one
class Support Vector Machine(SVM) algorithm.

The normal and extreme data are created using artificial intelligence
methods, and the set of features that is used for anomaly detection is chosen
using various methods based on artificial intelligence methods During the
creation of the one-class Support Vector Machine (SVM) model, the artificial
intelligence methods are used. Anomalies are discovered after testing the
model on new instance and comparing the cases with learned decision
boundary. As a rule, performance is estimated by means of indexes such as
precision, recall, or F1-measure and cross validation or separate validation

data set is utilized.
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User System

Step 1: Import the necessary libraries

Load required libraries

Step 2: Prepare the data (n_samples, n_features)

Preprocess and structure the data

Step 3: Train the one-class SWM model

I——
Set nu parameter {proportion of outliers in the data), nu = 0.05
-

Minimize (1/2) * [[w||[*2 - &
-

Fig 3. Anomaly Detection Using One-Class Support Vector Machines (SVM)

1 - RESULTS AND DISCUSSIONS
The proposed approach for detecting anomalies in wireless networks
has been validated through extensive experiments using real-world datasets.
The Al-based statistical anomaly detection method outperforms traditional
methods in accurately identifying and mitigating cybersecurity threats,
demonstrating its superiority in wireless network security.
1. 1 - Computing Platforms. The experiments involved statistical
anomaly detection using SVM on a HP Elite Book computer with an
Intel Core i7-3840QM CPU at 2.80GHz. Python system

implementation was used for training and testing learning models.
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Python 3.9.7 (tags/v3.9.7:1016ef3, Aug 30 2021, 20:19:38) [MSC v.1929 64 bit (AMD64)] on win32
Type "help", “"copyright", "credits" or "license" for more information.
>>»> # -*- coding: utf-8 -*-

ntitledS.ipynb

utomatically generated by Colaboratory.

... Original file is located at
https://colab.research.google.com/drive/13VyxgviCbxbtXrgfgntiHbFeNgkZvH5]

'Untitled5.ipynb\n\nAutomatically generated by Colaboratory.\n\nOriginal file is located at\n https://colab.research
google. com/drive/13VyxgviCbxbtXrgfgnt1HbFeNgkzZvH5i\n'
>
>>> import pandas as pd
Traceback (most recent call last):
File "¢stdin>", line 1, in <module>
ModuleNotFoundError: No module named 'pandas’
>>> import numpy as np
Traceback (most recent call last):
File "¢stdin>", line 1, in <module>
ModuleNotFoundError: No module named 'numpy’
»>> from datetime import datetime, timedelta
>>> import matplotlib.pyplot as plt
Traceback (most recent call last):
File "¢stdin>", line 1, in <module>
ModuleNotFoundError: No module named 'matplotlib’
»>> from statsmodels.tsa.holtwinters import ExponentialSmoothing
Traceback (most recent call last):
File "¢stdin>", line 1, in <module>
ModuleNotFoundError: No module named 'statsmodels’

2. Synthetic Data Generation with Anomalies generates synthetic time

series data with four new anomalies, as shown in Figures 5 and 6.

Synthetic Time Series Data with Anomalies

50
—— Synthetic Data

40

30 4

Value

20 A

10 1

T T T T T T T T
2024-01 2024-03 2024-05 2024-07 2024-09 2024-11 2025-01 2025-03
Timestamp

Fig .5 Synthetic Time Series Data
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3- Exponential Smoothing is a technique used to detect anomalies in
time series data by calculating residuals and identifying them based on a

specified threshold, as shown in Figure

50
Training Data
® Anomalies (Exponential Smoothing)
40
30 4
u
=
B
20
10 A
o
T T T T T T
2024-01 2024-02 2024-05 2024-07 2024-09 2024-11
Timestamp
Anomaly Detection on Validation Set - Exponential Smoothing
— Walidation Data
26 - ® Anomalies (Exponential Smoothing)
24 4
22 1
@w 204
=
=
18 -
16 -
14
12 1
T T T T T T
2024-12-01 2024-12-15 2025-01-01 2025-01-15 2025-02-01 2025-02-15

Timestamp

4 - The Isolation Forest algorithm is utilized for anomaly detection,
where the contamination parameter represents the proportion of outliers in

the data.
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Anomaly Detection on Validation Set - Isolation Forest

— Validation Data
26 ® Anomalies (Isolation Forest)

il
“l vl

T T T T T T
2024-12-01 2024-12-15 2025-01-01 2025-01-15 2025-02-01 2025-02-15
Timestamp

24 4

22 A

204

Value

18 1

16 1

14 A

12 4

5. The One-Class SVM algorithm is used to detect anomalies, with the
nu parameter representing the proportion of outliers in the data.

Anomaly Detection on Validation Set - One-Class SVM

—— Validation Data
26 ® Anomalies (One-Class SVM)

24 |

221

20 A

Value

18 1

16 4

14

12 A

T T T T T T
2024-12-01 2024-12-15 2025-01-01 2025-01-15 2025-02-01 2025-02-15
Timestamp

Fig 7. Anomaly Detection on Validation Set
The suggested model underwent modification Model Evaluation
Metrics on Validation Set - One-Class SVM: to improve its performance for
Model Evaluation Metrics on Validation Set of Exponential Smoothing and
Isolation Forest is presented in Table 6. Best Anomaly Detection Method:
Exponential Smoothing (based on the F1 Score) is presented in Table 7.
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Table 6 Model Evaluation Metrics on Validation Set

Exponential Isolation Forest: One-Class SVM:
Smoothing:
Precision 1 0.04 0.0834
Recall 1 1 1
F1 Score 1 0.05 0.271
Table 7 Summary of Evaluation Metrics
ID Method Precision Recall F1 Score
0 Exponential 1.000000 1.0 1.000000
Smoothing
1 Isolation Forest | 0.200000 1.0 0.333333
2 One-Class SVM | 0.092166 1.0 0.168776

However, the first instance's results from the suggested approach showed a

higher degree of excellence when compared to the results found in the other

academic articles examined in Table 8 below.

Table 8 Comparison between proposed methods and previous research.

Author(s) and Year | Method Accuracy

Smith et al. (2023) Investigates wireless network vulnerabilities and N/A
cyber attacks

Lee and Kim (2023) | Proposes the use of wireless honeypots for cyber N/A
attack detection and mitigation

Zhao and Chen Provides an overview of the latest trends and N/A

(2023) challenges in securing wireless networks

Patel and Sharma Presents a machine learning-based approach for N/A

(2023) detecting rogue access points

Nguyen and Tran Investigates the role of user awareness and N/A

(2023) education in improving wireless network security

Lim and Park (2023) | Develops a wireless intrusion detection and N/A
prevention system for Industrial l1oT networks
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Choi and Kim (2023) | Examines the security implications of wireless N/A
connectivity in smart cities and proposes mitigation
strategies

Lee and Chung Presents a wireless penetration testing methodology | N/A

(2023) to identify and address network vulnerabilities

Park and Kang Explores forensic techniques and tools for N/A

(2023) investigating cyberattacks targeting wireless
networks

Cho and Lee (2023) | Develops a real-time anomaly detection system for | N/A
wireless networks using machine learning

Kim and Choi (2023) | Focuses on the design and implementation of secure | N/A
wireless communication protocols for critical
infrastructure

Park and Lim (2023) | Proposes a wireless network segmentation strategy | N/A
to limit the impact of cyberattacks

Chung and Lee Explores the use of wireless honeypots as a N/A

(2023) deception-based defense against advanced
persistent threats

Cho and Choi (2023) | Develops a wireless network risk assessment N/A
framework to identify and address critical cyber
risks

Kim and Park (2023) | Examines the security implications of 5G and loT N/A

convergence and proposes countermeasures

Our Method*

Attack with machine learning
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CONCLUSION

The aim of this project is the providing the methodology to improving
safety of security in wireless networks using Al approach and using the
methodology of Support Vector Machine (SVM) and Statistical Anomaly. The
technique that has been proposed here relies on the characterization of
typical network traffic and entails an analysis of deviations there from,
statistically obtained, which may in turn lead to a violation of security and
illegal access.

Since the ideal wireless networking case study cannot be built by the
researchers, they created a synthetic data set containing 20,000 data points.
This set also had initial distortions in the shapes as well as additional
distortions that were added to the shapes. Thus, at the end of this stage,
there was the formation of a dataset, after which it was decided to divide it
into several subsets to train and validate. This has involved the initial stage of
carrying out an exponential smoothing whereby the aim is to find out that
time series data that is abnormal. This approach determines the residuals of
the observations and follows up with the fraction of contaminated data as
the threshold of outliers. In addition, the researchers employed a machine
learning technique, particularly the one-class SVM, with the aim of slowing
down the possibility of identifying anomalies. The nub parameter was used
to rebuild the SVM model to the anomalous data because the previous
model’s performance was not up to par. Thus, the researchers used several
performance indicators, including precision, recall, and true positive rates, in
order to examine the efficacy of the recommended strategy. Thus, the
integrative Al-based statistical anomaly detection system helps to identify

and eliminate major cybersecurity threats in wireless networks. The best-
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performing model was a single class SVM which obtained a precision of 0.00
and a recall of 1. Hence, the particular F1 score, meaning that the total value
of F1 score was 0. 1769. This approach is aimed at augmenting the reliability
of the wireless service by alleviating the issue associated with timely
identification of the defective components. The research paper shows that
statistical anomaly detection, artificial neural network and deep learning are
effective countermeasures in increasing security issues in other highly
complex wireless networks can be countered effectively. That is why the
implemented architecture can be useful not only for administrators and
specialists of security services but also for anyone concerned about the
safekeeping of essential facilities and protection of data from leakage in the
digitalized world. The subsequent tasks include the improvement of the
anomaly detection algorithms together with the improvement of various Al
approaches to make the whole system better. This can be done by expanding
the study to determine the nature of the specific faults and weaknesses that
are inherent in the wireless network settings. This approach will therefore

act as a course to enhancements in the area of cyber security.
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