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Abstract 
Some important security needs include authen�ca�on, confiden�ality, 

integrity, non-repudia�on, and user privacy. Many security systems include 

these required protec�ons for informa�on transmission. The encryp�on 

process is one of the most important security measures. Many secure 

encryp�on algorithms are based on different keys and key lengths to ensure 

a high degree of security. GIF file format is a common file format that is used 

in several applica�ons, and securing these files through transmission is 

impera�ve. In this paper, an efficient method for encryp�on GIF files is 

proposed based on using the modified present algorithm, modified ZUC 

stream cipher, and an efficient method for key genera�on based on the 

simula�on of a dynamic billiard table to generate a number that controls the 

encryp�on results. The proposed method tests through experiments on tests 

the randomness of generated sequences, the quality of encrypted image 

MSE, PSNR, SSIM, entropy, the �me-consuming for encryp�on, and the 

differen�al a�ack test through NPCR and UCAI. All experiments sa�sfy the 

standard results, and the method could be used in all types of mul�media 

file formats. 
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1. Introduction
The recent advances in informa�on technology and the rise of smart 

devices have led to an exponen�al increase in the need for informa�on 

exchange [1]. Images, being significant sources of informa�on, are frequently 

shared over the internet by users via web browsing, social networking 

websites, email, messages, cloud systems, etc. [2]. However, there is a need 

to secure this informa�on to avoid unauthorized access [3]. The applica�on 

of conven�onal security techniques on images has been found inadequate 

due to their intrinsic proper�es, such as high redundancy, high correla�on, 

high dimensionality, etc. [4]. Plain images make it easy for a�ackers to 

perform sta�s�cal analyses to retrieve crucial informa�on [6]. Recently, 

digital images have been chosen as cover objects to hide secret informa�on 

in steganography since the redundancy in images is very high [7]. Among 

various image formats, the GIF format is very popular due to its various 

features, such as small file size, support for anima�on, support for lossless 

compression, and usability in HTML. A lot of important and sensi�ve 

informa�on is present in GIF images that should be protected from 

unauthorized access [8]. Nevertheless, GIF, being a very popular file format, 

is very vulnerable to a�acks [9]. Many conven�onal algorithms have been 

proposed to secure the GIF images. However, conven�onal block ciphers and 

algorithms such as are not suitable for securing GIF files as they faced several 

limita�ons in computa�on �me, key size, and security level, such as the 

upper limit of the key space available to possible key search, security do not 

guarantee chaos, not good sensi�vity and so on [10]. Also, these algorithms 

needed complicated calcula�ons, which increases the complexity [11]. To 

overcome these problems, a simple and robust technique has been proposed 
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to restore the GIF image file using the present RC4 algorithm. This method is 

highly feasible, fast, and effec�ve [12]. 

GIF Images contain a lot of redundancy, which may be used by an 

a�acker to recover the plaintext from the ciphertext. The objec�ve of 

securing Graphic Interchange Format (GIF) files by using the lightweight 

algorithm Present-ZUC is to design a lightweight algorithm that ensures 

confiden�ality, integrity, and authen�city for GIF image files. Proposing a 

solu�on for an op�mized and secure algorithm that can save RAM u�liza�on 

by enhancing the algorithm.  

2. Overview of GIF Files
A GIF (Graphics Interchange Format) file can contain mul�ple images or 

frames that are displayed in sequence to create an anima�on [13]. Each frame 

in a GIF represents a dis�nct image within the anima�on sequence [14]. 

Working with GIF frames involves extrac�ng, manipula�ng, and possibly saving 

individual frames. Extrac�ng Frames from a GIF To extract frames from a GIF, 

you need to read the GIF file and retrieve each frame's image data. This can be 

done using libraries that support GIF format manipula�on [15].

4. ZUC Stream Cipher
ZUC is a secure and effec�ve stream cipher that sa�sfies the 

requirements of contemporary communica�on networks. Because of its 

performance-focused architecture and strong security features, it is a good 

op�on for applica�ons in wireless and mobile networks [16]. Several 

encryp�on systems, notably LTE (Long-Term Evolu�on) for mobile 

communica�ons, use the lightweight ZUC stream cipher [17]. The ZUC 
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algorithms are thought to be robust and appropriate for LTE a�er being 

assessed by two more teams of dis�nguished specialists in addi�on to the 

algorithm standardiza�on commi�ee ETSI SAGE. ZUC is a stream cipher that 

is word-oriented [18]. A keystream Of 32-bit word is produced by using an 

ini�al vector and an ini�al key of 128 bits as input. It is possible to encrypt 

and decrypt data using this keystream [19].  

Figure 1: ZUC Stream Cipher

5. Present Encryption Algorithm 
Andrey Bogdanov and associates developed the Present encryp�on 

method [20], which is a thin-film symmetric-key block cipher. It can use an 

80-bit or a 128-bit key and runs on 64-bit blocks. As seen in Figure 2, Present 

uses a subs�tu�on permuta�on network topology with 31 rounds total, 

including a final crucial addi�on round [21]. Every round has these three 

primary purposes:
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• Including a circular key: In this phase, the round key and the state 
data block are subjected to a straightforward XOR operation [22].

• Substitution box layer (S-Box layer): This layer uses a corresponding 
Substitution Box (S-Box) to transfer a four-bit input to a four-bit 
output, introducing nonlinearity [23].

6. Dynamical Billiards for Key Generation
A dynamical system that represents the iner�al mo�on of a point mass 

inside an area with a piecewise smooth boundary and elas�c reflec�ons is called 

a "dynamical billiard [24]. The angle of incidence from the border is equal to the 

angle of reflec�on. In many op�cal, acous�c, and classical mechanical difficul�es, 

pool tables seem like natural models [25]. It is easy to reduce the Boltzmann gas 

of elas�cally colliding hard balls in a box—the most well-known sta�s�cal 

mechanics model to a pool. The theory of billiards was largely sparked by the 

Boltzmann-Sinai hypothesis, which has yet to be proven, regarding the ergodicity 

of the gas of hard balls in a torus that interact elas�cally. [26].  

Figure 2: Present encryption algorithm
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6. Proposed Method 
The proposed method for encryp�ng a GIF image is applied by 

separa�ng the frames from the GIF file. These frames are, in turn, divided 

into equal parts called blocks. Each block enters the encryp�on process. The 

blocks are collected in a three-dimensional matrix and permuted according 

to a specific key. The key genera�on based on dynamical billiard algorithm, 

the seeds of which will be used to generate keys and improve the ZUC stream 

cipher and Present algorithm to raise the level of its performance, then these 

blocks are merged into frames, and these frames are merged into a GIF file 

to display it as an encrypted GIF file as explain in figure 3.

 

 

  

 

 

 

 

 

 

 

 

Figure 3: Present encryption algorithm  

• GIF Framing 
The framing process of the GIF file format is represented by splitting it into a sequence of 

slices, each one considered as an individual image. Creating many frames, controlling color 
tables, and specifying how each frame should be shown are all part of the framing process in 
GIF files. Simple animations that are frequently used on the web can be produced using this 
method. Knowing these elements will help you produce and work with GIFs programmatically. 
GIF file framing is explained in Figure 4. 

 

 

 

 

 

Figure 4: GIF framing process 

• Block Partitioning of Frames 
At this stage, the image is cut into equal parts called blocks. These blocks are square and of equal 
size. Each of these blocks is encrypted as an independent case. The block partitioning is explained 
in Figure 5.   
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Figure 3: Present encryption algorithm 

• GIF Framing
The framing process of the GIF file format is represented by spli�ng it 

into a sequence of slices, each one considered as an individual image. 

Crea�ng many frames, controlling color tables, and specifying how each 
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frame should be shown are all part of the framing process in GIF files. Simple 

anima�ons that are frequently used on the web can be produced using this 

method. Knowing these elements will help you produce and work with GIFs 

programma�cally. GIF file framing is explained in Figure 4.
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• Block Partitioning of Frames 
At this stage, the image is cut into equal parts called blocks. These blocks are square and of equal 
size. Each of these blocks is encrypted as an independent case. The block partitioning is explained 
in Figure 5.   
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• Block Partitioning of Frames
At this stage, the image is cut into equal parts called blocks. These 

blocks are square and of equal size. Each of these blocks is encrypted as an 

independent case. The block par��oning is explained in Figure 5.  

 

 

 

 

 

 

 

 

 

Figure 5: Partitioning of the frame into blocks process 

• Key Generation Based Dynamical Billiards 
The dynamical Billiards is used for key generation in the proposed encryption algorithm. 

The number generation is denoted by the following steps:  
Step 1: Choose the shape of the billiard table (e.g., circular, polygonal). 
Step 2: Define the boundaries of the table mathematically. 
Step 3: Initialize the Particle: 
Step 4: Set the initial position and velocity of the particle. 

            Step 5: Ensure the initial position is within the boundaries of the table. 
            Step 6: Simulation Loop: 
                          Update the position of the particle over time based on its velocity. 
                          Implement collision detection to check for interactions with the walls of the table  
                          or obstacles. 

              Reflect the velocity of the particle upon collision according to the laws of physics.   
              (elastic collisions). 

                         Store the trajectory data (positions and velocities) at each time step. 
           Step 7: Generate Randomness: 
                       Use the stored trajectory data to create a source of randomness. 
                        This can involve sampling the position, velocity, or angles of reflection. 
                        Convert this randomness into a suitable format for key generation.  
                 

• Blocks Permutation  
The permutation process is done by taking the numbers generated from the proposed method 
for seed number generation via a dynamic billiards table. The set of selected numbers is equal 
to the number of blocks in the GIF frames. These numbers are sorted in ascending or 
descending order, and the locations of the arranged numbers are taken as an index of the 
location of the block that will enter the encryption process.    
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Figure 5: Partitioning of the frame into blocks process

• Key Generation Based Dynamical Billiards
The dynamical Billiards is used for key generation in the proposed 

encryption algorithm. The number generation is denoted by the 

following steps: 
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Step 1: Choose the shape of the billiard table (e.g., circular, polygonal).

Step 2: Define the boundaries of the table mathematically.

Step 3: Initialize the Particle:

Step 4: Set the initial position and velocity of the particle.

Step 5: Ensure the initial position is within the boundaries of the table.

Step 6: Simulation Loop:

 Update the position of the particle over time based on its velocity.

 Implement collision detection to check for interactions with the 

walls of the table 

 or obstacles.

 Reflect the velocity of the particle upon collision according to the 

laws of physics.  

 (elastic collisions).

Store the trajectory data (positions and velocities) at each time step.

Step 7: Generate Randomness:

Use the stored trajectory data to create a source of randomness.

This can involve sampling the position, velocity, or angles of reflection.

Convert this randomness into a suitable format for key generation. 

• Blocks Permutation 
The permuta�on process is done by taking the numbers generated 

from the proposed method for seed number genera�on via a dynamic 

billiards table. The set of selected numbers is equal to the number of blocks 

in the GIF frames. These numbers are sorted in ascending or descending 

order, and the loca�ons of the arranged numbers are taken as an index of 

the loca�on of the block that will enter the encryp�on process.   
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• Modified Present Algorithm 
The proposed method consists of two approaches for encryption; the selection of which 

one to apply depends on the texture complexities. If a uniform texture, a ZUC stream cipher is 
applied; otherwise, a modified Present algorithm is applied. The texture complexity is found 
by finding the variance of the block after converting it to a gray level.     

 
 
 
 
 
 
 
 
 
 

Figure 6: The proposed method for block encryption 

• Encrypted GIF reconstruction  
The encrypted blocks are merged into the matrix to reconstruct frames. The reconstruct 

frame’s function takes the encrypted blocks and reshapes them into images using the specified 
frame shape. Then, the frames are merged to reconstruct the GIF file format.  

7. Experimental Results 
The improved efficiency of the proposed encryption algorithm is achieved through several 

tests applied on a set of GIF images that are used for applications such as “robot.gif”, “cars.gif”, 
“airplane.gif”, “forest.gif”, “sport.gif”, and “dog.gif”. These files have different frame sizes and 
numbers of frames. All of them are encrypted via the proposed algorithm, and the results as 
explained in the following sections.  
        The seed number generation in the proposed method uses a dynamic billiard table to find a 
real number that represents the position of the ball through time. The coordination of these numbers 
is a two-dimensional sequence and is plotted in Figure 7 as an individual curve.    
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• Modified Present Algorithm
The proposed method consists of two approaches for encryp�on; the 

selec�on of which one to apply depends on the texture complexi�es. If a 

uniform texture, a ZUC stream cipher is applied; otherwise, a modified 

Present algorithm is applied. The texture complexity is found by finding the 

variance of the block a�er conver�ng it to a gray level.    
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• Encrypted GIF reconstruction 
The encrypted blocks are merged into the matrix to reconstruct frames. 

The reconstruct frame’s func�on takes the encrypted blocks and reshapes 

them into images using the specified frame shape. Then, the frames are 

merged to reconstruct the GIF file format. 



E247

Secure GIF Files Based on ZUC Stream Cipher and Present Algorithm

7. Experimental Results
The improved efficiency of the proposed encryp�on algorithm is 

achieved through several tests applied on a set of GIF images that are used 

for applica�ons such as “robot.gif”, “cars.gif”, “airplane.gif”, “forest.gif”, 

“sport.gif”, and “dog.gif”. These files have different frame sizes and numbers 

of frames. All of them are encrypted via the proposed algorithm, and the 

results as explained in the following sec�ons. 

The seed number genera�on in the proposed method uses a dynamic 

billiard table to find a real number that represents the posi�on of the ball 

through �me. The coordina�on of these numbers is a two-dimensional 

sequence and is plo�ed in Figure 7 as an individual curve.   
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Figure 6: The Visualization of a dynamic billiard table. 

The previous numbers are processed to find a hexadecimal number 

that is entered into the two proposed methods, Modified ZUC and Present 

algorithm, which need star�ng posi�on (ini�al values) and the velocity 
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(control values), and the table dimension. Some samples of seed numbers 

are explained in Table 1.

Table 1: Generated numbers using a dynamic billiard table  

No. 1st dimension 2nd dimension No. 1st dimension 2nd dimension

1 0.791267678674 0.033726515230 7 0.50727098086981 0.25836350842357

2 0.523723688761 0.515946089995 8 0.42876735761504 0.48404762003481

3 0.591063640655 0.205753035517 9 0.26315682408109 0.09849427494733

4 0.266049358021 0.393284074524 10 0.32975535198079 0.12311848224074

5 0.504227801739 0.118147567635 11 0.44394351492245 0.10954989285146

6 0.251958023790 0.422023826478 12 0.29357599580899 0.10829997902249

These values from the previous table are converted to decimal values 

by ge�ng the values of the digits a�er the floa�ng point in fixed numbers for 

all values (10, 11, 12, 15, or more digits) as explained, then converted to a 

hexadecimal number as explained in Table 2.

Table 2: The Hexadecimal Form of Generated Numbers 

No. 1st dimension 2nd dimension No. 1st dimension 2nd dimension

1 'B83B3A99D2' '761BB4E505' 7 '07DA41C81D' '3C27AA46C7'

2 '79F05D4B38' '63D486AAAF' 8 '7820C88E0B' '70B37C87C2'

3 '899E236A4F' '3D455E7811' 9 '2FE7D62AFD' '16EEB75D83'

4 '3DF1C708C5' '4CC6F35BAC' 10 '5B918EBC1C' '1CAA6EF340'

5 '756651AA8A' '675D18732A' 11 '1B8224D013' '1981AEB4F3'

6 '3AA9DE566E' '445A7E31A0' 12 '6242948C2E' '19372E890E'

The standard NIST test is applied on the generated number a�er 

converted to binary numbers to find the randomness.   Table 3. Explain the 

p-value of applying all tests on the generated seed numbers. 
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Table 3: The minimum, maximum, and mean p-value of generated seed numbers

Test # Min. 
P-Value

Mean 
P-Value

Max. 
P-value Test # Min. 

P-Value
Mean 
P-Value

Max. 
P-value

1 0.0460 0.1297 0.0169 7 0.0011 0.1001 0.0012

2 0.0015 0.0315 0.0021 8 0.0063 0.1008 0.0009

3 0.1672 0.3486 0.0185 9 0.0175 0.0146 0.0004

4 0.5953 0.2725 0.1120 10 0.0021 0.0356 0.0094

5 0.1220 0.1363 0.1748 11 0.1820 0.1482 0.0385

6 0.0002 0.1016 0.0005 12 0.0042 0.1046 0.0009

From the previous table, these forms of numbers sa�sfy the 

requirements for generated keys used in the security requirements. 

The complexity of any encryp�on algorithm depends on the technology 

used for encryp�on and decryp�on, and the size of the input data (frame size 

and number of frames) are some of the variables that can affect how long it 

takes to apply an encryp�on technique. to gauge how long it takes to encrypt 

and decrypt images of various sizes all frames are resized into (256x256, and 

512x512) and get specific number of frames for standardiza�on. The 

performance of the algorithm can then be evaluated by recording the �me 

measurements for every image size. Table 2 measures and explains the 

average �me to apply the suggested algorithm for the encryp�on and 

decryp�on of two different image sizes: ( 256 x 256) and (512 x 512).  

Table 4: The average time-consuming for the proposed encryption/decryption algorithm

 Image #
Encryp�on Time
(256*256)

Decryp�on Time
(256*256)

Encryp�on Time
(512*512)

Decryp�on Time
(512*512)

1 0.36358 0.77443 0.74989 0.11850

2 0.54773 0.38389 1.19114 0.16229

3 0.28991 1.38893 0.91124 0.11358

4 0.11385 0.91119 0.36396 0.13807

5 0.37205 0.88403 0.86212 0.05857

6 0.29301 1.39807 0.52619 0.02505
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Several objec�ve tests are used to assess the image quality and 

dissimilarity between original and encrypted images, these tests include MSE, 

PSNR, Entropy, and SSIM. The average of these tests is explained in Table 4.

Table 4: Image quality test using a proposed method 

# Average MSE Average PSNR Average SNR Average SIM Average Entropy

1 7884.4945 0.0689 1.9019 105.6666 7.7655

2 7241.9338 0.0610 1.6410 93.6049 7.4968

3 8897.1998 0.0982 1.4129 136.1678 7.7414

4 8377.9428 0.0912 1.7823 102.7638 7.5066

5 7455.5410 0.0571 1.7707 115.4101 7.5428

6 8656.1781 0.0700 1.5366 97.5147 7.4215

8. Conclusion 
Authen�ca�on, confiden�ality, integrity, non-repudia�on, and user 

privacy are some of the most crucial security requirements. These necessary 

safeguards for informa�on transfer are a part of many security systems. One 

of the most crucial security procedures is encryp�on. To guarantee a high level 

of security, many secure encryp�on techniques are based on various keys and 

key lengths. Common files in the GIF format are used in many applica�ons; it 

is crucial to secure these files during transmission. In order to generate the 

numbers that control the encryp�on outcomes, this work proposes an efficient 

technique for encryp�ng GIF files u�lizing a modified version of the current 

algorithm, a modified ZUC stream cipher, and an efficient approach for key 

genera�on based on dynamic billiard table simula�on. The suggested approach 

evaluates the quality of the encrypted picture, MSE, PSNR, SSIM, entropy, the 

�me required for encryp�on, the unpredictability of created sequences, and 
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the differen�al a�ack test using NPCR and UCAI through trials. Every 

experiment yielded conven�onal findings, and the technique could be used 

with any kind of mul�media file format. 
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