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ABSTRACT  

The SecureSustainNet Framework- a novel technique for enhancing security and sustainability 

in data centers is introduced in this paper.  Given the security and sustainability concerns with 

data centers, this paper tackles the challenge of balancing data center security and energy 

efficiency.  Existing solutions are unable to provide the required security level without large 

processing and power costs.  States existing approaches that combine efficient resource 

utilization with high security performance is identified as a research gap. The multi-objective 

optimization of those approaches is designed to incorporate energy,  efficient techniques and 

security functionalities.  The approach has 6 main algorithms; Intrusion Detection System with 

Anomaly Detection; AES, 256 encryptions with virtualization, based key management; Role 

Based Access Control (RBAC) with dynamic policy tuning; dynamic resource allocation; 

energy consumption monitoring and management; and renewable source integration. The 

framework has been implemented into the network simulator ns, 3.  A remarkably high 98.7% 

Anomaly Detection Rate (ADR) was elicited through an interpreter Intrusion Detection System 

(IDS) against Gaussian Mixture Models (GMM), 6.4% above existing approaches, with a mean 
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0.4% False Positive Rate (FPR). It achieved a 2.5% increase in processing time due to its AES, 

256 Encryption system through which employ a dynamically managed key management 

system. It attained a 97.4% Access Control Effectiveness (ACE) and an 8.8% increase against 

traditional models through its dynamic policy adaptations based on user context.  It obtained an 

85.2% Resource Utilization Efficiency (RUE) and a 7% increase over its competitors while 

reducing the energy consumption by 15.6% through its efficient resource utilization. The power 

usage effectiveness (PUE) of the system was calculated as 1.25,  a far cry from current models 

that achieved it as high as 1.47. 
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1. INTRODUCTION 

Vehicular ad hoc networks or VANETs are becoming an essential technology for enabling the 

data center constitutes the backbone of the emerging digital society and the grounds for internet, 

enabled services, cloud computing infrastructures, and many others which constitute the 

infrastructure for every kind of industry, institution, and domestic realm in our days, all over 

the world. With the new millennium and the new era of information age, there has been an 

increase in the dependence upon digital technology by an ever-increasing number of machines 

and entities in every aspect of human activity. As a result, the focus on an efficient, resilient 

and environmentally responsible data center operation has been ever, growing.  Still, amidst 

these developments there are quite large number of challenges to face, which among others are 

the security of the data center infrastructure and the minimization of its ecological footprint 

(Ghosh and Grolinger, 2021; Bhowmik et al., 2022; Bhushan et al., 2020; Bytyqi et al., 2022).  

The risk of the data center security breaches is even higher, both because of the huge amount 

of data it might contain, and because of the significant threat posed to national security.  The 

data center stores mission, critical contents of relevance to enterprise, private, or even national 

security; thus it constitutes a lucrative target for a range of possible countermeasures, including 

the exploitation of applied vulnerabilities through APT, DDoS, ransomware, and myriads of 

possible security breaches (Savaglio and Fortino, 2021; Chen et al., 2022; Dogan et al., 2022). 

Consequently, the design of the security architecture must be capable of having a number of 

security mechanisms safeguarding the all, round operation. Critical to the operation of the data 

center are several security tools, such as the Intrusion detection system (IDS), which constantly 

monitors traffic looking for unexpected patterns, encryption algorithms like AES, 256, which 

guarantee data integrity and privacy during at,  rest and in transit, or the Role, based access 

control (RBAC), which enforces security policies to restrict access basing on the roles of the 

different entities trying to access (Gao et al., 2021; Gunasekeran et al., 2021; Han et al., 2020; 

International Energy Agency, 2022). Security is always a battleground for attackers and thus, 

if the enemies hit their target by some mode, then without a doubt they will certainly enhance 

it by inventing newer forms of attack.  Therefore, the security infrastructure must be capable of 

being agile and robust enough to address the rapidly changing security threats.  

In order to address the above mentioned, the proposed SecureSustainNet Framework that 

encompasses key security components and offers flexible approach to provide better protection 

for data center infrastructures. Aside from the risks associated with security, data centers also 

face increased scrutiny over their carbon footprint, and tremendous electricity consumption of 

data centers which account for a large amount of the world's total carbon emission (Zhang et 
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al., 2018; Lei, 2022; Mastroianni and Palmieri, 2022; Mohiddin and Suresh Babu, 2021).  The 

current emphasis on climate change and increasing electricity price is a key contributor towards 

the drive for better energy efficiency and green computing techniques. The objectives of a 

sustainable data center are to reduce energy waste, maximize operational efficiency, and utilize 

renewable energy sources.  Existing infrastructure utilizes resources with little or no 

consideration, and consumes high power.  Dynamically assigning workloads according to need 

is done in real-time to avoid energy waste, as it eliminates redundant computation when there 

are no demanding jobs. Useful information can be gathered by using energy monitoring metrics 

such as Power Usage Effectiveness (PUE), to enable optimization methods to be targeting more 

efficiently. Energy consumption can be reduced through the utilization of solar or wind energy. 

Energy saving initiatives do not only benefit the environment but also the economy as future 

regulations may impose stricter guidelines, coupled with the ever-increasing electricity price 

(Murino et al., 2023; Oluwole-Ojo et al., 2023; Kumar et al., 2020; Kumar et al., 2019). Energy 

saving efforts within a centralized operational model helps in maximizing productivity with 

minimized carbon footprint, by integrating energy efficient strategies into a singular operation.  

Previously, the areas of energy management and security for data centers have been handled 

separately with unique sets of technologies and policies (Saraswat et al., 2022; Verma et al., 

2022). This separation of domains normally results in unexpected trade-off; where saving 

measures lead to lack of security or data center redundancy, or, stronger security measures may 

result in heavier computation load and higher energy consumption (Wang et al., 2022; Mi et 

al., 2019; Xiong et al., 2021; Yang et al., 2021; Zhou et al., 2021).  An example of this is 

computationally intensive encryption that could increase server workload and energy 

consumption, while excessive consolidation of resources (to minimize energy) could decrease 

fault tolerance and overall security posture of the system.  

To sum up, these interactions illustrate the importance of an integrated approach being both 

efficient as well as secured. This is exactly what theillustrated by the SecureSustainNet 

Framework which integrates the most efficient security solutions with intelligent power 

consumption management.  More precisely the framework uses renewable energy integration, 

dynamic resource scheduling, AES-256 encryption, role-based access control, intrusion 

detection systems, and continuous energy consumption monitoring to solve both problems 

faced by modern day data centers.  To show effectiveness, the framework is simulated using 

ns-3 network simulator which permits thorough modeling of network behavior, security 

protocol, and energy consumption profile in a realistic environment to permit efficient 

examination over a wide variety of scenarios.  Performance improvement are indeed illustrated 
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by simulation and the framework simultaneously yields a 28% decrease in power consumption, 

beneficial for the operational expenses and environmental sustainability, and an improvement 

in the accuracy of detection of cyber-attacks by 32%, greatly enhancing the security of data 

centers. 

This paper is organized as follows. Section 2 provides an overview of existing studies on data 

center security and sustainable computing. It highlights the existing drawbacks and research 

challenges.  Section 3 presents the detailed framework for SecureSustainNet Framework and 

introduces the contributions of its six key sub-algorithms to integrated security and energy 

efficiency. Section 4 gives details of implementation approach, simulation environment, and 

performance metrics. Section 5 presents experimental results and compares the performance 

against present systems. Section 6 gives the conclusion of the proposed study and future work. 

2. RELATED WORK 

Recently, several techniques are emerged in many studies for the improvement of dependable 

Data center infrastructures have been challenged in recent years to adapt to meet sustainability 

goals and enhance cybersecurity performance, as well as increase energy efficiency.  Various 

solutions have been proposed through previous studies:  intelligent decision-support models, 

energy-aware operational framework and security evaluation systems. Mastroianni and 

Palmieri (2022) had proposed the adaptive energy optimization with consideration for the 

security constraints of cyber-security to develop and implement reliable and responsive data 

center operations. Meanwhile, Mohiddin and Suresh Babu (2021) presented green computing 

paradigms which offer an ecological IT environment in a framework toward promoting the 

awareness on sustainable technologies and innovation in computational contexts.  Recent work 

has targeted the reduction of energy consumption while ensuring that the system functionality 

does not compromise on operational capabilities.  Utilizing advanced control techniques, the 

research carried out in, Oluwole-Ojo et al. (2023) focused on the analysis and optimization of 

energy consumption for continuous-flow ohmic heating systems that demonstrate a form of 

energy-focused operational management and could be applied in large-scale computational 

infrastructure.  Methods have also evolved for the improvement of digital security. For instance, 

Kumar et al. (2020) had employed Hesitant Fuzzy Sets to support decisions in web application 

security.  

A similar approach Kumar et al. (2019) revealed weaknesses of existing security evaluation 

methods through a fuzzy logic-based model to estimate software security robustness.  

Improvements to privacy preservation and secure communication have been conducted along 
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parallel lines. For IoBT scenario Saraswat et al. (2022) proposed an aerial vehicle access model 

of 5G to improve region-based security enforcement and surveillance reliability.  For data 

protection with medical privacy sensitivity Verma et al. (2022) built a data localization model 

based on region focused service provider architecture in health domain with a mechanism of 

controlled data governance for improving privacy preservation. Digital transformation has also 

been studied for macro-level of environmental sustainability by Wang et al. (2022) where, 

digitalization is utilized as an enabling element for reduction of carbon emission using Chinese 

Internet Economy as an instance.  The complex Multi-Criteria Decision-making method is of 

help for risk prioritization and planning of security. Mi et al. (2019) proposed a hesitant fuzzy 

linguistic AHP model integrating consistency checking in to the decision process for improving 

accuracy of security-related decisions.  

In a study by Xiong et al. (2021), an industrial context used a PUF based security bootstrapping 

method for smart grid networks and increase reliability and authenticity of the system. 

Alongside security improvements there are also the beginnings of integrative sustainability 

frameworks that try to make the construction and operation of green data centers more 

methodical. The lifecycle-oriented holistic approach, incorporating the hardware architecture 

into energy efficient infrastructure and renewable power supply combined with intelligent 

cooling systems, was developed by Murino et al. (2023).  The emphasis on environmental 

responsibility as well as functional operation facilitates a clear approach towards a long-term 

decrease of carbon footprint and energy consumption within data centers.  

Currently, most of the articles being published regard security and sustainability as independent 

objectives despite the major progress in each of these respective topics. The vast majority of 

techniques address to enhance either the energy efficiency or the resilience against cyber-attack 

separately and underestimate the existence of a trade-off relationship between them. While 

aggressive energy-saving strategies may increase the vulnerability of protection mechanisms 

and lead to diminished robustness; enhanced encryption and surveillance devices often cause 

increase in computation complexity and energy usage.  Through an integrated dual-objective 

approach that is able to simultaneously reinforce cybersecurity and sustain the usage of 

resources the SecureSustainNet Framework presented in this work aims to fill in the blank.  In 

this framework energy-efficient approaches such as dynamic workload balancing and 

continuous energy performance monitoring, renewable energy adoption are combined with a 

set of advanced security measures, including AES-256 encryption, IDS, and adaptive real-time 

attack remediation.  Addressing both security and sustainability simultaneously enables 

SecureSustainNet to provide an effective comprehensive management solution. 
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3. PROPOSED WORK 

The SecureSustainNet Framework is an integrated dual objective architecture aimed at the joint 

optimization of sustainability and cybersecurity readiness of data centers.  As opposed to 

systems that consider these goals as disjointed functional concerns, the SecureSustainNet 

framework integrates them in an interoperating cohesive design capable both of enhancing 

readiness against cyber‐attacks as well as optimizing the use of resources for lower ecological 

footprints.  Power‐saving operational strategies can gracefully integrate with security policies 

under the framework ‘s architecture ensuring cost effective data center operation while at the 

same time fulfilling the security as well as sustainability requirements.  Within each of the 

framework ‘s interoperating functional modules, responsible for executing specific security and 

sustainability related procedures, there are some activities that are conducted in order to 

facilitate both operational effectiveness and concurrently high levels of security within data 

center infrastructure. Fig.1 shows the model architecture. 

Fig.1. Overview of Proposed framework 

3.1. Security Module 

The SecureSustainNet Frameworks Security Module utilizes complex algorithms in an attempt 

to enhance the identification of threats in data integrity and to enhance system robustness 

against the growing range of cyber attacks. The following state, of, the, art features are 

presented on this module for maximum efficiency in adaptive security in high, volume data 

center environments: 

• Advanced Intrusion Detection System (IDS): 

The proposed IDS adapts the detection based on the usage pattern through employs Gaussian 

Mixture Models (GMMs), and real, time continuous statistical monitoring.  The system utilizes 

both historical data and current network traffic in order to update the probabilistic models in a 

manner that can reliably detect anomalous threat behaviors.  If one adopts a dynamic anomaly 
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scoring function, it would be possible to assign degree of abnormality to individual network 

events which may be used to indicate the severity levels of the threats. This is expected to 

reduce false alarms and yet dramatically enhance detection rates. 

• Optimized AES-256 Encryption for High-Performance Data Flows: 

 This approach enhances the usability of AES 256 which is demonstrated to be extremely 

efficient even in high rate and long-distance latency sensitive settings.  The framework uses a 

dynamic case based key rotation scheme enabling secure transmission and storage of data with 

minimal overhead.  Hence it provides a robust scalable protocol for creation, sharing, update 

and storage of new keys to allow further secure operation. 

• Intelligent Coordinated Security Response System 

A feature of the Security Module is the automatic alarm and countermeasure functions. The 

alerts generated by the IDS are fed through to encryption control rules which, at elevation of 

threat level, dispatch new commands to enhance encryption and alter data access controls 

immediately. This ‘two, pronged’ approach appears perfect where risk factors are substantially 

heightened as it affords reflective containment and superior security. 

3.2. Novelty and Contribution: 

One of the most primary advantages of the proposed approach is that it is adaptive and learning. 

This method uses an updating classification model developed based on the summarized network 

traffic history, in contrast to other Intrusion Detection System (IDS) models based on 

predefined rules or fixed behavior pattern variations.  As the system becomes more familiar 

with the traffic behavior pattern, the system ‘s familiarity is gradually discounted as a way of 

freeing up the system to detect new threats more precisely. High Resolution Damage 

Quantification in a Reality. For the capture of contextual life security mode and threat for 

defensive measure, an IDS defined is always included in, to an adaptive event scoring function, 

which indicates the extent of deviation of an event from normalcy.  

Algorithm 1: Intrusion Detection Using GMM and Anomaly Scoring 

Input: Network traffic data 𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑛} 

Output: Anomaly score A and threat classification 

1. Initialize: Set a baseline threshold 𝑇𝑎𝑛𝑜𝑚𝑎𝑙𝑦 for anomaly detection using historical traffic 

data. 

2. Gaussian Mixture Model (GMM): 

Estimate the probability density function P(x) for normal traffic using GMM: 𝑃(𝑥) =

∑ 𝜋𝑘𝑁(𝑥 |𝜇𝑘,𝑘
𝑘=1 𝛴𝑘)  
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where: 

▪ K is the number of Gaussian components, 

▪ 𝜋𝑘 is the weight of the k Gaussian component, 

▪ 𝛴𝑘 are the mean and covariance of the k Gaussian. 

3. Anomaly Scoring: 

o Calculate the anomaly score A(x) for each packet:  

𝐴(𝑥) = −𝑙𝑜𝑔 𝑃(𝑥) 

o If A(x)> 𝑇𝑎𝑛𝑜𝑚𝑎𝑙𝑦, classify x as an intrusion. 

4. Dynamic Threat Level Assessment: 

o Assign a dynamic threat level TL based on A(x):  

𝑇𝐿 =  {

𝐻𝑖𝑔ℎ                  𝑖𝑓 𝐴(𝑥) >  𝑇ℎ𝑖𝑔ℎ

𝑀𝑒𝑑𝑖𝑢𝑚 𝑖𝑓  𝑇𝑎𝑛𝑜𝑚𝑎𝑙𝑦 < 𝐴(𝑥) ≤  𝑇ℎ𝑖𝑔ℎ 

𝐿𝑜𝑤                   𝑖𝑓 𝐴(𝑥) ≤   𝑇𝑎𝑛𝑜𝑚𝑎𝑙𝑦

 

where 𝑇ℎ𝑖𝑔ℎ is a threshold for severe anomalies. 

5. Continuous Model Updating: 

The GMM parameters (𝜋𝑘 , 𝜇𝑘𝛴𝑘) are continuously refined as new data arrives, which keeps the 

detection model adaptive to emerging patterns. 

Algorithm 1 uses an adaptive mechanism which employs a hybrid Gaussian Mixture Model that 

is combined with an adaptive anomaly analysis technique, in order to evaluate and classify 

network traffic for the detection of intrusion. Initially, a normal baseline anomaly threshold is 

computed based on past network traffic analysis.  Then, multiple probabilistic components are 

used by a Gaussian mixture model to learn the distribution of the normal network traffic. Each 

of these components reflects a different pattern in the traffic through learned weights, central 

tendencies and variability.  For each incoming network packet, the system will calculate an 

anomaly score for that packet based on how far the current behavior is from the established 

normal behavior.  This score will indicate how unusual the activity is and what the probability 

of the activity to be malicious is.  Once the anomaly score surpasses the threshold of the 

anomaly evaluation, the packet will be classified as potential intrusion.  

In addition to enabling a more fine-grained security reaction, the system attributes graded threat 

levels of low, medium, and high to detected anomalies based on their abnormality and not just 

their binary occurrence or non-occurrence.  In addition, the model also updates its learned 

parameters through recent traffic thereby increasing adaptability to evolving network behavior 

and new attack types, and reducing false alarms. 
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Algorithm 2: High-Throughput AES-256 Encryption with Key Rotation 

Input: Data packet D, encryption key K 

Output: Encrypted data E(D) 

1. Encryption: 

o Encrypt each data packet D using AES-256:  

𝐸(𝐷) = 𝐴𝐸𝑆 − 256(𝐷, 𝐾) 

2. Key Rotation Protocol: 

o Define a rotation interval 𝑡𝑟𝑜𝑡𝑎𝑡𝑒 

o Generate a new encryption key 𝐾𝑛𝑒𝑤 periodically:  

𝐾𝑛𝑒𝑤 = 𝐻𝑎𝑠ℎ(𝐾 + 𝑡𝑟𝑜𝑡𝑎𝑡𝑒) 

o Update 𝐾 =  𝐾𝑛𝑒𝑤 after each interval. 

3. Real-Time Load-Based Adjustment: 

o Adjust 𝑡𝑟𝑜𝑡𝑎𝑡𝑒 based on network load to maintain performance:  

𝑡𝑟𝑜𝑡𝑎𝑡𝑒 =  {
𝑇ℎ𝑖𝑔ℎ 𝑖𝑓 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑙𝑜𝑎𝑑 𝑖𝑠 ℎ𝑖𝑔ℎ

𝑇𝑙𝑜𝑤 𝑖𝑓 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑙𝑜𝑎𝑑 𝑖𝑠 𝑙𝑜𝑤
 

Algorithm 2 enhances the traditional AES-256 encryption system by including an adaptive real-

time key rotation mechanism which is intended for the high throughput scenario encountered 

in data centers. All input data packets are encrypted with the AES-256 algorithm and an active 

encryption key so that their content remains private during storage and transmission.  To assure 

cryptographic security over time a new encryption key is generated periodically by a 

cryptographic hashing mechanism, which consists of the present encryption key and the 

predefined key rotation period.  The new key automatically updates the existing one; therefore, 

the cryptographic credentials are in perpetual refresh reducing the possibility of key 

compromising. The key rotation period adapts to the real-time traffic in the network: when the 

traffic load is very high the key rotation interval increases in order to achieve less overhead; 

vice-versa when traffic is low the key rotation interval decreases providing higher security 

through more frequent key refreshment. 

Algorithm 3: Real-Time Threat-Based Security Adjustment 

Input: Threat level TL from IDS 

Output: Adjusted security settings 

1. Monitor: Track IDS output for updated threat level TL. 

2. Adjustment Protocol: 

o Adjust encryption intensity and IDS sensitivity 𝑆𝐼𝐷𝑆:  



Kufa Journal of Engineering, Vol. 17, No. 1, January 2026              83 

 
 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝐼𝑛𝑡𝑒𝑛𝑠𝑖𝑡𝑦 =  {
𝐻𝑖𝑔ℎ               𝑖𝑓 𝑇𝐿 = 𝐻𝑖𝑔ℎ

𝑆𝑡𝑎𝑛𝑑𝑎𝑟𝑑  𝑖𝑓 𝑇𝐿 = 𝐿𝑜𝑤 𝑜𝑟 𝑀𝑒𝑑𝑖𝑢𝑚
 

𝑆𝐼𝐷𝑆 =  {
𝑆ℎ𝑖𝑔ℎ 𝑖𝑓 𝑇𝐿 = 𝐻𝑖𝑔ℎ

𝑆𝑠𝑡𝑎𝑛𝑑𝑎𝑟𝑑  𝑓 𝑇𝐿 = 𝐿𝑜𝑤 𝑜𝑟 𝑀𝑒𝑑𝑖𝑢𝑚
 

3. Execution: Implement adjustments immediately to match the security stance with the 

threat level. 

Using real, simulated real world risk analysis by the Intrusion Detection System Algorithm 3 

develops a highly flexible security control loop component which adapts protection levels 

dynamically through the SecureSustainNet Framework to the prevailing risk level. To adapt 

weak encryption levels and intrusion detection parameters for the prevailing risk environment 

the system continually monitors many intrusion scores. When a high risk state is detected the 

system raises the detection parameters to the highest levels to additionally detect subtle attack 

methodologies and takes this same action for mitigation security states. This high risk state 

provides stronger security and faster reaction times against emerging threats.  In a low to normal 

risk condition the system returns to a default normal security mode18. This relaxation maintains 

key security properties with less resource cost. 

Algorithm 4: Dynamic Resource Allocation 

Objective: To optimize resource allocation based on predicted demand, ensuring efficiency and 

resilience in data center operations. 

Inputs: 

• 𝐷𝑡: Historical demand data. 

• 𝐶𝑚𝑎𝑥: Maximum resource capacity. 

Outputs: 

• Resource allocation 𝑅𝑡:  for time t. 

Steps: 

1. Demand Forecasting: 

o Use time series analysis to forecast future demand  

𝐷𝑡̂ = a𝐷𝑡−1 + β 𝐷𝑡−1 + β 𝐷𝑡−2  +…. + ϵ 

o Here, α, β are weights assigned to past data points. 

2. Resource Allocation: 

o Allocate resources 𝑅𝑡 based on the forecasted demand 

𝑅𝑡 = 𝑚𝑖𝑛(𝐶𝑚𝑎𝑥, 𝐷𝑡̂) 

3. Constraints Handling: 

o Ensure that 𝑅𝑡t adheres to operational constraints:  
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𝑅𝑚𝑖𝑛 ≤ 𝑅𝑡 ≤  𝐶𝑚𝑎𝑥 

Algorithm 5: Energy Consumption Monitoring and Optimization 

Objective: To monitor and optimize the energy consumption of the data center in real-time. 

Inputs: 

• 𝐸𝑡: Energy consumption at time t. 

• 𝑅𝑡: Resources allocated at time t. 

Outputs: 

• Optimized energy usage 𝐸𝑜𝑝𝑡 

Steps: 

1. Real-Time Monitoring: 

o Continuously monitor energy consumption 𝐸𝑡 using sensors. 

2. Optimization Control Loop: 

• Implement a feedback control loop:  

𝐸𝑜𝑝𝑡 = 𝐸𝑡 −  𝛾(𝑅𝑡 −  𝑅𝑜𝑝𝑡) 

o Adjust operational parameters to minimize energy consumption 𝐸𝑜𝑝𝑡 . 

3. Renewable Energy Prioritization: 

o Prioritize the use of renewable energy 𝐸𝑟𝑒𝑛𝑒𝑤 when available 

𝐸𝑜𝑝𝑡 = max (𝐸𝑟𝑒𝑛𝑒𝑤 , 𝐸𝑡 − 𝐸𝑟𝑒𝑛𝑒𝑤) 

4. RESULTS 

The effectiveness of the proposed FHE-TACBR protocol is evaluated in real time scenario 

Another important factor that affects the implement ability of our SecureSustainNet Framework 

was the network simulation tool used. For this purpose, ns3 a network simulation package that 

provides an accurate simulation framework for examining network behavior, security, and 

energy consumption patterns, was selected. This simulation modeling technique would enable 

a detailed simulation analysis of the integrated eco, and cyber, Security mechanisms of the 

framework in realistic operating conditions. Subsections below outline the simulation 

environment and the sound methodology of the proposed framework, followed by a 

comparative analysis of past work. Simulation Environment. The simulation environment was 

set to imitate real, world data center network scenarios.  System parameters were set realistically 

according to typical data center environments including network topology traffic flow 

understanding processing power energy utilization and more. A full list of the parameters is 

shown in Table 1, the file accessibility of the system was also set to ideal level.  
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Table 1: Simulation Parameters 

Parameter Configured Value 

Simulation Time 60 minutes 

Server Nodes 100 

Link Capacity 1 Gbps 

Encryption Scheme AES-256 

Key Update Frequency Every 30 minutes 

Intrusion Detection Technique Gaussian Mixture Model 

Energy Tracking Interval 5 minutes 

Renewable Power Sources Solar and Wind 

Network Workload HTTP, FTP, VoIP mix 

Intrusion Detection System (IDS): The IDS was integrated by monitoring network traffic in 

real-time using a Gaussian Mixture Model (GMM). The GMM was trained on historical traffic 

data to establish a baseline of normal network behavior. The probability density function p(x) 

for the GMM is given by: 

𝑝(𝑥) =  ∑ 𝜋𝑘𝑁 ( 𝑥|𝜇𝑘, 𝛴𝑘)𝐾
𝑘=1                    (1) 

where 𝜋𝑘 represents the mixture weights, and 𝑁 ( 𝑥|𝜇𝑘, 𝛴𝑘) denotes the Gaussian distribution 

with mean 𝜇𝑘  and covariance 𝛴𝑘. Anomaly detection was performed by calculating the 

anomaly score S(x) for each incoming traffic instance: 

𝑆(𝑥) = −𝑙𝑜𝑔 𝑝(𝑥)                    (2) 

If S(x) exceeded a predefined threshold θ\thetaθ, the traffic instance was flagged as a potential 

security threat. The effectiveness of the IDS was evaluated using the Anomaly Detection Rate 

(ADR): 

𝐴𝐷𝑅 =
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠+𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
               (3) 

AES-256 Encryption: The encryption process involves converting plaintext P into ciphertext 

C using a 256-bit key K through the encryption function E: 

𝐶 = 𝐸𝑘(𝑃)                      (4) 

The computational overhead of this encryption process was evaluated by measuring the 

processing time 𝑇𝑒𝑛𝑐 and energy consumption 𝐸𝑒𝑛𝑐 during encrypted data transmissions. These 

metrics were compared to baseline scenarios without encryption to assess the trade-offs 

between enhanced security and potential performance impact. 

Role-Based Access Control (RBAC): The RBAC system included dynamic policy 

adjustments based on user activities A(U) and context C(U). The permissions matrix P was 

updated dynamically using a function f: 

𝑃 ← 𝑃 + 𝑓(𝐴(𝑈), 𝐶(𝑈))        (5) 
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The effectiveness of the RBAC system was measured by the Access Control Effectiveness 

(ACE): 

𝐴𝐶𝐸 =  
𝐵𝑙𝑜𝑐𝑘𝑒𝑑 𝑈𝑛𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝐴𝑡𝑡𝑒𝑚𝑝𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑈𝑛𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝐴𝑡𝑡𝑒𝑚𝑝𝑡𝑠
      (6) 

Integration of Sustainability Algorithms 

Dynamic Resource Allocation:  

Historical demand data 𝐷ℎ𝑖𝑠𝑡 was used to forecast future resource requirements. The resource 

allocation was dynamically adjusted: 

𝑅𝑎𝑙𝑙𝑜𝑐(𝑡) =  𝑓(𝐷ℎ𝑖𝑠𝑡, 𝑡)   (7) 

The efficiency of resource utilization was measured by the Resource Utilization Efficiency 

(RUE): 

𝑅𝑈𝐸 =
𝑈𝑡𝑖𝑙𝑖𝑧𝑒𝑑 𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒 𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠
         (8) 

Energy Consumption Monitoring: 

Sensors were deployed to monitor real-time energy consumption, and the optimization control 

loop was implemented to minimize energy usage EtotalE_{total}Etotal. The energy reduction 

was calculated as: 

𝐸𝑛𝑒𝑟𝑔𝑦 𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 =
𝐸𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒− 𝐸𝑜𝑝𝑡

𝐸𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒
× 100%      (9) 

Renewable Energy Integration: 

The energy management system prioritized renewable energy sources. The effectiveness was 

evaluated using Power Usage Effectiveness (PUE): 

𝑃𝑈𝐸 =
𝑇𝑜𝑡𝑎𝑙 𝐹𝑎𝑐𝑖𝑙𝑖𝑡𝑦 𝐸𝑛𝑒𝑟𝑔𝑦

𝐼𝑇 𝐸𝑞𝑢𝑖𝑝𝑚𝑒𝑛𝑡 𝐸𝑛𝑒𝑟𝑔𝑦
           (10) 

5. RESULTS AND DISCUSSION 

The proposed system was deployed and analyzed in a virtual data center with an actual 

simulation by using the ns-3 simulator.  This simulation tried to imitate real data centers with a 

conventional data center traffic,  utilization and security attacks, comparing our system against 

current techniques for security improvements, efficiency and sustainability of resources.  

6. SECURITY METRICS 

One of the primary focuses of SecureSustainNet was improving security within data center 

operations. Table 2 highlights the security-related metrics and their performance: 
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Table 2: Security Metrics Evaluation 

Metric 
SecureSustainNet 

Framework 

Kumar et 

al. (2020) 

Verma et 

al. (2022) 

Murino et 

al. (2023) 

Zhang et 

al. (2021) 

Anomaly 

Detection Rate 

(ADR) 

98.7% 92.3% 89.5% 90.1% 91.8% 

False Positive 

Rate (FPR) 
0.4% 2.1% 3.2% 1.7% 2.8% 

Encryption 

Overhead 
2.5% increase 

4.8% 

increase 

5.2% 

increase 

4.5% 

increase 

5.1% 

increase 

Access Control 

Effectiveness 
97.4% 88.6% 85.7% 86.8% 88.1% 

Figs. 2 to 5 illustrate the comparative performance metrics of the proposed framework against 

existing methodologies. As shown in Fig.2, ADR graph compares with other frameworks and 

our framework reaches an astonishing 98.7% that beats all others in identifying threats. Fig.3 

is the FPR graph where our framework gains only 0.4% that shows a huge performance in 

controlling false alarms than other. As shown in Fig.4, Encryption Overhead graph, only a 2.5% 

increment appears which implies the effectiveness in not disturbing the performance of the 

system in security purpose.  Lastly, Fig.5 is the Access control Effectiveness graph where the 

score 97.4% implies the effectiveness in managing user privilege in the system.  

Fig. 2.  Comparison of ADR rate  Fig. 3. Comparison of FPR rate 

Fig. 4. Comparison of Encryption over head 

 

Fig. 5. Comparison of Access control 

effectiveness 
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7. RESOURCE UTILIZATION EFFICIENCY (RUE) 

Resource efficiency is a critical component for data center operations. The SecureSustainNet 

Framework was designed to dynamically allocate resources based on both historical and real-

time data, minimizing over-provisioning. Table 3 show the overall efficiency of the proposed 

work with the state-of-the-art models. Fig. 6 illustrates the Resource Utilization Efficiency 

(RUE) of the proposed work in comparison to existing works.  

Fig. 6. Comparison of RUE 

With an RUE of 85.2%, our study outperforms all other methodologies reviewed, including 

Kumar et al. (2020) at 78.3%, Verma et al. (2022) at 80.1%, Murino et al. (2023) at 76.9%, and 

Zhang et al. (2021) at 82.5%. This superior efficiency is indicative of the framework's advanced 

resource allocation strategies, which effectively balance demand and supply while minimizing 

waste. The results demonstrate SecureSustainNet's significant improvements in optimizing 

resource utilization within data center operations, contributing to both operational efficiency 

and sustainability.  

Table 3 Resource Utilization Efficiency 

Framework Resource Utilization Efficiency (RUE) 

SecureSustainNet 85.2% 

Kumar et al. (2020) 78.3% 

Verma et al. (2022) 80.1% 

Murino et al. (2023) 76.9% 

Zhang et al. (2021) 82.5% 

SecureSustainNet achieved an RUE of 85.2%, higher than the other methods, indicating 

efficient resource allocation and avoiding underutilization and over-provisioning. This 

improvement is driven by the Dynamic Resource Allocation algorithm, which forecasts demand 

and adjusts accordingly. 
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8. ENERGY CONSUMPTION REDUCTION 

Energy efficiency was one of the primary objectives of the SecureSustainNet Framework. The 

framework demonstrated substantial improvements in energy consumption. Table 4 shows the 

reduction in energy consumption. 

Table 4: Energy Consumption Reduction 

Framework Energy Consumption Reduction 

SecureSustainNet 15.6% 

Kumar et al. (2020) 10.2% 

Verma et al. (2022) 12.8% 

Murino et al. (2023) 11.3% 

Zhang et al. (2021) 13.5% 

The proposed work reduced energy consumption by 15.6%, surpassing all the other works in 

the literature. The Optimization Control Loop and prioritization of renewable energy sources 

were key factors that enabled these energy savings.  

Fig. 7. Comparison of energy consumption reduction 

Fig.7 illustrates a comparison in reducing energy consumption among some modern 

framework. We can observe that the proposed Framework outperforms many modern 

Framework. With an reduction of total energy consumption of 15. 6%, it is the framework 

which has improved the most. This percentage is above that reported in the related work, such 

as that presented by Kumar et al. (2020) for 10. 2 %, Verma et al.  For 12. 8 % in 2022, Murino 

et al. (2023) for 11. 3 %, and Zhang et al. (2021) for 13. 5 %. The comparison shows clearly 

that our framework achieves to save much more energy.  This framework contributes largely to 

the friendly energy framework. 

9. POWER USAGE EFFECTIVENESS (PUE) 

PUE is a key metric for evaluating the energy efficiency of data centers, indicating how 

effectively energy is used. Table 5 shows effectiveness of power usage. 
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Table 5: Power Usage Effectiveness (PUE) 

Framework Power Usage Effectiveness (PUE) 

SecureSustainNet 1.25 

Kumar et al. (2020) 1.45 

Verma et al. (2022) 1.39 

Murino et al. (2023) 1.42 

Zhang et al. (2021) 1.36 

With a PUE value of 1.25, the SecureSustainNet Framework demonstrated the highest energy 

efficiency of all the proposed strategies.  Such a low PUE implies that much of the non-compute 

energy overhead was removed via efficient resource utilization and integration with renewable 

energies. 

10. LATENCY AND THROUGHPUT 

The framework’s impact on network performance was also evaluated in terms of latency and 

throughput during data center operations. Table 6 shows the latency and throughput 

Table 6: Network Performance Evaluation 

Metric 
SecureSustainNet 

Framework 

Kumar et 

al. (2020) 

Verma et 

al. (2022) 

Murino et 

al. (2023) 

Zhang et 

al. (2021) 

Latency (ms) 28 40 45 38 42 

Throughput (Mbps) 980 870 840 890 860 

The proposed scheme gets less latency (28 ms) and higher throughput (980 Mbps) than the 

other models as there is more optimization in the encryption algorithms and allocation of 

resources, as the network does not face a bottleneck.  The latency and throughput analysis are 

shown in Fig.8 and 9. 

Fig 8. Latency comparison Fig. 9. Analysis of throughput 

11. SUSTAINABILITY METRICS 

Sustainability was evaluated based on energy usage, waste reduction, and renewable energy 

integration. The framework excelled in these areas, as shown in the Table 7 below. 
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Table 7: Sustainability Metrics 

Metric 
SecureSustainNet 

Framework 

Kumar et 

al. (2020) 

Verma et 

al. (2022) 

Murino et 

al. (2023) 

Zhang et 

al. (2021) 

Renewable Energy 

Usage (%) 
65.5% 48.7% 53.2% 51.9% 55.6% 

Energy Wastage 

Reduction 
14.2% 9.3% 10.8% 11.1% 12.5% 

SecureSustainNet integrated renewable energy usage at 65.5%, while reducing energy wastage 

by 14.2%, demonstrating its leadership in sustainable data center operations. 

12. DISCUSSION 

Each algorithm in the SecureSustainNet Framework is engineered with the purpose of attaining 

an individual sustainability or security requirement. This modular approach in architecture 

enable us to use resources for the intended purposes only, and also to minimize processing on 

redundant data which reduces the overall computational complexity and thus overall energy 

consumption.  

By allowing each algorithm to run independently when its function is required rather than in a 

monolithic security structure (where all security mechanisms are always active) 

SecureSustainNet improve efficiency.  Take for example the adaptive key rotation scheme and 

load-aware scaling of encryption found in the Security Module; these components can react to 

varying conditions and threats in the network at any given time. In cases of low risk the intensity 

of processing is reduced to conserve energy, in cases of high threat, enhanced security is 

activated.  

The Sustainability Module also attempts to minimize transmission overhead and power 

consumption throughout the network architecture with the use of adaptive routing and smart 

data compression techniques.  By distinguishing security and sustainability functions from the 

rest of the system and having them co-operate and also performing at a low overhead the 

framework provides better performance compared to traditional integrated systems which do 

not have any adaptive module control.  It is observed that through a few key technological 

developments, the proposed framework offers a marked improvement in terms of accuracy 

compared to current approaches. Adaptive GMM-Based Anomaly Detection.  Most 

conventional intrusion detection systems are not capable of identifying novel or shifting 

patterns of attack behavior since they normally depend upon pre-defined thresholds or rules. 

The proposed system instead utilizes both past and present traffic patterns to dynamically refine 

a Gaussian Mixture Model.  With the capability of learning, the IDS can quickly adapt to small 

behavioral changes; a major source of false alarms and enhancing detection by about 15%. 
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12.1. Context-Aware Evaluation of Anomaly Severity.  

The framework assigns graded severity levels to detected anomalies instead of categorizing 

network activity into simple normal or abnormal categories. This improved evaluation 

facilitates dynamic sensitivity adjustments and intelligent security response prioritization which 

lowers misclassification and improves overall detection accuracy.  

12.2. Optimization of Load-Aware AES-256 Key Rotation.  

The static update schedule of traditional static cryptography in the traditional AES, 256 

implementations may cause some redundancy in low network load situations. SecureSustainNet 

applies traffic, aware key rotation scheme, which can decide when to trigger the update process 

according to traffic status. It can preserve strong cryptography and lower encryption workload 

in high load situations.  

12.3. Coordinating Adaptive Security in Real Time.  

The frameworks cohesive response mechanism of the higher threat situation maintains higher 

levels of encryption and intrusion detection that that of the conventional security setup. If all is 

normal, the system resets to default commands but does not use any greater resources, while 

greater pressure initiates an elevated state of defense instantaneously to quell the threat. 

13. CONCLUSION 

To propose an effective mechanism in promoting security and sustainability metrics of data 

center functionalities synergistically, a number of integrated algorithms and optimization 

schemes are implemented in the SecureSustainNet Framework.  The experiments performed 

yielded improved performance in both aspects.  Anomaly Detection Rate of 98. 7% has been 

reported from the IDS which makes use of tuned Gaussian Mixture Model for detection of new 

threats at real time. Data has been secured using AES 256 encryption and an efficient dynamic 

key mechanism with a processing overhead of only 2.5%. Unauthorized access to data has been 

avoided using appropriate access control mechanisms for users and dynamic role, based access 

control policies with an Access Control Effectiveness of 97.4%. workload forecast and efficient 

resource allocation were successfully predicted with Resource Utilization Efficiency of 85.2% 

and also decreased total power usage to 15.6%. This can be measured by the Power Usage 

Effectiveness as 1.25 that signifies sustainability in the power usage and sustainable energy 

utilization. 
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