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Abstract
 The quick development of IoT and facial image manipula�on (FIM) 

algorithms, as well as the growth of their user-friendly applica�ons, highlight 

the pressing need for manipula�on detec�on methods. These techniques 

need to demonstrate how face photos have been altered and validate their 

legi�macy. The scien�fic community has recently taken no�ce of the phrase 

"DeepFakes" and methods for detec�ng them. Take note of the latest 

methods for iden�fying watermark-based face image modifica�on as well. 

The important thing to remember is that every one of these methods has its 

own set of drawbacks. This study provides a brief introduc�on to face image 

modifica�on detec�on methods, emphasizing both watermarking-based 

and deep learning-based methods. A�erwards, the paper offers instances 

that demonstrate their use, stressing a comparison between deep learning. 

The paper then goes on to give examples of how they might be used, with a 

focus on comparing deep learning and watermarking-based methods for 

detec�ng tampering. Research recommenda�ons and insights into possible 

future advancements in this fascina�ng field of study are included in the 

paper's conclusion. For scholars ac�vely involved in or interested in this 

par�cular field of study, the review in this ar�cle is regarded as an essen�al 

resource.

Keywords: IoT (Internet of Things), Face Image Authen�ca�on (FIA), 

DeepFakes.
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المستخلص

 ،)FIM( يبُرز التطور السريع لإنترنت الأشياء وخوارزميات التلاعب بصور الوجوه

بالإضافة إلى نمو تطبيقاتها سهلة الاستخدام، الحاجة المُلحة لأساليب كشف التلاعب. يجب 

أن توضح هذه التقنيات كيفية تعديل صور الوجوه والتحقق من صحتها. وقد انتبه المجتمع 

العلمي مؤخرًا إلى مصطلح "التزييف العميق" وطرق كشفه. انتبه أيضًا إلى أحدث الطرق 

لكشف تعديلات صور الوجوه القائمة على العلامات المائية. من المهم تذكر أن لكل طريقة 

من هذه الطرق عيوبها. تقُدم هذه الدراسة مقدمة موجزة عن أساليب كشف تعديل صور 

العميق. بعد  المائية والتعلم  العلامات  القائمة على  الأساليب  مُركزةً على كلٍّ من  الوجوه، 

ذلك، تقُدم الورقة أمثلةً توُضح استخداماتها، مُشددةً على مُقارنة بين التعلم العميق والتعلم 

التعلم  العميق. ثم تقُدم الورقة أمثلةً على كيفية استخدامها، مُركزةً على مُقارنة أساليب 

بحثية  توصيات  الورقة  خاتمة  وتضمنت  التلاعب.  عن  للكشف  المائية  والعلامات  العميق 

للاهتمام.  المُثير  الدراسي  المجال  هذا  في  المُحتملة  المُستقبلية  التطورات  حول  ورؤىً 

للباحثين المهتمين أو النشطين في هذا المجال الدراسي، تعُدّ المراجعة الواردة في هذه 

المقالة مرجعًا أساسياً.

الكلمات المفتاحية: إنترنت الأشياء )IoT(، مصادقة صورة الوجه )FIA(، التزييف 

.)Deepfakes( .العميق
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1. Introduction
As technology develops, digital photos and IoT may now be shared 

easily for a variety of reasons [1]–[3].  These days, people who u�lize 

technology find that storing their private informa�on and images in the 

cloud is really convenient because they can access it any�me they need to.  

However, security and data integrity are the main issues that users are 

worried about [4], [5].  To ensure the security of digital photos, the Internet 

of Things, and shared data, a number of techniques and security frameworks 

have been put into place, such as watermarking, steganography, and 

cryptography [6]–[8 Face images, which are shared online for a variety of 

reasons, including social media, face recogni�on apps, celebrity and fame 

aspira�ons, and iden�ty discrimina�on in biometric systems (i.e., security 

and access control), are among the most important types of digital images 

and IoT [9].  There are several other uses for face photographs [10]–[12].  

Because of the speed at which technology is developing, digital face edi�ng 

techniques, algorithms, and applica�ons are now readily available [13]–[17].

Inten�onal a�acks, which involve malicious intent during the manipula�on 

process, and uninten�onal a�acks, which involve harmless inten�ons like 

beau�fying the face, adjus�ng ligh�ng, adding humorous s�ckers, etc., are 

the two main categories into which techniques for manipula�ng facial images 

can be divided.  The content of the face picture is changed (i.e., its features) 

as a result of both modifica�on approaches [18].  Interest in FIM techniques 

and how they affect data security systems has increased in the data security 

community.  A vibrant field of study has emerged as a result of the scholarly 

community's a�en�on being drawn to the term "DeepFakes" in recent years 

[19]–[24]. Known as DeepFakes, deep learning techniques have been used to 
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create fake digital material.  To subs�tute the faces of celebri�es in 

pornographic movies, a machine learning system known as DeepFakes was 

created in 2017 [25].  DeepFakes' capabili�es have been u�lized for a number 

of detrimental objec�ves, such as financial fraud, the dissemina�on of false 

informa�on, and the produc�on of sexual content [26].  Researchers have 

concentrated on crea�ng face modifica�on detec�on systems in an a�empt 

to improve media forensics generally [27]–[32].The field of manipulated 

facial image genera�on is s�ll in its early stages of development. Many papers 

provide a thorough examina�on of the methods used to create images of 

manipulated faces, with a par�cular emphasis on deepfakes and emerging 

techniques for detec�ng fake images [33]. The next sec�on presents a 

summary of the recently published review papers in the field of face image 

manipula�on and its detec�on techniques. To date, no review paper focuses 

on the recent FIA schemes; therefore, this paper presents a review of recent 

trends in FIA techniques and their limita�ons. The rest of the paper is 

organized as follows: sec�on II presents a summary of some review papers 

that are related to the FIM and FIMD schemes; sec�on III presents the types 

of FIM techniques; sec�on IV presents a review of face image manipula�on 

detec�on (FIMD) techniques; sec�on V presents a comparison between 

deep-learning based and watermarking based FIMD techniques; and sec�on 

VI presents the conclusions and sugges�ons for future researches.

2. Literature Survey 
The study in this sec�on will present a summary of recently published 

review papers related to the field of FIM and FIMD, including references, 

year of publica�on, and ini�al contribu�ons, as shown in Table 1.
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Table 1. Review papers summary

Ref. Year Contribu�ons
[24] 2020 - Explained what a deepfake is and provided a rundown of the core 

technologies.
- Categorized deepfake and IoT techniques and examined the opportuni�es 

and risks associated with each group.
- A framework was established for successfully addressing the risks of 

deepfakes.

[13], 
[34]

2020 - Conducted a comprehensive analysis of contemporary face manipula�on 
techniques, encompassing deepfakes and IoT, and explored methods for 
detec�ng them.

- Classified these techniques into four major categories based on their 
prevalent use in facial manipula�on.

- Examined public`cly accessible datasets and essen�al benchmarks for 
detec�ng manipulated faces and assessing face manipula�on techniques.

[35] 2020 - Conducted a comprehensive analysis of prevalent image forgery techniques.
- Provided an overview of publicly available data sources for research on the 

iden�fica�on of image manipula�on.
- Emphasized a primary focus on deep learning-based methods for detec�ng 

image manipula�on.

[36] 2020 - Conducted an in-depth inves�ga�on to detect altera�ons in both photos and 
videos.

- Emphasized the newly iden�fied deepfake phenomenon from a forensic 
analyst’s perspec�ve.

- Outlined the limita�ons of the latest forensic so�ware, addressed pressing 
issues, examined imminent challenges, and proposed avenues for new lines 
of inquiry.

[37] 2020 - Reviewed the recent advancements and applica�ons of seman�c 
manipula�on and face synthesis based on deep learning.

- Discussed future perspec�ves aimed at further enhancing face percep�on 
through con�nued development and innova�on.

[38] 2020 - Outlined the dis�nc�ons and interrela�ons among image tampering, image 
manipula�on, and image forgery.

- Provided jus�fica�ons for various tampering detec�on techniques, 
highligh�ng their unique strengths and applica�ons.

- Inves�gated prevalent benchmark datasets commonly used in the 
assessment of tampering detec�on methods.
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Ref. Year Contribu�ons
[39] 2021 The study inves�gates various state-of-the-art neural networks, such as 

MesoNet, ResNet-50, VGG-19, and Xcep�on Net, with a specific emphasis on 
addressing complex issues posed by deepfakes generated through neural 
networks. To iden�fy the most effec�ve outcomes, the paper includes 
comparisons among the
aforemen�oned methods.

[40] 2021 - Inves�gated the most recent techniques for crea�ng and iden�fying deepfake 
photos.

- Focused on summarizing and scru�nizing the architectures of methods for 
both genera�ng and detec�ng deepfakes.

- Presented future direc�ons aimed at enhancing the architecture of deepfake 
models.

[41] 2021 - Aimed to present the latest findings in the iden�fica�on and produc�on of 
deepfake videos.

- Evaluated the generaliza�on and robustness of deepfake video genera�on 
and detec�on models.

- Outlined the exis�ng benchmarks for deepfake video crea�on.

[42], 
[43]

2021,
2022

A comprehensive analysis of deepfake detec�on using deep learning 
techniques:
- Conven�onal neural network (CNNs)-based techniques.
- Genera�ve adversarial networks (GANs)-based techniques.
- Recurrent Neural Network (RNN).
- Long short-term memory (LSTM).
- Autoencoder-based techniques.

[44]–
[46]

2021,
2022

- Explored the latest techniques in the crea�on and detec�on of deepfakes.
- Presented current datasets related to deepfake technology.
- Examined prevalent issues and pa�erns associated with the produc�on and 

iden�fica�on of deepfakes.

[33] 2023 - Categorizes and discusses the latest research on face manipula�on detec�on 
and genera�on.

- Covering over 160 studies, it provides a comprehensive discussion of the 
subject.

- The primary focus of the paper is on the crea�on and detec�on of deepfake 
content using deep learning.

- Iden�fying obstacles, addressing unanswered research ques�ons, and 
forecas�ng future direc�ons contribute to the advancement of digital face 
manipula�on genera�on and detec�on.
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Due to the rapid advancements in the field of FIA, this paper is presented 
to review recent trends in FIA technologies and their limita�ons. Addi�onally, it 
aims to compare technologies based on deep learning and watermarking.

3. Types of FIM techniques
As previously stated, the process of FIM has become a prevalent topic 

in the last few years, especially a�er the term "DeepFakes" was recently 
distributed and highlighted by state-of-the-art research [13], [18]–[20], [22], 
[26], [47]–[50]. Several FIM techniques exist, and new manipula�on methods 
are constantly being introduced through improved applica�ons. Nevertheless, 
the majority of research has focused on the manipula�on methods depicted 

Fig. 1: Common types of FIM techniques [111].
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in Table 2, which provides a brief explana�on of the common manipula�on 
types. Fig. 1 presents the classifica�on of the FIM.

TABLE 2. The common types of FIM techniques

No. Manipula�on type Explana�on

1 En�re face 
synthesis

U�lizes Genera�ve Adversarial Networks (GANs) to generate 
virtual human faces that closely resemble real human faces. The 
generated faces can be used in various applica�ons such as
email, games, teleconferences, chat rooms, and various other 
contexts [16], [17].

2 Iden�ty swap This manipula�on process involves replacing the person’s face 
image with another face image, which can be used in a variety of 
applica�ons, including the film industry, financial fraud, and video 
fabrica�on. The iden�ty swap manipula�on methods are divided 
into two categories: a) classical computer graphics-based 
techniques [51] and b) deep learning-based techniques [52].

3 Morphing In this type of manipula�on, a single morphed image is created by 
combining images from two or more people using specific so�ware 
tools such as Face Morph‖, Face Swap Online‖, and the ―morphed 
thing‖ [53]. The process of face morphing is focused on crea�ng 
fake samples for photos, not for video. Furthermore, the front 
view of the face is usually considered in the process
of manipula�on [54]–[58].

4 A�ribute 
manipula�on

This manipula�on process, also known as ―face edi�ng‖ or ―face 
retouching‖ is used to change images based on a�ributes such as 
the color of individuals’ hair or skin, their age, gender, the addi�on 
of a beard or glasses, and so on [59]–[61]. In most cases, this type 
of manipula�on is considered an uninten�onal a�ack and is used 
to improve image quality. One example of this
type of manipula�on is the popular 'Snapchat' mobile applica�on 
[62].

5 Expression Swap The process of replacing an individual’s facial expressions in a 
video clip with those of another
individual [59], [60].

6 Audio-to-Video 
and Text-to-Video 
Swap

This type of manipula�on is based on ar�ficial intelligence (AI) 
techniques, and certain aspects must be considered, such as 
sounds, 3D face pose, expression, and scene light [63]–[65].
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The FIM can be used for a variety of purposes, both harmless and 

harmful [14], [66], [13]. Table 3 provides a brief descrip�on of the applica�ons 

in which the FIM can be u�lized.

TABLE 3. Description of FIM Example Applications

No. FIM Applica�on Descrip�on

1 Spread Fake News Images and videos are manipulated and edited to spread fake 
news on internet websites,
magazines, and social media [67].

2 Digital Communica�on Images are used in a variety of communica�on applica�ons, 
including online registra�on and
social media friendship [68].

3 Security Applica�ons Services include iden�ty verifica�on, online access control, 
iden�fica�on, and authen�ca�on. [69].

4 Entertainment The FIM is used in entertainment to create videos, 
adver�sements, and other content. Some companies 
specialize in crea�ng amusing cartoons from s�ll images using 
lip-syncing
technology [70]–[72].

5 Film Industry Deepfakes have been used in the film industry for a variety of 
purposes, including changing the iden�ty of the person in the 
recorded video and lowering costs by genera�ng characters with AI
tools [32], [73]–[75].

6 E-Commerce Retailers have used deepfake technology to create tools that 
allow customers to swap their faces with digital models in 
virtual changerooms, poten�ally increasing online sales. 
Furthermore, ideal fake models generated using AI technology 
are used for adver�sements at a significantly
lower cost than real models [76].

7 E-Learning Deepfake technology has the poten�al to improve children's 
educa�on in a variety of ways, including swapping the 
teacher's face with their parents to help them coalesce and 
reinforce learning [66]. On the other hand, instructors can use 
the text and previous videos to create new
video courses [77].
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4. FIMD techniques
The face recogni�on system (FRS) is a subset of biometric security 

so�ware that also includes voice recogni�on, fingerprint recogni�on, and iris 

recogni�on [55], [78], [79]. The FIM process affects image quality, which can 

influence acceptance or rejec�on decisions in FRS [80]–[85]. When a fake 

image is accepted in FRS, it poses a threat to the en�re security system and 

is viewed as a significant challenge to privacy control. On the other hand, 

inten�onal FIM a�acks can lead to a variety of issues, including iden�ty the� 

[86]–[89], poli�cal conflict as a result of fake news [66], [67], [90]–[92], 

financial fraud, and others.

Since the number of harmful FIM applica�ons is rapidly increasing, the 

researchers have directed their efforts towards presen�ng manipula�on 

detec�on techniques that can dis�nguish fake face images from authen�c 

images [14], [66], [74], [93]–[95]. In recent years, several FIMD algorithms 

have been presented, which can be broadly classified into two types: 

differen�al-based algorithms and no-reference-based algorithms [96]–[102]. 

The differen�al detec�on algorithms require two images: the original image 

(the reference image) and the test image. These algorithms demonstrated 

their effec�veness in detec�ng manipula�on; however, in tradi�onal image 

forensics, there is only one video or image. Several studies have been directed 

toward detec�ng tampering when the trusted reference image is not 

available [40], [102]–[106].

Currently, four types of FIMD schemes are available:
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A. FIMD based on texture analysis
 The study focuses on assessing the susceptibility of face recognition 

systems to morphing attacks and proposes a novel technique for 

detecting such attacks. The suggested approach combines multiple 

Multi-scale Block Local Binary Patterns (MB-LBP). The study emphasizes 

that training and evaluating face morphing attack detection algorithms 

depend on robust morphing detection algorithms and the utilization of 

diverse databases [102].

B. FIMD based on digital forensics
 The study investigates the impact of face retouching on face recognition 

and proposes a detection method based on Photo-Response Non-

Uniformity (PRNU) for retouched face photos. The research assesses 

biometric performance both before and after retouching, coupled with 

a qualitative evaluation of beautification apps. The findings suggest 

that facial retouching only marginally decreases comparison scores. 

However, accurate identification of retouched face photos is crucial for 

upholding laws against Photoshop manipulation [103].

C. FIMD deep learning or artificial intelligence
 According to its definition, Deepfakes is a deep learning-based method 

that replaces a person’s face with another person’s face to produce 

fake videos. The method creates realistic images and videos using 

GANs that can be exploited for financial fraud, fake news, and other 

malicious activities [14], [31], [40], [66], [104], [105]. Table 4 summarizes 

some limitations of FIMD based on deep learning.
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D. FIMD face detection and image watermarking
 Another FIMD method that employs facial identification and picture 

watermarking algorithms was just released.  Following the identification 

of the face region, the picture blocks are divided into two categories: 

those connected to the face region and those that are not.  This 

categorization is achieved by creating a binary mask picture.  

Information is extracted from blocks in the face region and inserted 

into blocks outside of it using Slantlet-based picture watermarking, as 

the modification procedure demonstrates [107], [108].  Table 5 

highlights some of FIMD's restrictions based on watermarking.

A Mul�-Task Cascaded Neural Network (MTCNN) is used in a new FIA 

scheme to iden�fy and choose the face region, a�er which output adjustments 

are made. Following the iden�fica�on of the face region, a binary mask 

image is produced, which makes it easier to divide image blocks into two 

categories: face blocks and non-face blocks. The mean of every block from 

the face region is used to derive the tamper localiza�on data. The recovery 

data from the face region is then produced using the Bicubic Interpola�on 

(BI) algorithm. The system embeds the generated binary sequence into the 

non-face blocks using a content-based embedding algorithm that can embed 

binary bits in the High-Low (HL) and Low-High (LH) sub-bands of the Slantlet 

transform (SLT) coefficients of the block. When manipula�ons are present, 

the system. The system embeds the generated binary sequence into the 

non-face blocks using a content-based embedding algorithm that can embed 

binary bits in the High-Low (HL) and Low-High (LH) sub-bands of the Slantlet 

transform (SLT) coefficients of the block. The system consistently detects 
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tampered blocks in the face region and restores the original face region when 

manipula�ons are present [109]–[111]. A comparison of the sender and 

recipient sides of the FIMD and FIA schemes is provided in Figures 3 and 4. The 

original face data cannot be recovered by the FIMD scheme, which is intended 

to iden�fy and detect tampering. However, the FIA scheme is able to recover 

the original face region in addi�on to detec�ng and loca�ng tampering.

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3: Comparison of FIMD and FIA schemes on the sender side of a single channel [108], 
[110]. 

Fig. 3: Comparison of FIMD and FIA schemes on the sender side of a single channel [108], [110].
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Fig. 4: Comparison of FIMD and FIA schemes on the receiver side of a single channel [108], 
[110]. 

 

Fig. 4: Comparison of FIMD and FIA schemes on the receiver side of a single channel 
[108], [110].
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TABLE 4. Summary of some limitations in deep-learning based FIMD.

Ref.
Detected 
features

Limita�ons

[50], 
[112],
[113]

Face 
Asymmetries

1- Small details o�en go unno�ced.
2- Accurate detec�on requires high-resolu�on images, which are 

challenging to find on social media networks.
3- It involves a high level of computa�onal complexity. 4- It can 

iden�fy a specific type of manipula�on.

[114] Landmark 
loca�ons

1- Relying on landmark loca�ons in face photos as a discrimina�ve 
feature is not always dependable.

2- When sharing images  over networks, having the front face 
view is not always necessary.

3- It can iden�fy a specific type of manipula�on.

[115], 
[116]

Color features 1- A substan�al training set is necessary.
2- It involves a high level of computa�onal intricacy. 3- Abundant 

computa�onal capacity is required.
4- It can iden�fy a specific type of manipula�on.

[117] Spa�al ar�facts 1- A sizable training set is necessary.
2- Training takes a considerable amount of �me.
3- The computa�on techniques involved are challenging.
4- The precision and capability of manipula�on detec�on are 

limited.

[104], 
[118]–
[123]

Different 
features as 
inputs to CNN

1- A substan�al training set is necessary.
2- Training takes a considerable amount of �me. 3- Involves 

complex computa�on techniques.
4- The precision and capability of manipula�on detec�on are 

limited.

[95] Spectral 
distribu�on

1- Errors may occur when u�lizing the energy spectral distribu�on. 
2- Training takes a considerable amount of �me.

3- Involves a convoluted calcula�on method.
4- It can iden�fy a specific type of manipula�on.

[124]–
[126]

Spectral ar�facts 
fi�ng 
parameters

1- Intricate computa�on techniques.
2- It took a significant amount of �me to find the fi�ng 

parameters during post- processing.
3- Is limited to iden�fying GAN-based and certain retouching 

manipula�ons.
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TABLE 5. Summary of some limitations in watermarking based FIMD and FIA.

Ref. Scheme Limita�ons

[107], 
[108]

FIMD The original face region cannot be recovered a�er the manipula�on-
revealing process,
although the watermarking-based technique can detect various 
manipula�ons.

[109]–
[111]

FIA The primary drawback of this scheme is considered to be its strict 
embedding capacity. Large face regions in the image can result in 
genera�ng a significant number of bits for tamper detec�on, 
localiza�on, and face region recovery, which require addi�onal 
embedding space. If there is insufficient embedding capacity, the FIA 
scheme can not
effec�vely protect the face image.

I. Comparison between deep-learning-based and watermarking-
based FIMD techniques

Watermark-based FIMD and FIA techniques have proven efficiency and 

advantage over deep learning-based FIMD techniques. Table 6 presents a 

comparison of deep learning-based and watermarking-based techniques.

TABLE 6. Comparison between deep-learning based 
and watermarking-based FIMD techniques

Deep-learning-based techniques Watermarking-based techniques

Most of these techniques are limited to 

detec�ng a single kind of manipula�on 

because they rely on

techniques for fabrica�ng or manipula�ng 

images for implementa�on [50], [113]–[116], 

[127] .

Capable of iden�fying various 

forms of manipula�on and do not reliant 

on knowledge of

the processes involved in producing 

manipulated or fake images.
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Deep learning-based schemes require large 

datasets for training, and op�mal detec�on 

performance is

achieved when the input image closely 

matches the training set [120], [128].

It can be applied to any type of image, and 

training is not required.

The majority of methods employ labor- and 

�me-intensive supervised networks for 

detec�on [129]–

[131].

The system is superior in terms of �me and 

effort savings as it operates in a fully 

automated manner.

Results of false detec�ons have been 

documented, par�cularly in cases where the 

input image deviates from the training dataset 

[120], [128], [132], [133]. For example, the 

maximum accuracy values are 84.7%, 99.3%, 

87.5%, and 81.6%, respec�vely

[120], [132].

There are no false detec�ons, and the system 

exhibits high detec�on accuracy.

5. Conclusion 
This paper has highlighted the increasing significance of FIMD and FIA 

techniques in the context of digital data security. The emergence of digital 

face manipula�on methods, including the notable development of 

"DeepFakes," has underscored the need for robust authen�ca�on and 

manipula�on detec�on mechanisms. The limita�ons of current forensic 

so�ware and the challenges posed by the rapid advancements in facial image 

manipula�on techniques have been addressed. Furthermore, the paper has 

provided an overview of recent trends in FIA techniques and their limita�ons, 

emphasizing the need for con�nued development and innova�on in this 

field. For future work, it is impera�ve to address the limita�ons of exis�ng 

forensic so�ware and to develop more effec�ve manipula�on detec�on 
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techniques capable of differen�a�ng between authen�c and manipulated 

face images. Addi�onally, further research is needed to enhance the 

capabili�es of FIA schemes, par�cularly in the context of DeepFakes and 

other advanced manipula�on methods. This may involve exploring the 

poten�al of deep learning-based techniques and the development of more 

comprehensive and versa�le manipula�on detec�on algorithms. Moreover, 

the paper suggests inves�ga�ng the dis�nc�ons and interrela�ons among 

image tampering, manipula�on, and forgery, and the development of 

tampering detec�on techniques with unique strengths and applica�ons. 

Finally, the paper emphasizes the importance of addressing unanswered 

research ques�ons and forecas�ng future direc�ons to advance digital face 

manipula�on genera�on and detec�on. By addressing these avenues for 

future research, the field of FIA and manipula�on detec�on can con�nue to 

evolve and effec�vely mi�gate the security risks associated with digital face 

manipula�on methods.
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