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Abstract : threat to judicial certainty and the reliability of criminal

evidence. It argues that deepfake technology no longer involves minor
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manipulation but enables the fabrication of highly convincing audio and
video content used for extortion, defamation, fraud, and the creation of
false evidence. The research identifies a legislative gap in Iraqi criminal
law and demonstrates the limited ability of traditional offences to fully
capture this novel conduct. It also highlights procedural shortcomings in
investigation and proof when courts confront “synthetic” digital evidence
and the phenomenon of plausible deniability. The study stresses the
central role of technical expertise and strict chain—of-custody
safeguards to preserve evidentiary integrity. It concludes that an explicit
legislative intervention is necessary, coupled with clear procedural rules
mandating forensic verification of contested digital media. Finally, it
recommends capacity—building for law-enforcement and enhanced

international cooperation given the cross—border nature of these crimes.

Keywords: Audio-visual disinformation, Deep fakes, Digital evidence,

Criminal proof, Legislative gap, Cybercrime.
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