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1. INTRODUCTION 

The Internet of Things is a huge technological revolution and has become part of our daily lives and is included in all fields, 

including industrial, medical, smart cities and agriculture, where devices communicate with each other through the Internet and 

provide smart services. These devices generate a huge amount of information Therefore, it has become necessary to secure this 

data preservation infrastructure in addition, IOT devices exchange and analyze data, facilitating decision-making processes and 

improving efficiency in managing operations [1]. With many devices connected to the Internet, one of the biggest challenges in 

securing the Internet of Things is the huge number of devices and the diversity of their operating systems and protocols. Each 

device is a potential entry point that attackers can exploit Hacking a single device may have consequences including 

unauthorized access, data manipulation, lack of efficiency in early detection of hacks or cyber-attacks, and data management 

problems. Therefore, it is necessary to provide protection for this data to continue services without disruption or forgery [2]. 

Therefore, protection has become necessary, and modern technologies must be used, such as the use of artificial intelligence, 

which is used to know and protect this data and detect attacks launched by attackers These devices also analyze and protect this 

data, make decisions, detect suspicious or anomalous activities, and predict vulnerabilities, which improves security [3]. The 

 
E-mail address:                                       Corresponding* :  Athraa Hamed Juber 

std.2024205.a.jebur@uowasit.edu.iq a                   
bfarhan@uowasit.edu.iq b                      Received 15  September 2025,           Accepted 10 November 2025 

 

       DOI: 10.25195/ijci.v52i1656.                          
  

 

The Internet of Things (IoT) is an emerging technological revolution, where devices 

communicate with each other over the internet to receive communications and 

information. These devices generate massive amounts of information. As industries 

increasingly rely on IoT devices, the need for technologies to enhance data security 

and privacy has emerged. This data faces significant security challenges, such as 

cyberattacks or data tampering. Therefore, it is imperative to develop effective 

protection for this data. This study aims to review the role of artificial intelligence (AI) 

and blockchain technology in enhancing IoT security by integrating these two 

technologies. The combination of AI and IoT represents a tremendous revolution in 

the rapidly evolving field, given its ability to simplify tasks easily and efficiently. AI 

analyzes and classifies data, detects threats and malicious attacks, while blockchain 

technology provides an additional layer of protection for the IoT through decentralized 

storage that prevents data tampering and ensures its integrity and confidentiality. In 

this study, we present a structured and systematic review of research published 

between 2021 and 2025, focusing on the role of AI and blockchain in securing IoT 

data. The results demonstrate that integrating AI with blockchain technology improves 

IoT security by detecting attacks early, reducing vulnerabilities, and preventing 

unauthorized access or data tampering. However, the evolving nature of attacks and 

challenges calls for further research to find or develop solutions capable of addressing 

future challenges to ensure security and reliability in data exchange between devices 
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other technology is blockchain, which is used to store and exchange data and information between more than one device that 

relies on blocks linked together using encryption. This makes the system resistant to data tampering, so it provides high 

security. Its goal is to make the data not subject to modification or manipulation, and it is characterized by transparency, high 

security, and decentralization [4]. Therefore, the integration of artificial intelligence and blockchain is one of the innovations 

that greatly enhances security and the efficiency of operations and data because the blockchain stores each operation 

permanently and transparently and prevents any manipulation or unauthorized access. Using intelligence algorithms, we 

analyze this data automatically to classify patterns Anomalous or suspicious information that indicates fraud or attacks. In 

addition, the benefit of the merger is to enhance trust and transparency between the parties and ensure continuous data 

protection and early detection of threats in real time [5] Although previous studies have dealt with securing the Internet of 

Things using blockchain or intelligence separately, there are major challenges facing it and there is a lack of research that 

integrates both technologies to enhance security, this study aims to: 

1- Review previous studies that addressed integrating AI and blockchain technologies in securing the Internet of Things 

(IoT) and compare their performance with traditional methods. 

2- Explore how to integrate both technologies to provide a secure and integrated IoT system. 

3- Compare the types of data used to secure the Internet of Things (IoT). 

This study is organized as follows: Section Two: Introduction to the Internet of Things (IoT), security challenges, and common 

attacks  ,Section Three: Blockchain technology and its characteristics, Section Four: Integrating blockchain with the Internet of 

Things, Section Five: Artificial intelligence (AI), its types, and applications in cybersecurity, Section Six: Integrating AI with 

blockchain to enhance IoT security, Section Seven: Conclusions and future recommendations 

2. The Internet of Things 

The Internet of Things is considered a more advanced technology and this technology is constantly developing the Internet [6]. 

Different physical devices are connected to the Internet and can communicate and exchange information between them [7]. 

The Internet of Things industry needs to keep pace with the security standard and institutions must include security in Internet 

devices [8] and contain large quantities of data that must be protected from electronic attacks [9]. It is exposed to a group of 

cyber-attacks, including violations Data, the network, its hacking, and many other attacks that exploit security vulnerabilities 

inside devices [10]. The Internet of Things integrates software, interfaces, protocols, and data flow [11]. The Internet of Things 

consists of several interconnected layers, perception, network, application these layers are illustrated in figure 1 

1.Perception layer: Also called the physical layer, it consists of sensors and its goal is to collect data and transfer it to the 

network layer 

2.Network layer: It is also known as the transport layer and its function is to transport and process data. It is characterized by 

the presence of gateways 

3.Application layer: The customer receives the requested service and it contains the user interface, and its importance lies in 

providing services and ensuring confidentiality, integrity, and data availability [12]. 

Fig 1. Three-layer architecture:  perception layer, network layer, and application layer. [13] 

2.1Challenges of the Internet of Things 

Internet of Things systems need protection for integration Availability and confidentiality. There are several challenges that 

hinder its spread and adoption. The most prominent of these challenges is the absence of unified protocols, which reduces the 

ability of different devices to communicate, disconnection, and lack of continuity of service due to a weak network or the 

device is unable to work properly. This reduces the reliability of the system as well as scalability. The more devices there are, 

the more problems they may face, limited power and batteries. Most devices are small and their batteries are weak and limited 

and cannot run large programs as well as managing big data, because devices generate a lot of data, and analyzing and storing 
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it requires special resources and software [14]. There are also challenges at the level of devices, data, or networks, and they 

include a group of vulnerabilities that must be addressed. 

       A.  Hardware Challenges  

1- Securing devices from theft attempts or unauthorized access.  

2- Weaknesses in the code or the presence of vulnerabilities that attackers can exploit.  

3- Verification and authentication, which means applying strong authentication methods such as two-step verification to verify 

the identity of the user or device and detect weak points [15]. 

       B. Network Level Challenges 

1- Securing data during its transmission over the network to ensure confidentiality and data integrity using secure 

communication protocols. 

2- Use of intrusion detection systems. Configure the firewall to protect against denial-of-service attacks [16]. 

       C. Data Level  

1- Protect data from unauthorized access by encryption to convert data from plain text to incomprehensible text to maintain 

data confidentiality. 

2- Ensuring that data remains complete, accurate, integrated and reliable during the creation, storage, transportation and 

processing stages to prevent tampering and maintain its confidentiality. 

3- Store and transfer data securely to protect it from hacking and malicious attacks [17][18]. 

 

2.2. Attacks on the Internet of Things 

 IoT systems face significant cyber security challenges due to their distributed nature and the large number of connected 

devices. In this section, these attacks can be classified into six main categories, as shown in Figure 2. The most prominent 

attacks targeting the IoT will be reviewed: hardware attacks (shown in Table 1), cloud attacks (shown in Table 2), application 

attacks (shown in Table 3), data attacks (shown in Table 4), software attacks (shown in Table 5), and network attacks (shown 

in Table 6). 

 
Fig. 2. The classification of (IoT) attacks illustrates the different types and categories of security threats. 

1-Device / Hardware Attacks 

 Hardware attacks are among the most prominent attacks that affect Internet of Things devices. Table 1 shows the most 

important of these attacks 

  

 
Table 1: Types of hardware attacks on IoT devices and corresponding defense mechanisms 

Ref Attack Description Outcome Defense 

[19] Tampering 
Physically altering IoT devices or 

connections 
DFID tampering hardware 

manipulation 
Use tamper -resistant hardware 
physical protection mechanisms 

[19] Malicious code injection 
Injection harmful code into physical 

devices 

Device compromise foothold 

for further attacks 

Firmware validation secure boot 

mechanisms 

[20] RF interference /jamming 
Noise signals disrupt WSN and RFID 

communication 
Dos attacks connectivity loss Spread spectrum techniques 
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[20] Fake node injection 
Insertion of fake nodes between real 

ones 
Manipulated data flow 

Node authentication, trust 

management systems 

[21] Sleep denial attack 
Keeps battery-powered devices 

awake 

Battery drains reduced 

lifespan 

Rate limiting, energy-efficient 

protocols 

[22] Side-channel attack 
Exploiting timing, power, or fault 

info to extract keys 
Decryption of sensitive data 

Hardware shielding, noise 
injection, 

secure cryptographic 

[23] Permanent Dos (P DoS) 
Corrupting BIOS/firmware with 

malware 
Device permanently disabled 

Firmware integrity checks secure 

updates 

 

2-Cloud Attacks  

It is one of the most prominent security threats to IoT, as it targets storage services and cloud applications and affects data 

confidentiality. Table 2 shows the most important of these attacks 

 
Table 2: Types of Cloud Attacks hardware attacks on IoT system and corresponding defense mechanisms 

Ref Attack Description outcome Defense 

[24] Flooding Attack SYN requests overload server. 

resources 

Resource exhaustion, 

Dos 

SYN cache, SYN cookies 

[25] Cloud Malware 
Injection 

Malicious VMs or apps 
injected into cloud 

Service compromise, 
data unavailability 

Hash verification, service 
instance validation 

[26] Signature Wrapping 

Attack 

SOAP/XML signature 

manipulation 

Data integrity 

compromise 

WS-Security policy 

enforcement 
Content 

[27] Web Browser Attack 

(XSS) 

Injecting malicious scripts via 

websites 

Data leakage, 

unauthorized actions 

Content filtering, 

vulnerability detection tools 

 

3- Application attack  

It is one of the most prominent security threats to the Internet of Things, exploiting vulnerabilities in applications to affect 

performance. Table 3 shows the most important of these attacks 

 
Table 3: Types of applications - level attacks in IoT systems and corresponding defense mechanisms 

 

       4 -Data attack  

It is one of the most prominent security threats to the Internet of Things, threatening data confidentiality. Table 4 shows the 

most important of these attacks 

Table 4: Types of Data - Level Attacks in IoT Systems and Corresponding Defense Mechanisms 

Ref  Attack  Description  Outcome Defense 

[30] Data 
Inconsistency 

 

Corruption of stored/in-
transit data 

 

System failures, wrong 
decisions 

Data validation, 
redundancy checks 

 

[31] Unauthorized 
Access 

Illegal access to sensitive 
info 

Data theft, manipulation Access control, encryption 
 

[32] Data Breach 

 

Illegal use of private data 

 

Privacy violations, leaks Encryption, monitoring 

 

[33] Data Theft 
 

Unauthorized acquisition of 
sensitive data 

Financial loss, identity 
theft 

 

Strong authentication, 
endpoint protection 

Ref Attacks Description Outcome Defense 

[26] Injection Malicious code inserted via 
programming flaws 

Data theft, malware 
spread 

Input validation, secure 
coding practices 

[28] Buffer Overflow Memory overflows exploited Code execution, data 

corruption 

Bounds checking. 

memory-safe languages 

[29] Unauthorized Access to Data Exploiting weak 
authorization models 

Sensitive data theft, 
manipulation 

Fine-grained access 
control, role-based 

authorization 

[27] Phishing Masquerading as legitimate 
users/orgs 

Credential theft, data 
breach 

Email filtering, user 
awareness training 

[27] Authentication&Authorization 
Weakness 

Over-privilege, weak auth 
methods 

Device compromise, 
unauthorized control 

Multi-factor 
authentication, proper 

privilege management 
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[33] 

 

Data Alteration 

 

Tampering with data during 

transmission 

 

Manipulated outputs, 

malicious code injection 

Encryption, integrity 

checks 

 

[34] Deny Data 

Reports 
 

Restricting access to reports 

 

System unavailability, 

incomplete data 

Role-based access, 

monitoring 
 

 

5- Software Attacks  

It is one of the most prominent security threats to the Internet of Things, targeting operating systems and software and 

affecting data. Table 5 shows the most important of these attacks 

Table 5: Types of software attacks on IoT devices and corresponding defense mechanisms 

Ref  Attack 

 

Description 

 

Outcome 

 

Defense 

[19] 

 

Viruses 

 

Malicious software alters 

system 

 

DoS/DDoS, Data theft 

 

Antivirus, patch 

management 

 

[19] Worms 
 

Worms 
Self-propagating programs 

 

Device compromise, 
Botnet 

formation 

Network monitoring, 
anomaly detection 

[35] 
[36] 

Trojan Horses 
 

Hidden malware like Mirai Botnet creation, DDoS 
 

Firmware updates, 
malware detection 

 

[19] Spyware 

 

Secret monitoring of users Data theft, surveillance Anti-spyware tools, secure 

software policies 

[19] 
 

Adware 
 

Malicious ads and unwanted 
installations 

System slowdown, 
unwanted access 

Ad-blocking, malware 
prevention 

 

[19] 
 

Malware 
 

General malicious 
 

Data compromise Endpoint protection 

[19] 

 

Logic Bomb 

 

Hidden code triggered under 

conditions 

Data deletion, sabotage Code review, insider 

threat monitoring 
 

6- Network attacks  

 It is one of the most prominent security threats to the Internet of Things, targeting communication between devices and 

affecting data availability. Table 6 shows the most important of these attacks 

Table 6: Types of network attacks on IoT devices and corresponding defense mechanisms 

Ref Attack Description Outcome Defense 

[37] 
 

Traffic Analysis Sniffing data in transit 
 

Sensitive data leakage 
 

Encryption, traffic 
padding 

 

[38] 
 

RFID Spoofing 
 

Forging RFID signals 
 

Impersonation, data theft 
 

Mutual authentication, 
cryptographic protection 

 

[38] 

 

RFID 

Unauthorized 

Access 

 

Illegal RFID data access 

 

Identity theft, fraud 

 

Access control, secure 

RFID protocols 

 

[39] 
 

   Routing 
Information 

Attack 

 

Forging/modifying routing info 
 

Network disruption 
 

Secure routing protocols, 
authentication 

 

[40] 
 

Selective 
Forwarding 

 

Dropping/altering selected 
packets 

 

Data loss, delays 
 

Multipath routing 
intrusion detection 

 

[41] 
 

Sinkhole Attack Compromised node attracts 
traffic 

 

Traffic manipulation 
 

Node trust verification, 
anomaly detection 

 

[42] 
 

Wormhole Attack 
 

Tunneling packets across 
network 

  

Eavesdropping. disruption 
 

Packet leashes. distance 
bounding 

 

[43] 

 

Sybil Attack 

 

Node uses multiple fake 

identities 
 

Resource exhaustion 

 

Identity verification. 

trust management 
 

[44] 

 

MITM Attack 

 

Intercepting device 

communications 
 

Data theft. manipulation 

 

Encryption. session key 

exchange 
 

[45] Replay Attack Reusing captured valid Dos/DDoS, fraud Timestamps nonce-
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  messages 

 

 based authentication 

 

[46] Dos/DDoS 

 

Over whelming target with 

traffic 

 

Service unavailability 

 

Rate Limiting anomaly 

detection 

 

2.3.Challenges and Attacks IoT: A Critical Analysis 

By reviewing Tables 1-6, which explain the types of attacks in the Internet of Things environment and the payment 

mechanisms for them, it can be said that DDoS/DoS and MITM network attacks represent the most influential and 

dangerous attacks on network reliability and service availability, and they are also the most common in the Internet of 

Things [47], while software attacks (Logic Bombs, code injection) threatens the confidentiality and integrity of data, 

especially when activated in circumstances that are difficult to detect early [48]. Attacks on physical devices and side 

attacks are also less common, but they cause significant damage when successful [49]. New studies confirm the importance 

of protecting data from tampering or leakage, as this protection is important and essential to ensure the continuity of service 

in Internet of Things environments [50]. Based on the above observations, it is clear that securing the Internet of Things 

requires an integrated security approach that combines network protection, data, software, supported by intelligence and 

blockchain technologies to ensure comprehensive security for practical work environments [51] 

3. Blockchain  

It is difficult to find a unified definition of blockchain, so some may define it as a decentralized programming system that 

allows transactions to be tracked and recorded without the need for a central authority in addition, it relies on algorithms 

and mechanisms, including (pos)(pow), to ensure that data is not tampered with and to achieve compatibility. The 

blockchain is characterized by security, transparency, and non-tampering. It is also known as a database characterized by 

low cost and transparency [52]. It is also known as a decentralized ledger used in Bitcoin transactions that are linked to 

each other via hashing, as it consists of a chain of blocks [53]. It has the following characteristics:  

A. Transparency: All recorded transactions can be verified and accessed by anyone, meaning that nothing can be 

changed or tampered with without everyone's knowledge 

B. Security: One of the important and basic characteristics because it relies on consensus and encryption techniques to 

maintain the integrity of transactions   

C. Non-tampering: Also known as stability, this property is achieved by linking blocks together with encryption to 

ensure that any change in one block will affect all blocks and be detected  

D. Decentralization: Work is done without a central authority and decisions are made by several participants, thus 

reducing points of failure and enhancing security and trust [54]. 

3.1 Types of Blockchain   

 Blockchain can be classified into four main types according to its operating nature and usage scenario) see figure3)   

1. Public Blockchain: An open system that allows any online user to join and participate in verifying transactions and 

prevents tampering with records. Its most prominent applications are Bitcoin and Litecoin.  

2. Private: A closed, single-party network where permissions and accessibility are limited is used in applications such as 

voting and supply chain management.   

3. Consortium: Managed by semi-centrally organized organizations and used in sectors such as banks and government 

agencies . 

4. Hybrid: Combines public and private, where some data can be restricted to a private network and published to a 

public network for verification and increased transparency [55][56]. 

 

 

 

 

 

 

 

 

 

                                                      

                                                                                                              

Fig.3. Types of Blockchains, showing Public, Private, and Consortium Blockchains 
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    3.2 Integrating Blockchain with the Internet of Things 

Blockchain is one of the most prominent and important solutions for the security of the Internet of Things because it 

secures the network, improves transaction speed, reduces device authentication costs, data integrity, and ensures privacy. 

It will reduce the risk of cyber-attacks and relies on its decentralization, non-manipulation or change, and transparency, all 

of which contribute to enhancing security. Blockchain is an effective solution against security threats, eliminates points of 

failure, and protects big data using continuous updates, encryption, and traceability by following up on everything Easily 

transact and verify its data, ensuring easy access to data. Most Internet of Things devices communicate with each other 

automatically and can be expanded and secured via blockchain [57][58] 

 
     4.Artificial Intelligence  

In this section, we provide an overview of artificial intelligence, which is a branch of computer science that aims to build 

systems capable of displaying intelligence similar to humans. The possibility of intelligence is to reduce the need for 

human intervention in the work environment and increase efficiency. Artificial intelligence technologies include big data 

analysis, threat detection, decision-making, and natural language processing. Intelligence is an advanced field, and its 

features also include the ability to detect zero-sum attacks and analyze patterns Adapting to changes in the network [59]. 

     1.4 Learning Mechanisms in Artificial Intelligence 

A-Machine learning: It uses a statistical method that enables machines to learn and improve without the need for 

programming. It is used for classification, detection, and prediction[60]. Machine learning is divided into 4 sections  

1 -  Supervised learning: The model learns from parameter data containing rollers and outputs. The goal of this type is to 

teach the algorithm to discover the relationship between them to predict new results [61]. 

2   -  Unsupervised: It does not require parameterized or classified data that trains the algorithm to detect B patterns in the 

same data. 

3 -  Semi-supervised: It combines the previous two types by using classified and unclassified data to train the model on 

data classified in small quantities and unclassified in larger quantities to reduce the cost of classifying and improve the 

accuracy of the model [62]. 

4 -  Reinforcement learning: This type of learning learns from experience and error and does not know the previous 

results. The programmer learns through experience and receives feedback, such as rewards or punishments for his work, in 

order to update and improve his work and obtain better results. He does not need classified data, but rather learns from his 

direct interaction with his work environment [63][64].  

As mentioned above, machine learning can be classified into several types. The main types of machine learning algorithms 

are summarized in Table 7 

 
 

Table 7   Machine Learning Algorithm Classifications  

Classification Algorithm 
 

Description / How it Works 

Supervised 
Learning [65] 

- Linear Regression 
- Logistic Regression 

- Decision Trees- 

- Random Forest 
 

- Support Vector Machine (SVM) 

- Naive Bayes 
- k-Nearest Neighbors (KNN) 

 

- Predict continuous values e.g.  house prices 

- Binary classification, e.g., spam vs.non-spam emails 

- Create tree-like models for classification or prediction 

- Combine multiple decision trees to improve accuracy and reduce 

overfitting 

- -Find the best separation boundary between classes 

- Classify data based on Bayes ' theorem 
- -Classify data based on closest Ask anything 

UN 

Supervised 
Learning [65] 

- K-Means 

- Principal Component Analysis (PCA) 
- Hierarchical Clustering 

- Generative Adversarial Networks (GANs 

- Cluster data into groups based on similarity 

- Reduce dimensionality while preserving variance 
- Create hierarchical clusters forming a tree structure 

- Neural networks that generate new data samples 

Semi 

Supervised 
[66] 

- Self-Training 

 
- Co-Training 

 

- Graph-Based SSL 
 

- Semi-Supervised SVM(S3VM) 

 

- Use small labeled data + large unlabeled data to iteratively improve 

model 
- Train two models on different feature sets and label unlabeled data 

collaboratively 

- Construct a graph from labeled and unlabeled data to propagate label. 
 

- Extend SVM to leverage unlabeled data for better classification 
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Reinforcement 

Learning [67] 

 

- Q-Learning 

 

- Deep Q-Networks (DQN) 

 
- Alpha Dev 

 

- Learn optimal policies via rewards in an environment 

 

- Combine deep neural networks with Q-Learning for improved 

performance 
- Discover faster sorting algorithms using deep reinforcement learning 

 

 

B-Deep learning: It is an advanced and sophisticated branch of machine learning that uses multi-layer neural networks, 

processes big data, detects advanced attacks, learns from data without the need to extract features, is used in language 

processing and speech recognition, and is also divided into four types, such as machine learning. Deep learning techniques 

can create direct communication between devices, the Internet, and things without the need for humans, which allows them 

to communicate and work together [68][69]. 

1. Supervised learning   

2. Unsupervised learning 

3. Semi- supervised learning 

4. Deep reinforcement 

 As mentioned above, deep learning includes several techniques. The main types of deep learning algorithms are 

summarized in Table 8  
Table 8 Deep learning classifications 

Main functions algorithm Category 

- A network for recognizing patterns in images or spatial data that uses 
convolution layers to extract features and bowling to reduce 

dimensions 

- A deep neural network for prediction or classification by learning the 
relationships between inputs and outputs 

 

- Network for processing sequential data 
 

- Solves fading and bursting problems in gradients suitable for 

predicting time series and texts 

- CNN 

 

- DNN 
 

 

- RNN 
 

- LSTM 

Supervised [70] 

- A multi-layer network that learns the probability distribution of data 

incrementally and is used to detect patterns without supervision 

 
- Dimensionality reduction and data organization 

 

- Learning a compact representation of data by reconstructing inputs is 
used to discover patterns or extract features without labeled data 

- DBN 
 

 

- RBM 
 

- Deep Autoencoders 

Unsupervised 

[71] 

- It consists of two networks: a generator to generate fake data and a 

discriminator to distinguish real data from fake data. The goal is to 

improve the generator so that it is difficult for the discriminator to 
distinguish between them, and through this he produces new, realistic 

data 

- GAN 
Semi 

supervised [72] 

- Approximating the value function using a neural network to choose 
the best action in each case to maximize the reward in the long run 

 

- Learn a policy directly by modifying neural network parameters to 
maximize the expected reward 

 

- Actor selects actions Critic estimates the reward for each action, which 
increases learning stability in reinforcement learning environments 

- Deep Q-Networks (DQN) 

 
 

- Policy Gradient 

 
 

- Actor-Critic 

Deep 

reinforcement 

[73] 
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    4.2 The Role of Artificial Intelligence in Securing the Internet of Things  

  Intelligence plays an important role in securing the Internet of Things devices because the Internet of Things is a 

widespread model that connects devices and things to the Internet to provide efficient and new services and will generate 

huge data. This data needs to be secured and analyzed. The role of intelligence comes using its techniques, including 

machine or deep learning. Through this, the concept of (AIOT) appeared. Here comes the role of intelligence in detecting 

attacks and anomalies and predicting potential threats and mitigating them without the need for humans [74]. Intelligence 

can To manage security solutions by relying on the SOC pattern and vulnerability results to ensure a security approach to 

confront cyber-attacks and ensure the safety and confidentiality of data during its transmission over networks. Intelligence 

contributes to improving security by using deep learning and natural language processing and significantly reduces human 

errors and speeds up its response time [75]. However, it also faces challenges, including data collection and storage, because 

data is large and spread in many places, making it difficult to manage and time Responding because intelligence needs time 

to process data in systems that need immediate decisions. This causes serious slowness, weak processing, and network 

congestion because millions of devices send their data and the network will slow down. This is why the need arose to 

integrate with the blockchain [76]. 

     4. 3 Integrating Artificial Intelligence and Blockchain to Secure the Internet of Things 

 With the rapid expansion of the use of the Internet of Things in various sectors such as health, smart agriculture, cities 

and many others, the security of these devices and the data they contain has become important. However, some intelligence 

systems rely on central data processing, which is why they are vulnerable to hacking and manipulation. Therefore, it is 

necessary to integrate artificial intelligence and blockchain technologies. It is a powerful and effective solution to address 

many of the challenges facing Internet of Things systems. It allows the integration of AI and blockchain Taking advantage of 

the features of each of them: While intelligence needs reliable data to make accurate decisions, blockchain ensures the 

security and transparency of this data without the need for a central authority, blockchain stores this data in a secure and 

reliable manner, and intelligence collects and analyzes data. These two technologies help build safer and more reliable IoT 

systems, enhance transparency, and reduce dependence on the intermediary [77] [78]. 

4.4 Comparative analysis of AI, Blockchain, and integration approaches 

Table 9 shows a comparison between discrete artificial intelligence and discrete blockchain and the approach to 

integrating them based on real-life cases and confirmed performance measures from previous studies.  The table shows the 

benefits and limitations of each approach, showing that integration improves accuracy and security, despite increased 

complexity and latency compared to each technology individually. 

 
Table 9: Comparison of AI, blockchain, and embedded systems in terms of performance and challenges 

ref Category 
Application 

Scenario 

Performance 

Results/Metrics 
Main Advantage Challenges 

[79] AI only 
Medical decision 

support 

Accuracy=%85.7 

Sensitivity=%86.3 

Specificity=85.7% 

Fast analysis and 

intelligent 

decision support 

Nature of the black 

box” and limited 

interpretability 

[80] 
Blockchain 

only 

Public Blockchain 

networks 

Performance constraints, 

limited TPS, transaction 

delays 

High security and 

transparency 

Scalability limitations 

and high latency 

[81] 

Integrated 

AI + 

Blockchain 
Cyber-attack detection 

Accuracy improved from 

85.2%to 93.4% with AI 

+Blockchain integration 

Combines AI 

accuracy, 

blockchain 

security, and 

traceability 

Higher complexity 

and latency compared 

to AI alone 

5 . Conclusion 

The Internet of Things (IoT) faces numerous security challenges and risks, as threats can negatively impact systems and the 

quality of associated services. Therefore, robust mechanisms are needed to ensure security, privacy, and reliability. Integrating 

AI with blockchain technology offers a promising approach, as AI analyzes big data and makes decisions, while blockchain 

technology ensures data integrity and transparency in a decentralized manner. This review highlights recent studies on the 

integration of blockchain and AI to enhance IoT security and encourages researchers to explore new strategies to leverage 

these technologies and improve the performance and security of smart applications. 
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