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component of nearly every enterprise.

Consequently, an increasing number of organizations are shifting their operations to cloud-
based environments. It is anticipated that cloud technologies will soon form a foundational

This transformation has significantly influenced sectors like Software as a Service (SaaS),
where traditional Database Management Systems (DBMSs) have transitioned into Cloud-

based DBMSs (CDBMSs). Alongside this evolution, there has been a movement from
conventional single-tenant database structures to multi-tenant architectures, which allow
for more efficient utilization of infrastructure and resources.

However, despite these benefits, many organizations are still hesitant to adopt multi-tenant
database systems due to persistent concerns over data security. The practice of storing data
from multiple tenants on the same server—or even within shared tables—introduces
considerable risks related to unauthorized access. In response to these concerns, the current
research centers on database security in cloud settings, with a specific focus on the unique

challenges associated with multi-tenant systems.

1. Introduction

Cloud computing which is now a required part of 90 percent of organizations and projected to be a 1.25 trillion market by 2028
provides scalability, cost-efficiency, and low infrastructure requirements [1-5]. Cloud Database Management Systems
(CDBMSs) has become a major ingredient, with more than half of the entire database revenue being created and a scalable data
service being made possible through outsourcing [6,7]. SaaS applications Multi-tenancy enables sharing of infrastructure with
logical data segregation, each with a security implication, with methods such as separate databases, schema or even shared tables
[810].

Multi-tenancy is however, very dangerous to security. Only tenants should be able to access their data, but 76% of organizations
are worried about data security, separation between tenants and transparency of CSP [11,12]. The dynamic, distributed world of
cloud systems further complicates the issue of security, requiring powerful isolation and access policies [12]. One of the problems
is that there are no automated mechanisms to consider security in the early design stages; developers usually postpone with
security plan until After attacks [13,14].

This study is based on the application layer of multi-tenant SaaS databases, which lacks automated tools that incorporate any
safety concerns at the beginning of the design stage is viewed as a significant gap. This supposition states that by using an
automated CASE tool, including the concept of multi-tenant security in the initial stages, a safer and more efficient protection
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can be provided. The goals are as follows: to find vulnerabilities in CDBMS, to define security requirements, to use structured
diagrams, to create CRUD matrices, to apply a role-based and partitioned access, and to automate SQL to create tenant-specific
configurations. The research is focused on application-layer data-at-rest and tenant-level security, without considering
transmission, inter-application flows, and high-level regulatory issues, such as GDPR.

2. Literature Review

This section defines the conceptual and theoretical background of the research by looking at the main issues of the research,
including cloud computing, multi-tenancy, and database systems, as applied to security. It contains definitions, contextual
reflections, and a critical literature review to back the methodology and analysis used in the study, putting the research into the
current academic discussion.

2.1. Cloud Computing
According to the definitions of National Institute of Standards and Technology, cloud computing has revolutionized IT using the
idea of scalability, flexibility and cost efficiency [1518], which enable quick access to a resource that is shared by many people

with minimum management.
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Fig. 1. Top Drivers for Cloud Adoption [21].

[19]. The services provided by such high-profile providers as Amazon, Oracle, IBM, and Microsoft are available worldwide
[20]. They are also key features such as on-demand self-service, wide-access, resources pooling, elasticity and billing by usage,
which facilitate dynamic multi-tenant environments [19,21]. Nevertheless, there is still a worry on the security, downtime,
unknown costs and regulation compliance because of offsite data storage over common infrastructure [2,22]. Models such as
StaaS and DBaaS do have data-specific functionality [25-27], whereas the SaaS, PaaS and IaaS models differ in the extent of
user control [23-24]. With the shift of organizations to cloud based systems, instead of the traditional DBMS, this migration
necessitates reconsideration of the data protection strategy, particularly in the context of the multi-tenant architecture.

2.2. DBMS and PostgreSQL

Modern information systems rely on databases, which are efficient in storing and manipulating of massive data to assist the
decision making process [28]. The majority of databases have tabular structure and manipulation by the use of SQL [28,29].
Database Management System (DBMS) is a system that serves as an interface between users or programs and the underlying
databases and it carries out activities that include storage and retrieval of data as well as data modification. It also controls such
important issues as data integrity, schema organization, indexing, and recovery procedures [2931]. The leading DBMSs, such as
Oracle, PostgreSQL, MySQL, and Microsoft SQL server are compatible in the cloud environment [29].

PostgreSQL is a strong open source DBMS that supports both relational and object model with a client server architecture
compatible with other systems [32]. It supports simultaneous connectivity to clients and has superior security options including
views, trigger, and customization options. PostgreSQL has mandatory, discretionary and role-based access control and supports
Row-Level Security (RLS) controls over fine-grained access control [32—-34], and is compatible with clouds.

2.3. CDBMS and Multi-Tenancy

Cloud Database Management Systems (CDBMS), which is commonly made available as a service through SaaS, is displacing
the traditional DBMSs because of its scalability, cost efficiency, availability and fault-tolerance [30,35,36]. A CDBMS has
storage (to encrypt and back up data/objects), database (to store data/Objects), and application layers (to authenticate/report data)
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[37]. Multi-tenant setups improve performance and sharing through load balancers and connection pools and guarantee data
redundancy using remote backups [35,37].

User Management and Access Control

Users are assigned roles with permissions managed through GRANT and REVOKE commands [36,38—40]. Authentication uses
username-password methods [33,41].

Database Operations and Views

Operations (SELECT, INSERT, UPDATE, DELETE) depend on role-based permissions. Data is organized in schemas and
tables [42—44]. Views manage access to specific data subsets and enforce policies, though not all are updateable [32,45].

2.4. Stored Procedures and Backup

Stored procedures/functions encapsulate logic, enhancing security and preventing SQL injection [34,46—48]. Backup
mechanisms support recovery and rollback to stable system states [49].
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Fig. 2. Architecture of Cloud-Based Database Management System (CDBMS). Adapted from [37].

2.5. Security Factors in Multi-Tenant

The problem of security is a significant obstacle on the way to the adoption of multi-tenant cloud-based DBMSs, regardless
of the advantages that it has [49]. Security issues, especially those related to data distributed on different hardware and tenants
[37], [70] are that the local DBMS is still preferred by many users. Contrary to on-premise systems where the data and security
are handled internally, cloud environments are dependent on external Cloud Service Providers.

for security enforcement [71].

Multi-tenancy will make security more complex, as it will have more users and will have different access requirements. The
balancing and co-existence of such differing needs on a common infrastructure creates serious difficulties in the confidentiality
of data, integrity, and compliance.

2.6. Access Controls
The main approach to reducing the security risks of multi-tenant cloud systems is access controls, which control

user permissions and privileges [95]. They provide granular access based on vertical and horizontal partitioning
and limits users to particular access.
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data, respectively. Another widespread way to demonstrate the access permissions is the CRUD matrix, where the access
control rights are given to the users or classes, assigned to every system object, through Create, Read, Update, and Delete [96].

The traditional models of access control systems are the Discretionary Access Control (DAC), Mandatory Access Control
(MAC) and the advanced models of Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) [95].

DAC grants the access on the basis of user identity and is frequently used with the Access Control Lists though not devoid of
vulnerabilities such as Trojan horse attacks and necessitating constant maintenance [97]-[100].

MAC, conversely, applies access control via system-defined security labels and adheres to the write up, read down model.
Although it provides greater security, it is not flexible and granular [95], [101], [102].

RBAC resolves multi-tenancy issues by granting roles rather than users permissions, which is endorsed by the principle of
least privilege. It makes access control management simplified and particularly is apt to dynamic settings such as cloud systems
[103]- [105].

ABAC provides access to attributes such as user-related, resource-related, and environment-related attributes. These attributes
are used to define policies, which are very flexible in complicated situations [106].

Discretionary Access Control (DAC) Role-Based Access Control (RBAC)
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Fig. 3. illustrates the differences among assesad [107].

The models of security are compared by Pernul [108] and Hasani and Modiri [110] in terms of the complexity of administration,
constraint support, delegation and implementation, authentication and granularity of authorization [109]-[111]. The models to
be used depend on the needs and threat environments in the organization.

2.7. Security Models

Access controls are used as part of the security models to create protection frameworks. According to Younis et al. [112], threat
context is another feature that is important when selecting models, particularly in multi-tenant clouds. The vulnerability of the
systems to effective model choice is also emphasized by Meghanathan [104]. There are four essential models which are outlined:
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Bell-La Padula Model:
Focused on confidentiality using hierarchical labels (e.g., "Top Secret"), with rules:
Simple Security Property — read at or below level.
Star Property — write at or above level.
Discretionary Security Property — uses access control matrix [110], [113-115].

e Tied to MAC, it prevents unauthorized access but lacks integrity assurance [110].
BIBA Integrity Model:

e Aims to preserve data integrity with inverse rules to Bell-La Padula:

e No Read Down — read from equal/higher integrity.

e No Write Up — write to equal/lower integrity.

e Invocation Rule — restricts calls to higher integrity [116,117].
Clark—Wilson Model:

e Maintains system integrity through:
Well-formed Transactions.
Access Control Policies.
Separation of Duties [110,118].
Includes audits and authentication; used in banking systems.
Chinese Wall Model:

e Combines MAC and DAC to manage confidentiality and integrity, preventing conflicts of interest, particularly in

consulting and accounting [119,120].
3. Requirements and Analysis
The requirements analysis was to identify and categorize as well as validate security requirements of secure multi-tenant cloud

database systems. Through the methodology of Kitchenham [126], the requirements were elicited by reviewing the literature,
analysis of features of cloud products, and threat assessment.

The requirements were grouped into base, functional, and non-functional requirements. Base requirements were design
diagrams (ERM, ELH, DFD) usage, and access controls were consistent, as well as code reviews, open standards, and
configuration extensions [75,137,151]. The functional requirements were dedicated to confidentiality, integrity, and availability,
as well as non-repudiation, mitigation of threats, auditing, and accountabilities [80,137,147,151,152,155]. Non-functional
requirements dealt with performance [153,156], tenant isolation [80,137,147] and coping with the complexity of security-systems
[80,137].

The choice of PostgreSQL v15 was predetermined by the fact that this database is cloud-compatible, open-source, and has
inherent security [159]. It addresses such critical requirements as parameterized querying to prevent SQL injection [166], other
authentication [167], role-based authorization [159], encryption (pgerypto) [170], backup support [172], and auditing support
audit tables/triggers. PostgreSQL was closer to the specified requirements, specifically in authentication, backup and auditing
compared to AWS [160] and Oracle [161].

3.1. Access Control Design
Access control was found to be a key requirement. The framework uses Role-Based Access Control (RBAC), which is the
most ubiquitous within cloud systems [182] and assigns permissions to roles rather than users as a method of access control.

RBAC was favored as opposed to DAC and MAC because it has a balance between control and flexibility. RBAC is more
flexible as it allows scalability, separation of duties, and the least privilege, unlike DAC, which is prone to misconfiguration, and
MAC, which is not flexible [52]. Multi-tenant environments In PostgreSQL, users can be granted specific permissions, which
ensures the security of access by roles.

The report is concluded by stating that PostgreSQL, which boasts of good security and the availability of RBAC, happens to
be the most appropriate DBMS to use in the proposed secure multi-tenant cloud framework.

4. System Design Overview and Visual Representations
4.1 Introduction
A design phase is essential in transforming the theoretical ideas into practical application to give a flawless framework to
achieve the objectives of the research. This section defines the main aspects of building the proposed CASE tool that is supposed
to contribute to the creation of the automated, secure, and multi-tenant databases, which has to be situated on the cloud. Of
special concern is how system design diagrams are used in defining and validating tenant-specific security assertions. Some of
this content has been published before in the 4th International Conference on Information Systems and management as
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"Incorporating Security Features in System Design Documents used with Cloud-Based Databases" [179].

4.2 General Design of the Proposed CASE Tool

The general architecture represented in Figure 4 helps developers to build secure multi-tenant databases, as the system
automates the process of managing the access permissions, sustaining consistency, and providing continuous feedback on the
design process in order to improve. It begins with the input three system diagrams are considered (ERM, DFD, and multiple
ELHs) formatted into JSON and analyzed to determine any missing or weak areas.

Access control mechanisms are then defined using an automated creation of a CRUD matrix, which is extended to a three
dimensional access control model. This model has row and column views, and permissions where only authorised transactions
take place through validation checks.

Inputting of System Design Diagrams

{Analysis of System Design Diagrams

-~

{Access Control Input and Management

Inputting of Security-Critical Tenant
Requirement

SQL Code Generation: Database
Structures, Operations, and Security

Fig. 4. Proposed CASE Tool Workflow

The users are able to create tenant preferences like encryption. The secure SQL code is produced after feedback addressing is
repeated, which is in accordance with the security requirements such as SQL injection protection. The process of the tool
minimizes the human error by automating the provision of tenant-level security assertion. Section 7 illustrates a practical example
of banking system, and the system (Scott) [180].

4.3 System Design Diagrams
As illustrated in Figure 3, the system's foundation lies in three primary diagrams:

1. Entity Relationship Management (ERM): Illustrates the database tables along with their relationships.
2. Entity Life History (ELH): Describes all potential states and transitions of entities.
3. Data Flow Diagram (DFD): Depicts the flow of information among system components.

These diagrams are instrumental for incorporating security at the design stage. They support the direct mapping of privileges
and access rights, requiring a balance between generic and specific annotations for usability and security.
Subsequent sections explain the construction, required components, and format for each diagram to ensure proper
implementation.
4.4 Assumptions
Key assumptions in the design of the CASE tool are as follows:
. Only binary and ternary relationships are considered in the ERM [181].
Each system is represented by a single DFD, one ERM, and multiple ELHs.
ELH processes are arranged in sequential order.
Partial keys of weak entities in the ERM act as primary keys.
ERM primary keys are simple, non-derived, and single-valued [182].
. For entities without an ELH, a basic version includes insert, update, and delete operations.
4.5 Encoding and Representation of Design Diagrams
The syntax for ERM, ELH, and DFD diagrams is defined by three sets of EBNF rules. JSON format is used for encoding (.erm,
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.elh, .dfd) due to its compatibility with cloud environments [183][184].
4.5.1 Encoding of ERM

Iraqi Journal for Computers and Informatics

Thirty-eight EBNF rules regulate the encoding of ERM. The structure starts with entity names and attributes,
followed by weak entities, and then relationships, which are categorized into five types. Each relationship contains

names, attributes, involved

participation levels, and cardinalities. A partial JSON example of the 'Scott' ERM is shown in Figure 5.

{"name": "Scott",
"strong entities": [{
"strong entity name": "Department",
"attributes": [{
"attribute name": "departmentNum",
"attribute type": "integer",
"regquired": "yes",

"SE-SR-SE relationships": [{
"relationship name": "Works in",
"strong participating entity 1": {

"participation in relationship": "total",
"cardinality": "M"
Fo

"strong participating entity 2": {

"cardinality": 1

"attribute mode":["non-derived", "single", "primary key simple"]

"strong participating entity name": "Employee",

"strong participating entity name": "Department"”,
"participation in relaticonship": "partial”,

Figure 5. Partial JSON Encoding of the ‘Scott” ERM.

{"name": "Scott",
"entity": "Department",
”

' - oy oy =1 -
oCcesses 1
"processes [

processname”: "newDepartment",
i

option”™: "none"

{"processname": "closeDepartment”,

"option": "none"

1}

{"processname": "modifyDepartmentInformaticn”,

Figure 6. JSON Encoding of the ‘Scott’ ELH for the ‘Department’ Table

4.5.2 Encoding of an ELH

Each entity in the ERM has a corresponding ELH that lists the sequential processes impacting the entity's states. Five EBNF
rules define the entity names, processes, and whether these processes are iterative or selective. Figure 6 illustrates an ELH for

the ‘Department’ entity, where all processes are designated as non-iterative.
4.5.3 Encoding of a DFD

The encoding of a DFD consists of eleven rules that describe entities, data stores, processes, and data flows. Data flows
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indicate their direction as well as the types of connected components. Figure 7 presents an example of a DFD JSON encoding
for the 'Scott' system.

{

"name": "Scott",

"external entitieszs": |
{"external entity name": "Manager"},
1r

"data stores": [

{"data store name": "Department"},
1,

"processes": [
{"process name": "closeDepartment"},

] r

"dataflows": [
{"dataflow name": "Department Information",
"inward connected entity": "closeDepartment”,
"inward entity type": "process",
"outward connected entity": "Manager",
"outward entity type": "external entity" },

Fig. 7. JSON encoding for 'Scott' DFD

4.6 Designing the Conversion from System Diagrams to Data Dictionary

Fig. 8. Relations Employed for the Relational Storage of ELH Diagrams
To enable secure SQL generation, diagrams are transformed into relational structures. Initially, JSON files are stored in the
'import_elh', 'import_erm', and 'import_dfd' tables. Following validation using the 'is_json' function, the data is moved into JSON
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columns and then broken down into relational tuples.

TS @ ==

Fig. 9. Relations Utilized for the Relational Storage of DFD Diagrams
Figures 7 to 9 illustrate relations for storing ELH, DFD, and ERM components, respectively. Each table captures
components with unique attributes. Pseudocode 1 and 2 detail the transformation of ELH JSON into relational tuples, including
recursive processing of sub-processes.
Pseudocode 1. Transformation of ELH Diagrams into Relational Data Structures

Input: sysdiag_name text
Output: void

Algorithm:
If sysdiag_name is NOT NULL then
sysDiag < SELECT sysdiag_sn
FROM systemdiagrams
WHERE sysdiag_name = sysdiag_nm
If sysDiag == 0 then
10:  Forelh_cursin
11: SELECT ie_serno, ie_json — entity
12: FROM import_elh
13: WHERE ie_sysdiag_serno = sysDiag
14: Do
15: elh < SELECT ie_json
16: FROM import_elh
17: WHERE ie_serno = elh_curs.ie_serno

WONOUD R WM

18: >get ELH JSON to convert into predicates
19: INSERT INTO elh

20: VALUES elh_curs.iename, elh_curs.ie_sysdiag_serno

21: RETURNING elh_e_sn INTO current_e_sn

22:

23: idx < json_array_length(elh = processes) >extract process subtree, if any
24 If idx == 0 then

25: elh proc < function json_extract(elh, processes)

26: p_rtn < function elh_import2predicates_processes(current_e_sn, null, proc)
27: End if

28: End for

29:  Endif Endif
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Pseudocode 2. Transformation of ELH Processes into Relational Data Structures

1: Input: elh_sn integer, elh_master integer, json_fragment JSON

2:  Output: void

3:

4:  Algorithm:

5:  Forrec_cursin

6: SELECT t.proc = processname, t.proc = option, t.proc = processes,
7: json_array_length(t.proc— processes)

8: FROM json_fragment = processes AS t(proc)

9: Do

10:

11:  INSERT INTO elh_process
12:  VALUES (rec_curs.key, elh_sn, elh_master, rec_curs.pn, rec_curs.opt)
13:  RETURNING elh_p_sn INTO current_p_sn

15:  If rec_curs.nsubp = O then
16: p_trné<function elh_import2predicates_processes(elh_sn, current_p_sn,

17: processlist) >Recursive calling of function
18: Endif
19:  End for

DFD transformation involves more tables, with Pseudocode 3 describing the mapping of dataflows. Each component is
converted into tuples with appropriate entity-type associations.
Pseudocode 3. Transformation of DFD to Relational Data Structures (Dataflow Segment)

1: Input: sysdiag_name text

2: Qutput: void

3:

4. Algorithm: >extract the dataflows fragment
5: dfcounter < json_array_length(dfd — dataflows)

& If dfcounter == 0 then

VE dfd_extent_df « function json_extract(dfd, dataflows)

8: For rec_curs in

o t.rel -» dataflow_name, t.rel -» inward_entity_type,

10: CASE t.rel -» inward_entity_type

11: external_entity then

12: SELECT dfd_ee_sn

13: FROM external_entity

14: WHERE dfd_ee_name = t.rel-»"inward connected entity’

15: AND dfd_ee_h_sn = current_d_sn)
16: data_store then

17: SELECT dfd_d_sn

18: FROM data_store

19: WHERE dfd_ee_name = t.rel -» 'inward connected entity’
20: AND dfd_d_h_sn = current_d_sn

21: process then

22: SELECT dfd_p_sn

23: FROM process
24. WHERE dfd_p_name = t.rel -» 'inward connected entity’
25: AND dfd_p_h_sn = current_d_sn)

26: END CASE,

27: t.rel -» 'outward entity type’,

28: CASE t.rel -» outward entity type ...

29: END CASE,

30: FROM dfd_extent_df—'dataflows’ AS t(rel)

31:

32: Do >insert each dataflow as a tuple
33: INSERT INTO dfd_dataflow

34 VALUES (current _d_sn, rec_curs.dfn, rec_curs.iet, rec_curs.iesn,

35: rec_curs.oet, rec_curs.oesn)

36: RETURNING dfd_df_sn INTO current_df_sn
37 End for
38: End if

ERM transformation follows a similar approach, requiring the most tables. Entities and attributes are processed, and boolean
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values are converted appropriately. Relationship definitions are transformed as shown in Pseudocode 4.
Pseudocode 4. Transformation of ‘SE-SR-SE’ Relationships into Relational Data Structures

1:  Algorithm:

2 rc < json_array_length(json_fragment — SE-SR-SE rel)

3 If rc > 0 then

4: erm_extent_sss < function json_extract(json_fragment, SE-SR-SE rel)
5 Forrec_curs_sssin

6: (erm_extent_sss — SE-SR-SE rel)

7

8

Do
: INSERT INTO erm_relationship
9: VALUES (erm_sn, rec_curs_sss.rn, 'strong’)
10:  RETURNING erm_r_sn INTO current_r_sn
11:

12:  INSERT INTO erm_part_entity

13:  WVALUES (current_r_sn, rec_curs_sss.particknt, rec_curs_sss.cardEnt,
14: rec_curs_sss.partEnt)

15:  RETURNING erm_pe_sn INTO current_pe_sn

146:  Forrec_curs_rel_att in

17:  SELECT rel—'relationship attribute’ -» "attribute name', rel —

18:  ‘relationship attribute’ -» "attribute type’

19: FROM erm_extent_sss — SE-SR-SE rel

20:  WHERE rel — 'relationship attribute’ -» ‘attribute name' IS NOT NULL
21:  AND rel -» relationship name' = current_r_sn.name

22: Do

23: INSERT INTO erm_attribute_relationship

24:  VALUES (current_r_sn, rec_curs_rel_att.attName, rec_curs_rel_att.attType)
25:  RETURNING erm_ra_sn INTO current_ra_sn

26:  Endfor
27.  Endfor
28: Endif

Fig. 10. Relations Used for the Relational Storage of ERM Diagrams

4.7 System Diagrams Validation Suite
A set of checks was created to assess the diagrams submitted to the CASE tool, functioning as an initial evaluation of
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system adequacy prior to implementing security features. These checks are documented in PreAndPostChecks.txt, with the
outcomes presented in a table that includes the check name, data violating the check, and the status labeled as ‘Good’, ‘Bad’,
or ‘Warning’.

4.7.1 Preliminary Checks on Individual System Diagrams

4.7.1.1 ELH Checks
o Minimum Number of Processes: ELH must have >2 processes; fewer triggers ‘Warning’.
e No Duplicate Processes: Duplicates return ‘Bad’ with names.
e  Single ELH per Entity: Entities must have only one ELH; otherwise, ‘Bad’.

4.7.1.2 ERM Checks

These six points represent the Logical Consistency Rules or an Automated Checking Mechanism typically applied by
database modeling software (Tools) to a designed Entity-Relationship Model (ERM).

e  Entity Consistency in Relationship Section: Entities in relationships must exist in the entity section; else ‘Bad’.
e  Recursive Relationship Participation: Must include one partial participation; if not, ‘Warning’.
o  Ternary Relationships and Strong Entities: Only strong entities may participate.
e  Entity Connected to a Relationship: Unconnected entities return ‘Warning’.
o Weak Entity Linked to Strong Entity: Required link; failure results in ‘Bad’ with entity name.
e  Unique Entity and Attribute Names: Enforced via syntactic constraints.
4.7.1.3 DFD Checks
DFD Checks are a set of validation rules applied to Data Flow Diagrams to ensure the model is structurally and logically
correct, and free from errors that might hinder system development or understanding.
o Input/Output Consistency: /O must match entities, processes, or data stores.
e  Process Participation in Dataflows: Each dataflow must involve a process; invalid ones return ‘Bad’.
e 1/O Requirement for Processes and Data Stores: Each must have at least one input and output.
e  External Entity Linked to a Dataflow: Must participate in at least one dataflow.
e Leaf and Non-leaf Node Connections: Leaf nodes connect to data stores; non-leaf must not.
e  External Entities Linked to Parent Processes Only: Only allowed with top-level processes.
o [Intermediate Processes Connected to Processes Only: Must connect exclusively to other processes.
o  Uniqueness of Components and Dataflows: All components and identifiers must be unique.
4.7.2 Validation Checks on Combined System Diagrams (Post-checks)
Due to element overlap among ELH, ERM, and DFD, post-checks ensure cross-diagram consistency (Figure 11):
e ELH Processes Must Exist in DFD: Required for traceability; exceptions allowed for non-altering processes.
e  Entity Presence in Both ERM and DFD: All entities must appear as data stores in DFD and vice versa.
o  Each ERM Entity Requires an ELH: Missing ELHs are auto-created using e/h_any with Insert, Update, and Delete
processes.

ERM

- ERMs have a corresponding
DFD

- Data sources (DFD) =
Entities (ERM)

ot | DD

- Events (ELH) = Triggers of processes (DFD)
- Events (ELH) indicate Requirements of processes (DFD)

- ELH for every entity (ERM)

Fig. 11. Inter-relationships between ERM, ELH, DFD

4.8 Setup Design Concerning Other Key Users

Even though CASE tool primarily concentrates on tenant-specific arrangements, the fundamental setups of other functions
were also established and they included Cloud Service Provider (CSP) as well as the software provider as described in.

The CSP environment has a privileged access that has been granted authorization to a separate database, and all other
permissions have been removed to provide maximum security. This database has extensive contents which are the subject of this
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dissertation.

The software provider setup includes a dedicated database that has three schemas namely softwareproviderdba,
softwareproviderdeveloper and softwareprovidersecurity. Only specific roles are authorized to access the database namely; DBa
and developer, with authorization to the schema privileges depending on the level of role.

In order to support the operations of the tool, necessary database objects were created to support ERMs, ELHs, DFDs, user
specific tables and functions, CRUD operations, and role management. These objects were well placed in the specified schemas.

5. Evaluation

5.1 Introduction

The system coverage, performance and security evaluation were carried out to ascertain how the CASE tool matched the
objectives in Section 1. The evaluation of strengths, limitations, and applicability of the tools was done through a mixed
qualitative and quantitative approach.

5.2 System Coverage Evaluation
The research evaluated the capability of DFD, ERM, and ELH diagrams to support the secure multi-tenant system design.
Depending upon the SSADM and literature of SB by Professor Sterman [162] and Haimes [163]:

e  Functional: DFDs model entities, dataflows, and processes.

o  Structural: ERMs model entities and relationships.

o Time-based: ELHs capture lifecycle transitions.
This combination matches SSADM's holistic system definition. ERMs are well-suited but may lack advanced modeling (e.g.,
aggregation). ELHs and DFDs support rule validation but not time-dependent triggers. UML diagrams, including Class and
Sequence Diagrams, offer alternatives, but Use Case Diagrams lack data store representation [164][165]. Table 1 compares
these diagrams, concluding that DFD, ERM, and ELH provide effective, low-overhead modeling aligned with database needs.

Table 1. Comparison Between System Diagrams and UML-Based Diagrams

System Equivalent Main Distinctions
Diagrams Used | UML
for Proposed Diagrams
Tool
ERM Class Class Entity-Relationship Models (ERMs) are designed to illustrate entities and the
Diagrams Diagrams associations between them within a database system, whereas class diagrams are mainly
used to represent classes and the relationships among them within a software
application.
ELH Sequence The Entity Life History (ELH) diagram illustrates the sequence of processes that cause
Diagrams changes in the state of a database entity over time, while a sequence diagram primarily
maps out the chronological order of interactions or events that occur within a system.
DFD Use Case Use case diagrams do not incorporate data stores, which limits their ability to provide a
Diagrams comprehensive overview of a system. As a result, they are more appropriate for early-
stage conceptualization. In contrast, Data Flow Diagrams (DFDs) present a more
complete depiction of system processes and data movements, making them more
suitable for formal modeling purposes.

5.3 Performance Evaluation

Under the different workloads, both in the local and the cloud environment, quantitative tests were performed. The local test
was done with an 8 GB RAM, 256 GB SSD, 2.7 GHz Core 17 CPU; the cloud tests were executed on Google Cloud server of
Europe-north1 and Asia-east2 with the same configurations (Table 2) and using PostgreSQL and pg-bench [176].

This variability was identified as a result of sampling bias, network conditions and cloud properties as there was benchmarking
of secured and non-secured systems.
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Table 2. Google Cloud Evaluation Criteria

Region Operating System CPU RAM  Disk Type Location

Europe | Windows Server 2016 2 vCPUs @ 2.7 GHz 8 GB Zonal SSD europe-northl

Asia Windows Server 2018 2 vCPUs @ 2.7 GHz 8 GB Regional SSD asia-east2

5.3.1 Establishing a Benchmark Baseline

Unsecured systems (Scott, Banking System and School Management System) were all tested with 100,000 CRUDs. According
to Bermbach et al. [192], local tests excluded deployment time (Figure 12). Benchmarks were run ten times at the client loads
of different numbers, and average latency and throughput were measured. Result in three models, namely, sd (separate
database), ss (separate schema), and st (same table), are provided in Figure 13 and Figure 14.

These results are important conclusions obtained as a result of a performance study between the various database architecture
in a multi-tenant system (where a single application/infrastructure is shared amongst a number of customers, or tenants). In this
study, it compares isolated and shared database models specifically.
e The separate database model consistently showed the lowest latency and highest throughput, attributed to the absence
of schema filtering.
e Latency increased as the number of clients grew; throughput also rose due to parallel processing.

e The schema and table models showed improved performance relative to separate databases as the number of tenants
increased.

Pre-Benchmark Resource ) _
[ Configuration

Run Provisioning :D Deployment

Benchmark Run | Preload Phase ::} Warmup Phase If‘) Experiment

Post-Benchmark

Result
Clea Phase
Run eanup Pha :">

Collection

Fig.12. Benchmark Experimental Setup and Procedure [192]
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5.3.2 Performance Benchmark with Security
Security features were incorporated in subsequent tests.

e The maximum latency increase observed was 3.066 ms (in the ‘Scott’ system with 100 clients).

e The maximum throughput decrease recorded was 2.195 requests per second (in the ‘School Management System’).
These few modifications show the effectiveness of the tool. The School Management System had the worst latency and worst
throughput since it consisted of more roles, processes and tables which added data volume and checks.

Out of the multi-tenant models, separate databases provided the best performance since the security was not as complicated,
and the schema and table models had slightly longer execution times because they took more security measures.

5.4 Security Evaluation

In this section, the ability of the proposed CASE tool to produce secure and tenant-specific code of multi tenant
database is evaluated. With the framework proposed by Vieira et al. [193], where the level of database security is
assessed over a scale ranging between 0 and 100, the maximum possible score in this respect is 44 through the
limitations of the scope. SQL scripts were used to test the system with the help of the AppDetectivePRO tool [194].

5.4.1 Security Evaluation Framework

Vieira et al. [193] classify the level of DBMS security into the requirements that are weighted. Four mechanisms
(User Authentication, User Privileges/Access Rights, Encryption, and Auditing) were the focus of the evaluation. As
the requirements were met full or not, scores were assigned either as full or zero. The criteria and their weightings
are shown in table 3.

5.4.1.1 User Authentication

In the case of 1.1, users used individual credentials. In the case of 1.2, the encrypted password table was only
accessible to tenant DBAs, which was tested by restricted access.

5.4.1.2 User Privileges / Access Rights
The tool employs role-based access control along with an automatically generated CRUD matrix.

¢ Only DBAs are permitted to assign or revoke roles.
e Operations supported include insert, update, delete, and select.
o Horizontal and vertical partitioning is implemented through row- and column-level security.
o This approach failed the test because tenant data owners were granted admin rights—an intentional choice
to allow greater flexibility.
5.4.1.3 Encryption

was satisfied: passwords were encrypted by default using PostgreSQL’s MDS5 [195].
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5.4.1.4 Auditing
was met: operations were logged with all required data accessible to tenant DBAs.

Table 3. Results

Security Mechanism Tests Conducted Test Outcome Weighting

1. User Authentication Credential, encryption, access tests Pass 10,4, 6

2. User Privileges / Access | Role control, CRUD, partitioning  Pass 6,6,4
Exclusive DBA rights Fail 0

3. Encryption Password encryption Pass 4

4. Auditing Logging verification Pass 4

Final Score: 40/44.

Only 2.4 failed due to design choice favoring tenant-level control. Cloud DBA remains isolated, confirming strong
overall security.

5.5 Evaluation Scripts

A suite of SQL scripts was developed to assess the security of the proposed system, with each script returning a
boolean value based on expected outcomes.

5.5.1 Edge Cases

1. If a user has credentials but no tenant ID, the system denies access (Pseudocode 5).
2. [Ifauser provides a tenant ID but is unassigned to it, access is also denied.
3. [Ifauseris assigned to multiple tenants, access is restricted to the current tenant only.
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Pseudocode 5. Edge Case Evaluation Script

1: Input: username text, pass text, tenant_id integer

2: Qutput: TABLE (obj_name text, obhj_type text, priv text, has_access boolean

3

4: Algorithm:

5:If EXISTS > authenticate user
6: SELECT*

7: FROM pg_auth

8: WHERE rolname = username && rolpassword = md5(pass)) then

9. > Set the current ‘tenant 1D’ to NULL
10: set_config(app.current_tenant_id, tenant_id, true)

11:

12: Create Temp Table (access_results « Columns (objnm, objtype, priv, hasaccess)
13:

14: For object in

15: SELECT table_name, table_schema, table/view'

16:  FROM information_schema.tables

17: WHERE rolename = username

18: Do

19: Foreach privin ['SELECT, 'INSERT', 'UPDATE', 'DELETE":

20: hasaccess < has_table_privilege(object.table_schema, object table_name,
21:  priv, username)

22: access_results < Columns (objnm, objtype, priv, hasaccess)

23: Values (object.table_name, object.object_type, priv, hasaccess)

24; > Check access to tables
25: End For

26:

27: For object in Columns (p.proname, n.nspname, ‘function’) Table

28: (pg_catalog.pg_proc, pg_catalog.pg_namespace)

29: Do

30: hasaccess « has_function_privilege(object.specific_schema,

31: object.routine_name, object.argument_types)

32: access_results « Columns (objnm, objtype, priv, hasaccess)

33: Values (object.routine_name, object.object_type, ‘/EXECUTE', hasaccess)
34 > Check access to functions
35: End For

36: return access_results

5.5.2 Authorised Users
For valid credentials and tenant ID:

a. Tables/Views: A function compares actual vs. expected privileges using symmetric difference (Pseudocode
6).
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Pseudocode 6. Privileges associated with Tables/Views Evaluation Script

1: Input: systemid integer, tenantid integer, dbarole text
2: Output: boolean

3:

4: Algorithm:

5: Create Temp Table cruddata(riname text, thiname text, thlVw text, perm text)

6: > retrieve privileges from CRUD
7: cruddata « SELECT rolename, tablename, tableorview, perm

8: FROM crud

8: WHERE (sysdiag = systemid && tenid = tenantid)

9: UNION > retrieve RLS policies (partitions)

10: SELECT rolename, tablename, ‘RLS’, columnname

11: FROM policies

12: WHERE (sysdiag = systemid && tenid = tenantid)

13 )[C’T”o e ?ILL|]|' FIv |I Tes
14: actualprivileges « SELECT grantee, table_name, table_type, privilege_type

15: FROM role_table_grants

16:  WHERE grantee != dbarole

17: UNION > retrieve actual l,._;llk.r 5
18: SELECT roles, tablename, ‘RLS’, columnname

19: FROM role_table_grants

20:  WHERE grantee != dbarole

21: If Symmetric difference (cruddata, actualprivileges) IS NOT NULL then

23: return false

24: Else return true

b. Stored Procedures/Functions: Privileges are similarly verified (Pseudocode 7).

Pseudocode 7. Privileges associated with Stored Procedures Evaluation Script

Input: systemid integer, tenantid integer, dbarole text
Qutput: boolean

Algorithm:
Create Temp Table cruddata(riname text, functionname text, perm text)

cruddata « Columns (rolename, functionname, perm) Table (crud)
Condition (sysdiag = systemid && tenid = tenantid)
> retrieve |']|’Il,u5-_°?c.‘\ from CRUL
10 actualprivileges « Columns (grantee, table_name, table_type, privilege_type)
11:  Table (role_table_grants) Cendition (grantee '= dbarole)
12: > retrieve actual privileges
13:
14: If Symmetric difference (cruddata, actualprivileges) 1S NOT NULL then
15: return false
16: Else
17: return true

“?‘99.“:-'9‘5—!“:’:‘-9:-“!\.-’!—.‘

c. Data Operations: SELECT, INSERT, DELETE, and UPDATE scripts verify CRUD outcomes (Pseudocode
8).

Pseudocode 8. SELECT Operation Evaluation Script

Input: schemaname text, tablename text, expectedResult type[]
Output: boolean

Algorithm:
queryText « SELECT *
FROM schemaname.tablename

If queryText = expectedResult then
return true

10: Else

11: return false

WENO AL
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Tenant DBAs are tested for extended privileges, which matched predefined DBA rights.
Software/Cloud providers are limited to designated schemas; excess access triggers warnings.
5.5.3 PUBLIC Role

The default PUBLIC role was tested on all databases to verify that it does not have any access to objects (Pseudocode
9) which was verified.

Pseudocode 9. PUBLIC Role Evaluation Script

Input: void
Qutput: TABLE (typ text, objname name, privtype text)

Algorithm:
resultSet « SELECT 'database’, databasename, privilegetype

FROM pg_database

WHERE rolname = PUBLIC

>extract database privileges

resultSet « SELECT ‘schema’, schemaname, privilegetype
10: FROM pg_namespace
11:  WHERE rolname = PUBLIC
12: >extract schema privileges
13: resultSet « SELECT 'function’, functionname, privilegetype
14: FROM role_routine_grants
15: WHERE grantee = PUBLIC && functionschema != pg_catalog
16: >extract function privileges
17: resultSet « SELECT ‘table’, tablename, privilegetype
18: FROM role_table_grants
19: WHERE grantee = PUBLIC && tableschema != pg_catalog
20: >extract table privileges

21: return resultSet

W@ NN LN

5.6 AppDetectivePRO
5.6.1 Potential Security Vulnerabilities Report

AppDetectivePRO [194] found no critical risks such as SQL injections or unauthorized access and reported security
to PostgreSQL patches and measures. There was categorization of risk levels and no critical findings were realized.

5.6.2 User Rights Privilege Report

The report was used to match privileges with the CRUD matrix and ensure minimal and correct access.

e Separate database: Tenant isolation confirmed.

e Separate schema: One schema per tenant enforced.

e Same table: RLS policies ensure isolation.

e Policy-based privileges were validated in the findings report.
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6. Conclusion

It achieved its main goal, enabling the development of an automated CASE tool whereby the multi-tenant cloud
security is integrated beginning with the design of the database. It considers the above sections and outlines the
principal contributions and future research directions.

6.1 Summary of Sections

e Section 1: Introduced multi-tenancy as a cost-effective strategy, noting security as the main challenge.

e Section 2: Reviewed cloud systems, multi-tenancy models (separate databases/schemas/tables), access
control, and CASE tools.

e Section 3: Identified comprehensive security requirements from literature and vendors.

e Section 4: Explained tool design using ERM, ELH, and DFD diagrams to create tenant-specific security
assertions, covering user roles and early vulnerability checks.

e Section 5: Evaluated performance and security. Qualitative and quantitative benchmarks showed minimal
overhead (e.g., 3.066ms latency, 2.195 r/s variance). Security evaluation included a framework (40/44
score), evaluation scripts, and AppDetectivePro results.

6.2 Objective Alignment and Contributions

The discussed the absence of security integration in multi-tenant systems in the early stages, which achieved the
goals of Section 1.

Key Contributions:

1. Established a full set of base, functional and non functional security requirements.
2. Integrate security into architecture through ERM, ELH and DFD, provides architectural representation [146].
3. Generated EBNF syntax and data dictionaries of diagrams, a security checklist.

4. Supported partitioning stratagems and RBAC supported by automated security matrices (CRUD, roles-
processes) extraction.

5. Created a CASE tool that produces secure, tenant-specific SQL code and was tested on three case studies

(Scott, Banking, School Management) by evaluating it using a mixed-method approach, namely security,
performance, and continuity.
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