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Abstract
This study examines silent cyber warfare and its impact on the principle of the
prohibition of the use of force in public international law, in light of the profound
transformations brought about by rapid developments in information and
communication technologies. It seeks to clarify the concept and main
characteristics of this emerging form of international conflict and to analyze its
legal qualification within the traditional framework governing the use of force,
particularly as enshrined in the Charter of the United Nations. The study adopts a
descriptive-analytical approach, drawing on Arab and foreign legal scholarship,
relevant international legal texts, and selected practical cases. It concludes that
silent cyber warfare poses a fundamental challenge to the principle of the non-use
of force, as many cyber operations fall within a “grey zone” between peace and
armed conflict, thus requiring a dynamic interpretation of this principle that takes
into account the nature and effects of digital means. The study further finds that
the existing international legal framework remains inadequate to fully address this
phenomenon, calling for the development of current rules or their
supplementation, either through the crystallization of customary norms or the
adoption of a dedicated international treaty on cybersecurity. The paper finally
emphasizes the need to strengthen international and regional cooperation,
particularly within the Arab region, and to enhance national capacities in order to
confront the risks of this new form of warfare and safeguard international peace
and security in the digital age.
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