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Abstract:
Deepfake technology is one of the major risks introduced by generative artificial intelligence in the digital realm.
It enables the creation of highly realistic fake visual or audio content that closely mimics reality. This
technological advancement has transformed deepfakes from mere entertainment tools into digital weapons used
in the commission of complex crimes that threaten national security, public order, and individual rights. As such,
deepfakes constitute a composite cybercrime, intersecting with various criminal patterns such as forgery, fraud,
defamation, and privacy violations.This research examines the security and legal dimensions of deepfake
technology, analyzes the shortcomings of traditional legislation in addressing such crimes, and highlights
legislative environments that have developed mechanisms to confront them. It also explores the challenges faced
by investigative authorities and judicial bodies in proving these types of offenses. The study proposes both
legislative and technological solutions to mitigate the risks posed by deepfakes, emphasizing the urgent need for
dedicated legal frameworks that keep pace with the evolution of cybercrime. Additionally, it calls for
strengthening technical and procedural capabilities to effectively counter this rapidly emerging criminal
phenomenon.Keywords: Deepfake, Artificial Intelligence, Digital Security, Criminal Liability, Privacy, Digital
Evidence
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- S.B. No. 751, AN ACT, relating to the creation of a criminal offense for fabricating a deceptive video with
intent to influence the outcome of an election,

https://capitol.texas.gov/tlodocs/86R/billtext/html/SB00751F.htm.

— Cal. Elec. Code § 20010 <https://www.dwt.com/blogs/media-law-monitor/2020/02/two-new-california-laws-
tackle-deepfake-videos-in
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