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Abstract

A new proposed technique used to encrypt the private 2D-3D
image for secure transfer information. The proposed technique was
designed using the Lagrange interpolation polynomial calculation for
encryption key generation. Three stages for coding and encryption was
proposed to complete the encryption of private image.AES algorithm,
OcTree and Xor techniques were used in build the proposed technique.
A good time in operation with a good visual encryption view
encryption was get from implement the proposed technique.

Keyword: image encryption, Lagrange interpolation, image cipher,
image coding.
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1. Introduction
With an astounding growth in the field of network technology and
multimedia technology, the widespread dissemination of digital
multimedia data is increasing at a fast pace. Increase in distribution of
multimedia content over wired/wireless network is due to the
applications like video on demand, video telephony, online photo
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sharing etc. Since the emerging wired and wireless IP networks are
open networks, they are wvulnerable to eavesdropping. Thus,
confidentiality is especially important for secure multimedia
distribution over IP based networks. Applications like Internet
telephony, Internet conferencing, Intermet security monitoring and
multimedia databases are few examples of audio visual data over IP
based networks requiring confidentiality. [1]

The security of digital images invelves various aspects like copyright
protection, authentication, confidentiality and access control. Copyright
protection is ensured by embedding a digital watermark, having
owner’s private information into the original image. This watermark
can be extracted from a questionable image when ownership needs to
be resoived.[1]

On the other hand, confidentiality and access control are addressed by
encryption through which only authorized parties having the decryption
key can access the encrypted content. Since, eavesdropping can be
successfully prevented by the implementing an encryption technique,
its use is highly recommended.[1]

The traditional systems for visual confidentiality were based on
scrambling or encryption techniques. Scrambling techniques. are
basically simple permutation operation or use of affine transformation
in spatial domain. These schemes have high residual intelligibility and
hence these low cost scrambling methods become vulnerable to attacks
with the increase in computing power of modem computers. With the
advancement in digital signal processing, scrambling techniques in the
domain of orthogonal transforms, such as DFT, DCT are suggested.
Though these new transform demain scrambling techniques have low
residual intelligibility than the spatial domains, they are still vulnerable
to known plaintext and chosen plaintext attacks. Hence, scrambling
alone is not sufficient to make the multimedia data secure for
transmission - over IP network. It needs to strengthen by some
encryption method to make it robust against. varieus attacks on the
transmission channel.[1]



Visual cryptography is introduced by first in 1994 Noar and Shamur.
Visual cryptography is a cryptographic technique which allows visual
information (e.g. printed text, handwritten notes and pictures) to be
encrypted in such a way that the decryption can be performed by the
human visual system, without the aid of computers. Visual
cryptography scheme eliminates complex computation problem in
decryption process, and the secret images can be restored by stacking
operation. This property makes visual cryptography especially useful
for the low computation load requirement.|2]

2. Image Encryption [1}

Encryption of multimedia content in an access control system is
not simply the application of established encryption algorithms, such as
DES (Data Encryption Standard), AES (Advanced Encryption
Standard), RSA or IDEA (Ideal Data encryption Algorithm) to the
multimedia data bit stream.

These conventional cryptographic algorithms have some clear
limitations for multimedia applications. Firstly, they require a lot of
computational resources which can be feasible in desktop computers
but difficult in low power wireless channels. Secondly, delay is
introduced in real time communications using these block based
encryption techniques. Thirdly, encrypting the image in spatial domain
with these techniques prevents the use of certain advanced processing
operations which can be easily implemented in transform domain.
Lastly, these conventional encryption algorithms do not consider the
structural and statistical properties of multimedia data as they were
initially developed for text data. Several other encryption techniques
like SCAN based, chaos based, and optics based methods are proposed
in the literature. '

Due to the use of encryption or decryption process of multimedia
contents, its speed is often critical in real time applications. The total
encryption and decryption process are computationally demanding and
time consuming, thus not suitable for real time communication. One
solution to this problem of total encryption in power constrained real
time communication is the use of partial encryption providing a certain
degree of transparency. Selective encryption is also the requirement of



many applications like Pay-TV or IP network, as confidential/total
encryption of visual data is not required in such applications. Instead, it
requires the content to be transparent to a certain extent to attract
possible customers by providing a low quality version of multimedia
content. ,

Only a subset of the entire data is encrypted instead of the complete
data stream. The subset should be chosen in such a way that it
introduces a desired level of degradation in the multimedia data.
Encryption of only a selected portion of the multimedia data stream
lowers the computational lead both at the user as well as server end.
Selective encryption strives for computational complexity rather than
for maximum security.

It is best employed in the transform doemain as it is easier to identify
that what parts of data are critical for security, allowing different levels
of security and transparency.

Moreover, it is easier to locate the selected data in frequency domain
without any processing overhead.

3. Advanced Encryption Standard (AES} Algorithm [3]

In January 1997, the National Institute of Standards and
Technology (NIST) invited proposals for new algorithms for the
Advanced Encryption Standard (AES)to replace the old Data
Encryption Standard (DES). After two rounds of evaluation on the 15
candidate algorithms, NIST selected the Irondale as the AES algorithm
in October 2000.

The AES algorithm has broad applications, including smartcards and
cellular phones, WWW servers and automated teller machines (ATMs),
and digital video recorders. Compared to software implementations,
hardware implementations of theses algorithm provide more physical
security as well as higher speed. Figure2 shows the block diagram of
AES algorithm.

The AES algorithm is a symmetric-key cipher, in which both the sender
and the receiver use a single key for encryption and decryption. The
data block length is fixed to be 128 bits, while the key length can be
128, 192, or 256 bits, respectively. In addition, the AES algorithm is an
iterative algorithm. Each iteration can be called a round, and the total
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number of rounds, Nr, is 10,12, or 14, when the key length is 128, 192,
or 256 bits, respectlvely

The 128-bit data block is divided into 16 bytes. These bytes are mapped
to a 4x 4 array called the State, and all the internal operations of the
AES algorithm are performed on the State.

[ Plaintext(128bits) |

roundkey(0)

| SubBytes | N T
o P =

| ShiftRows | L £
e I

[ MixColumns | E
Be— roundkey(y_)

I SubBytes ] b i
=
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é(— roundkey(Nr)/ g

] Ciphertext {128bits) ]

Figure 1The block diagram of the AES algorithm.

4. OcTree Coding [4]

In the literature we could not find a unique definition of an
OcTree. Here, we consider an OcTree as a non-uniform but still highly
regular and sparse discretization of a domain QOR®, where d denotes
the spatial dimension. To this end, we define an OcTree as a collection
of discretization points xj and mesh-sizes hj as shown in figure 2.
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Figure 2: An OcTree discretization Sy in 2D

4.1 OcTree Definition[4]

Let Q= (a;, b;) x (ay, by) x ... X (ag, ba) € R be a rectangular domain
and h € R such that (b; — a;))/h € N for all j. We define an OcTree
discretization S;, of with finest mesh-size h as:

Sh={(x,h):j=1,2,... Ny cQx {h-2":t €N}...(})
] ]

such that the sub-domains B; = B(x; , h) = {y : l ‘xj -
y | |oo<11j/2}essentially build a partition of Q, i:¢.,, BB, = @ for j =k,
ande;f_.: ET) =0

Furthermore, we make a few auxiliary definitions for
neighborhood relations on Oc Trees, regularity of OcTrees, and nested
Oc Trees, that will be useful in the following.

For (x;.h;) €S, the set of direct neighbors is defined by:

Adi(x; , by) = {(xi, h) €Sy 1 (x5, by # (xx hy) and H'(B,NE,)
#0}...(2)

where H™" denotes the (d — 1)-dimensional surface measure.

An OcTree discretization S;, is called regular of m-th order if for
all (x; , hy) €Sy it holds2™ < hy/hy, < 2™ for all direct neighbors (xy, hy)
EAdj(Xj 5 hJ)
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In the following we refer to an OcTree S, with the implicit
understanding ofa first order regular OcTree discretization of finest
mesh-size h.

Note that a zeroth order regular OcTree S°, is a cell-centered
equispaced

discretization of Q. In other words, S°, is the richest possible OcTree of
finest mesh-sizes h; = h given by

1 b, —a
52 ={(x,h):x[ =(al+h(;q—§);f=l,kI =1,..— ’} NE)

h

An OcTree discretization Syis nested in an OcTree discretization S’,if
forall (x,n) OSthere exists a (x', n) OS", such thatB(x, h) NB(x’, h") =
B(x, h).

The finest OcTree S%is nested in any other OcTree discretization of{2
.There are many possible data structures for a given OcTree. Here, the
tree is stored as a sparse d dimensional array S. The relative size hyh
ofeach cell is stored in the upper left corner of the cell. This allows us
to use sparse matrix techniques in order to quickly find neighbors
which are the major operation in the discretization process.. As a
consequence, all that is needed to address a point of the OcTree is the
sparse array S.

4.2 OcTree Approximation of Discrete Images[4]

Consider a discrete 2D image with m1 xm2 pixels. Assume that
this image has large regions with low variability. Then such an image
can be efficiently represented by an OcTree. An optimal OcTree is the
one that would have the least amount of cells for the given image.
However, such an OcTree is difficult to find (i.e. exponentially
difficult). A central point is that the overall complexity of Algorithm 1
1s O(N)where N is the number of pixels in the image. Furthermore, we
added at olerance parameter to 1. It is used as a threshold to decide
weather the image is almost constant in a certain region. A
representative 2D example, an OcTree discretization of a sample image
is given in Figure 3 after applied the Algorithm 1.
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Algorithm 1 Generate spare array representation S of an
OcTree for a 2D image T where regions for color value
differences than tol are treated as constant.

[S] — geﬁérateocTreeFromImage(T, tol)

set [my,mz] « size(T)

Initialize S(1:m;,1:mp) — 1 and Ty, — T, Tpax — T
for s = 2l0:logz(min([m1,m2]))]

o find (4;,42) € [1:8:my] x [L:5:my] with S(é;,43) = s

e get 4 sub-block indices of the super-block stored at (i, i3) with size 2s:
I~ [1:1,2'1 +8] X [i2,'£2 +8]

¢ compute minimum and maximum in the super-block:
Tmin(i11i2) — mm(T,m,,(I)) and Tmnx(ils 22) — max(Tm“(I))

o if Thhax(i1,%2) — Tmin(i1,%2) < tol then
set S(il,?:g) =2s and S(I\('I.l,'lz)) =0,
end if

end for

(a) original image T (b) OcTree approximation T'
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Figure 3: Approximation of an image with an OcTree (cf. Table
1, tol=15%)

5. The Lagrange Interpolation Polynomial[5]

The problem of constructing a continuously defined function
from given discrete data is unavoidable whenever one wishes to
manipulate the data in a way that requires information not included
explicitly in the data. The relatively easiest and in many applications
often most desired approach to solve the problem is interpolation,
where an approximating function is constructed in such a way as to
agree perfectly with the usually unknown original function at the given
measurement points. In the practical application of the finite calculus of
the problem of interpolation is the following: given the values of the
function for a finite set of arguments, to determine the value of the
function for some intermediate argument.

5.1 The Problem of Interpolation|[5]

The problem of interpolation consists in the following: Given the
values yi corresponding to xi, 1 =0, 1, 2, . . ., n, a function f(x) of the
continuous variable x is to be determined which satisfies the equation:

=f(xi) fori=0,1,2...,n....(4)



and finally f(x) corresponding to x = x0 is required. (i.e. X0 different
fromxi, 1= 1,n.)

In the absence of further knowledge as to the nature of the

function this problem is, in the general case, indeterminate, since the
values of the arguments other than those given can obviously assigned
arbitrarily.
If, however, certain analytic properties of the function be given, it is
often possible to assign limits to the error committed in calculating the
function from values given for a limited set of arguments. For example,
when the function is known to be representable by a polynomial of
degree n, the value for any argument is completely determinate when
the values forn + 1 distinct arguments are given.

5.2 Lagrange Interpolation[5]
Consider the function f: [x0, xn] — R given by the following
table of values :
Tp \ g ey T,

fl) [Flao) Q) o fla) (5

xi are called interpolation nodes, and they are not necessary equally

distanced from each other. We seck to find a polynomial P(x) of degree

n that approximates the function f(x) in the interpolation nodes, i.e.:
fx)) = P(x); k=0, 1,2,...,n.

The Lagrange interpolation method finds such a polynomial without

solving the system.

Theorem :Lagrange Interpolating Polynomial

The Lagrange interpolating polynomial is the polynomial of degree n

that passes through (n + V)points yO = £f(x0), yl = f(x1), .. .yn = f(xn).

let: '

P(z) =Y Pj(x)
j=0 ...(6)
Where
Pj(z) =y, -

k=0k=tj ....(7)



Written explicitly:

(z=zo)fi=ns)i{z—zn)
T1—x0)(T1—T9)+(21—2n)

P(.’E) . (z—z1)(z—x0) - (2 —Tn)

(€0—21)(2z0—22)-(z0—Zn)

yo+( Y1+

o (x—z0)(x—z1)(T~Tn—1)
t (@n—20)(Zn—21)(@n—2n-1) /7" (8)
Lagrange interpolating polynomials are implemented in Mathematicaas
Interpolating
Polynomials[data,var].For the case n = 4, i.e. interpolation through five
points, we have:

_ (z—z1)(z—r9 )(z—z3)(z—124)
Plz)= (zo—21)(z0-z2 )(z0—z3)(T0—24

(x-zp}(z-zo ) {z—T3)(r—24) n+

r1—20)(z1-22)(21 —73)(21 ~74)

)y0+{

(x—zp)(z—z1 J(z—23)(2—24) + (x—mg)(2—21 {229 ){2~24)
(2a—0)(za—=1 )(T1—2s)(wa-14) 72 (za—z0)(z3~21 )(z3~29)(23~24)

Y3+

(z=10)(z—21 )(r—29)(2—23)
(za—z0)(z4—71 )(z4—22) (4 —J:Q)y4 (9)

For Examples: The Lagrangian interpolating polynomial is given by
L) =Y L,®f(x)...(10)
i=0

wheren in f, (x) stands for the »™ order polynomial that approximates

the function y=/(x) given at »n+! data points as
(x07y0)’(xl’yl)’ """ ’(’xu—]’yn—l)’(xn’yn)’ and
s
X

L
Lx=]]=—=...aD
W

L,(x)1s a weighting function that includes a product of n—1 terms with
terms of j=i y

[xasya)

N

Xas yz) f(x)

(xo’yo)

L
Figure 4 Interpolation of discrete data.



LetY = F(x) such that y,= f(x,) , y; =f(x1) , v2=f(x2) , ..., y» =f(X,) ,

then to estimate value of f(x) we use :[8]

X Xo X1 X2 e Xn
F(x) Yo Y y2 ¥n
n n  (x*-x.)
Fx*) = X fxj) TT s=——T= cossmusnsssomanmnss (12)
i=0 i=0 (X_] _xi )
1#]

Example 1: By Lagrange formula , find the value of f(3) and f(5) from
the table .

X 0 1 2 4
F(x) 1 1 2 5
Solution:
3 3 (3-x.)
F@)= ¥ fap M i
i=0 i=0 (XJ =X )
1]

= fixg) o XBEIOX) g,

(Xo—x] )(x‘o "xz)(xa —X3)

(3—x,)(3-%,)(3—x3)
(%, =X (X =%,) (X, —X3)

(-x)G-x)Bx) g Box, )(3-x,)(3-x,)

i
(XZ) (x:_xg)(x2“x|)(xz"x3) . (X3—Xo)(X3—X])(X3—X2)
F(3)= 3.5

So by the same way we have F(5)=6 .
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Inverse Interpolation

As shown, the equation of how to interpolation for function
value corresponding to a given independent variable x was addressed.
Suppose that, we have now reverse the equation so that we seek to
determine on x value corresponding to a given functional value , then

the problems becomes inverse interpolation , so we have :

6. The Proposed System

The aim of this paper is to design and implement an2D-3D
private image encryption system. The proposed system build from two
three stages:

a. First stage: applied the OcTree to loaded image in order to
encoding the private image and extract the Qi, hi, xi for
eachS(i,j) using equations (1-4) and algorithm 1 .

b. Second Stage: encrypted the encoding parameters resulted from
OcTree algorithm for private image by using the Lagrange
interpolation polynomial key generation and XOR operation. In
this stage, the Lagrange interpolation polynomial was used to
generate the encryption key by using a key numbers. The
encryption operation for this stage is by using the XOR logic
gate.

c. The third stage is encrypts the resulted parameters from the stage
two and whole resulted trees by using the AES algorithm. In this
stage, the encryption key will generated by using the Lagrange
interpolation and will be used in the AES algorithm.

The OcTree encoding method was used due to ability of this
method to coding 2D and 3D images without error and with high speed



efficient coding representation. The proposed system will work
efficient with two types of image (2D and 3D) but the encoding in 3D
images have a little time more than 2D images type.

The AES is extended to support a key stream generator for image
encryption which can overcome the problem of textured zones existing
in other known encryption algorithms.

Figure 5 shows the block diagram of the proposed system. The steps
of the proposed system are:

The encryption phase:

a. Loading the colored image and extract image: size, length, width, no.
of color depth, and name.

c. Image coding using OcTree algorithm.

b. Encrypt the ceding parameters (Xi, Qi, Si, and hi) for each space
using the Lagrange interpolation polynomial key generation and
XOR logic gate.

d. Encrypt the whole coding trees with parameters (encrypted in the
above step) using AES algorithm with 128 bit key generated by
Lagrange interpolation polynomial.

e. Display the resulted image and save it.

The Decrption Phase:

a. Loading the secure image and extract image: size, length, width, no.
of color depth, and name.

b. Decrypt the whole coding trees with parametersusing AES algorithm
with 128 bit key generated by Lagrange interpolation polynomial.

c. Decrypt the coding parameters (Xi, Qi, Si, and hi) for each space
using the Lagrange interpolation polynomial key generation and
XOR logic gate.

d. Image decoding using OcTree algorithm.

e. Display the resulted image and save it.

The Lagrange interpolation polynomial is shown in Figure 6.
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Tree partition

Image Encrypted " Encrypt
coding | oo i Qi Si, xihi Qi | using AES
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K3)
—t|
Key
(K2)
vV v
Image 3
decoding and Decrypt Decrypt
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Si, xi,hi ,Qi
domains
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Fig.5 The proposed Image Encryption System

Kx1 | Kx2 | Kx3 | Kx4 | Kx5 | KX6 | ~----------- Kxn

-
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Lagrange Interpolation Polynomial Caiculation <
! | ! |

Key 2 I 2 | Z AN R pe— F
®) T[T (12 |13 |14 |L5 |L§ |- i

Figure 6 the Lagrange Interpolation Polynomial Key Generation. Note:
Li is the Lagrange output key bits and Kxiis the element of
Kx(x=0 or 2).
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Results
The some results of the proposed system are as show in figure 7,8and 9.
The encryption time calculation is as shown in table 1.

Table 1 the encryption time results

Image Image Encryption
Encryption | Size Time
Sample

Sample 1 600x800 | 18.0 sec
Sample 2 640x480 | 20.0 sec
Sample 3 600x800 | 24,10 sec
Sample 4 600x800 | 26,34 sec
Sample 5 600x800 |27,00 sec
Sample 6 512x512 | 10,00 sec

(a) original image (b) Encrypted Image by XOR (Stage 2)
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(b) Encrypted Image (Stage 3)(c) Decrypted Image Sample 1
Figure 7 Some Result of proposed system

(a) original image (b) Encrypted Image by XOR (Stage 2)
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(b) Encrypted Image (Stage 3)(c) Decrypted Image Sample 2
Fig.8Some Result of proposed system

(b) Encrypted Image (Stage 3)(c) Decrypted Image
Fig.9 Some Result of proposed system
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Conclusion -
In this paper we have proposed new technique for encryption for
a private image depending on the encoding technique (OcTree).
This proposed system method given good results in visual
encryption image views and structure.
In this proposed system, a good speed for encoding and
encryption for three stages in implements and test results. The

decrypt image lost some of the visual resolution due to encoding
(OcTree).
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