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Abstract :
This study examines Iraq’s position within the regional digital geopolitics of the
Middle East, through a dual-track analysis that explores both cross-border cyber
intrusions by regional actors and Iraq’s efforts to assert its digital influence in the
surrounding environment. The research highlights Iranian and Turkish cyber
operations, along with indirect threats from other actors, and contrasts these with
Iraq’s institutional, legal, and human capacity-building initiatives in the
cybersecurity domain. It further assesses Iraq’s engagement in international cyber
cooperation networks and its strategic attempt to shift from a reactive target to a
proactive regional cyber actor, despite persistent structural and political challenges.
The study adopts a policy analysis approach, drawing on open-source intelligence,
official documents, and field-based reporting to present a critical perspective that
links Iraq’s national security with its digital sovereignty ambitions.
Keywords: Digital sovereignty, regional cyber threats, lIraqgi cybersecurity,
geopolitical digital influence.
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