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Abstract:

The Internet of Things (IoT) in healthcare is a
modern technology that interacts between medical
applications and devices and the patient through
sensors that collect patient data and send it via the
Internet to the healthcare provider or to their mobile
phone, to take appropriate medical procedures that suit
their health condition. This technology has many
applications and various undeniable advantages, but it
is not without drawbacks that may lead to civil
liability. The privacy of the patient's personal and
health data, the multiplicity of legal relationships
resulting from the use of this technology, as well as
the risks associated with the use of devices and
applications, all require legislative intervention to
provide legal protection for the patient, preserve the
privacy of their data, and compensate them for
damages caused by loT devices and applications.
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(1 ) see: 2016 MINISTERIAL MEETING ON THE DIGITAL ECONOMY
BACKGROUND REPORT, OECD DIGITAL ECONOMY POLICY PAPERS,
THE INTERNET OF THINGS SEIZING THE BENEFITS AND ADDRESSING
THE CHALLENGES, p8-9.

(2 ) see: ITU-T Recommendation Y.4000/Y.2060 (06/2012), Overview of the
Internet of Things, ITU, art (3.2.2).

(3) see: ISO/IEC CD 30141:20160910(E), Information technology — Internet of
Things Reference Architecture (IoT RA), art (5.1).

(4) see: Website:  https://www.ofcom.org.uk/spectrum/radio-equipment/internet-
of-things#:~:text=Definition,t0%20send%20and%20receive%20data.
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(1)see: Nicola Bui and Michele Zorzi, Health Care Applications: A Solution Based
on The Internet of Things, Article on the Internet and on the website:
https://scispace.com/pdf/health-care-applications-a-solution-based-on-the-internet-
of-3hto3299vj.pdf , Date of visit 20/8/2025.
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(1) see: Manal Al-rawashdeh, Pantea Keikhosrokiani, Bahari Belaton, Moatsum
Alawida, Abdalwhab Zwiri, 10T Adoption and Application for Smart Healthcare:A
Systematic Review, Sensors 2022, 22, 5377. https://doi.org/10.3390/s22145377 p3;
Sankeerthana Neelam, Internet of Things in Healthcare, Master's thesis-the Faculty
of Computing at Blekinge Institute of Technology, Sweden,p16.
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(1) see: Armin Zakarian, Mohammad Rahmani, Shahab Rashidian Dezfuly,
Analysis of the applications of Internet of Things in the field of healthcare, the
internationat conference on applied research in basic sciences engineering and
technology, avicenna international community college llc, September 19-2023, p6;
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(2 ) see: Rehab A. Rayan, Christos Tsagkaris, Romash B. Iryna, The Internet of
Things for Healthcare: Applications, Selected Cases and Challenges, Studies in
Computational Intelligence 933, https://doi.org/10.1007/978-981-15-9897-5 1, p5.
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(1) see: Robin Chataut, Alex Phoummalayvane, Robert Akl, op.cit , p4.
(2) see: Armin Zakarian, and others, op.cit, p7.
(3 ) see: Nookala Venu, Karthik Kumar Vaigandla, Investigation on Internet of
Things(loT) : Technologies, Challenges and Applications in Healthcare,
International Journal of Research, VVolume XI, Issue 11, February/2022, p147.
(4) see: Fayez Hussain Algahtani, The Application of the Internet of Things in
Healthcare, International Journal of Computer Applications (0975 — 8887), Volume
180 — No.18, February 2018, p22.
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(1) see: Nookala Venu, and others, op.cit, p148; Sankeerthana Neelam, op.cit, p16.
(2) see: Fayez Hussain Algahtani, op.cit, p22.
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(1) see: Robin Chataut, and others, op.cit, p4-5.

(2) see: Fayez Hussain Algahtani, op.cit, p22.

(3) see: Nookala Venu, and others, op.cit, p148; Sankeerthana Neelam, op.cit, p15.
(4) see: Rehab A. Rayan, and others, op.cit, p9.
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(1) see: Rehab A. Rayan, and others, op.cit, p8; Manal Al-rawashdeh, and others,

op.cit, p2.
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(1 ) see: Nookala Venu, and others, op.cit, p145; Armin Zakarian, and others,

op.cit, p3.

(2) see: Rehab A. Rayan, and others, op.cit, p7;

Laall cleadl) 8 o LdV) Cag sl 35 A0Sal" (e jran bl ¢S sl sy e Jllaie ol

(e Y Ciloliatil Ano 4 pdio Ciny Mg s Adailan Gldiie 8 bl ol date o
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(3 ) see: Nookala Venu, and others, op.cit, p146; Armin Zakarian, and others,

op.cit, p4; Rehab A. Rayan, and others, op.cit, p7.
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(1) see: Armin Zakarian, and others, op.cit, p3.
(2) see: Nookala Venu, and others, op.cit, p146; Armin Zakarian, and others, op.cit,
4.
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(4) see: Armin Zakarian, and others, op.cit, p4.
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(1) see: Rehab A. Rayan, and others, op.cit, p6.

N0 (Bl Jdan (g ATs e sl adldlae s :Hli ()
(3) see: Hamidreza Bolhasani, Maryam Mohseni, Amir Masoud Rahmani,
Deep learning applications for 10T in health care: A systematic review, Informatics
in Medicine Unlocked, volume23,2021,https://doi.org/10.1016/j.imu.2021.100550,

p4.
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(1) see: Sankeerthana Neelam, op.cit, p14.
(2 ) see: Rehab A. Rayan, and others, op.cit, p7.
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(1) see: Sankeerthana Neelam, op.cit, p14-15.
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(1) General Data Protection Regulation (GDPR), Art. (4/1); Modernised

Convention 108, Art. 2 (a); Handbook on European data protection law, 2018

edition, P83.
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(1) see: General Data Protection Regulation (GDPR), Art. (4/15).
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(2 ) General Data Protection Regulation (GDPR), Item (35) From the introduction.

(3) see: General Data Protection Regulation (GDPR), Art (4/14).
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(1) 45 CFR 8 160.103 Health Insurance Portability and Accountability Act of 1996
(HIPAA).
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(1) see: 45 CFR 8 164.501, 164.502 , 164.506, 164.514, 164.530, 164.508,
164.509, 164.510, Health Insurance Portability and Accountability Act of 1996
(HIPAA), https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-
164/subpart-E?toc=1 .

(2) 104-191, 42 US. Code § 1320d-5 - General penalty for failure to comply with
requirements and standards, https./Aww.law.cornell.edu/uscode/text/42/1320d-5 .
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(1) 104-191, 42 U.S. Code § 1320d-6 - Wrongful disclosure of individually identifiable
health information, https:/mww.law.cornell.edu/uscode/text/42/1320d-6 .

(2) see: General Data Protection Regulation (GDPR), Art (7) and Item.(40-43)
From the introduction.

(3) see: General Data Protection Regulation (GDPR), Item (51) From the
introduction.
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(1) see: General Data Protection Regulation (GDPR), Art (9) / (49) and Item (52-

55) From the introduction.

(2) see: General Data Protection Regulation (GDPR), Art (32/1).
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. (GDPR)

(4 ) see: General Data Protection Regulation (GDPR), Art (33).

(5) see: General Data Protection Regulation (GDPR), Art (34).
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(1) see: General Data Protection Regulation (GDPR), Art (77).
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(1) see: General Data Protection Regulation (GDPR), Art (4/7).
(2) see: General Data Protection Regulation (GDPR), Art (4/8).
(3) see: General Data Protection Regulation (GDPR), Art (4/10).
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(1) see: 45 CFR § 160.103,164.502(¢), 164.504 (e) Health Insurance Portability
and Accountability Act of 1996 (HIPAA).
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(2 ) See Rivera v. Google Inc., No. 16-C-02714, 2017 U.S. Dist. LEXIS 27276

(N.D. Ill. Feb. 27, 2017); Sekura v. L.A. Tan Enterprises, No. 2015-CH-16694

(Cir. Ct. Cook County, Illinois), https://www.crowelldatalaw.com/2017/07/recent-

iot-device

cases/? _cf chl tk=pOrtN6B6HfalzZWbvUOvmz7ktYVnBZ205zaxI19390un4-
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