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Abstract:

This research aims to study the impact of cyberattacks on the energy sector
in the Gulf Cooperation Council (GCC) countries. It analyzes the
relationship between the level of digitalization and the frequency of
attacks, assesses their economic and security implications, and examines
the GCC countries' responses to these threats.

The research employs a descriptive-analytical approach to study the
characteristics and patterns of the attacks, and a quantitative statistical
approach to analyze digital data related to the evolution and costs of the
attacks. It also examines prominent case studies such as the Shamoon and
Triton attacks, and uses a comparative approach to assess the differences
in digitalization levels and defensive responses among the GCC countries.
Documentary analysis was also utilized to review international and
regional reports and studies

The results show a continuous increase in cyberattacks during the period
2020-2025, with the average number of weekly attacks rising from 4.2 to
15.7. The sector incurs financial losses estimated at approximately $450
million annually, including production downtime, response and recovery
costs, and data loss. The research also highlights the risks arising from the
use of artificial intelligence (Al) and the Industrial Internet of Things
(IToT), which increase the attack surface and complicate operational
continuity. Based on the findings, the research recommended strengthening
advanced technological solutions such as the zero-trust model and
enhancing cyber resilience, developing national and regional legislative
frameworks and building human capacity, and strengthening joint Gulf
cooperation to counter cross-border attacks, in order to ensure the
protection of critical infrastructure and the sustainability of energy and
economic security.

Keywords: Cyberattacks, Cybersecurity, Energy Sector, Digitalization,
Cyber Resilience
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