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The impact of cyber warfare on international relations and mechanisms
for responding to it according to the rules of international law
Dr. Essam Ali Hussein Al-Obaidi

Faculty of Law- Al-Amin University
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Summary:

This study examines the impact of cyber warfare on international relations
within the framework of international law, by defining its concept and
characteristics and distinguishing it from cybercrime, and analyzing its most
prominent forms such as sabotage attacks and digital espionage. It also addresses its
repercussions on the balance of power and the stability of the international system
in light of the increasing reliance on digital technology. Cyber warfare also raises
complex legal issues related to attributing the wrongful act and determining the
scope of international responsibility, and the extent to which the provisions of the
Charter of the United Nations and the rules of public international law apply to it. In
light of this, the need arises to develop modern legal and institutional mechanisms
capable of enhancing international cyber security and regulating the behavior of

states in this field.



