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Abstract Cyber security has played a prominent role in the field of international

relations in recent decades. The global trend towards computing and reliance on
electronic programs and the internet across various sectors of government, coupled with
the rapid and unprecedented entry of the private sector, particularly finance and banking,
into this field to regulate markets, exchanges, and financial transfers, has prompted
hostile states and organizations to consider shifting military attacks and inflicting damage
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from remote locations. This would cause unpredictable and potentially devastating
consequences for individuals, property, infrastructure, and even essential services like
water and electricity.

States have tried to find international mechanisms that give them the right to confront
these attacks and violations that affect their security and sovereignty, based on the
international licenses granted to them by the United Nations General Assembly to defend
the cyber sovereignty of states as an important part of the aspects of sovereignty and
authority of states. On the other hand, states put the issue of legitimate cyber defense in
the face of these violations by putting in place programs and people who are well-versed
in the expertise of these systems and bringing them into the fields of the military as
soldiers in the field and behind the screens and complex programs in order to protect the
security and safety of states.

Keywords (Cyber security - Cyber Sovereignty - Cyber Defense - Dimensions of
Cyber security - Cyber Threats).
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