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Abstract:
This research examines the emerging legal challenges posed by cyber piracy against merchant vessels and
evaluates the adequacy of existing international legal frameworks in addressing digital threats. The study
highlights a significant legislative gap in the United Nations Convention on the Law of the Sea (UNCLOS 1982),
which primarily defines piracy through the lens of physical violence and geographical constraints (High Seas).
As the maritime sector increasingly relies on digital navigation and automated control systems, cyber-attacks
have become a sophisticated tool that can paralyze global trade without physical confrontation. Using an
analytical and critical methodology, the research explores the conceptual evolution of maritime security and
distinguishes it from maritime safety. It analyzes the limitations of traditional conventions in the face of non-
physical, trans-border cyber threats where attribution is difficult and jurisdiction is blurred. The study argues
that a mere broad interpretation of existing texts is insufficient and may undermine legal certainty.The findings
conclude that the international community urgently needs a specialized legal instrument to govern maritime
cybersecurity. The study proposes the adoption of an independent International Protocol or a supplementary
annex to UNCLOS dedicated to cyber piracy. Such a framework should provide clear legal definitions of digital
maritime crimes, establish universal jurisdiction for cyber pirates, and enhance international cooperation in
technical data sharing and judicial assistance. Ultimately, achieving sustainable maritime security in the digital
age requires a proactive legal response that balances the principle of freedom of navigation with the necessity of

protecting the global maritime infrastructure from evolving digital risks.
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