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Abstract:

This research examines the impact of the increasing cyberattacks on modern
air doctrine and command-and-control systems, in light of the substantial shift
toward reliance on digital systems and network-based communications in
managing air operations. The study highlights how cyberattacks have become
capable of disrupting air capabilities, confusing the chain of command, and
weakening situational awareness within the operational environment. It also
discusses the vulnerabilities within the digital infrastructure of the air force
and underscores the need to develop a cyber-air doctrine that enhances system
resilience and strengthens the ability to withstand emerging threats. The
research concludes that integrating cybersecurity into air doctrine has become
an essential requirement for achieving air superiority in modern warfare.
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