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Abstract:

The digital revolution the world has been witnessing in recent years,
centred on the use of artificial intelligence across various sectors, such
as healthcare, security, marketing and public services, has raised
concerns regarding infringements on individuals’ privacy, particularly
through mass surveillance, data collection and predictive analytics. The
issue raises a fundamental question regarding how Moroccan legislators
address the impact of artificial intelligence technologies on individuals’
privacy and the extent to which a balance can be struck between
technological development and the right to protection against privacy
violations and breaches. To cover all aspects of the subject, the study
adopted an analytical and descriptive approach to discuss the dimensions
of the impact of artificial intelligence on individuals’ privacy and the
resulting challenges. The study was divided into three parts, the first of
which was devoted to the conceptual framework of the term ‘privacy’
and the digital age. The second part then addresses the manifestations of
the impact of artificial intelligence on individuals’ private lives through
the use of smart programmes and applications that place the ‘digital
citizen’ before the challenges posed by the impact of artificial
intelligence applications on their private sphere. The third and final part
addresses aspects of civil protection for individuals from the effects of
artificial intelligence under Moroccan law. The study concluded that,
despite the existence of legal protection, further efforts are required to
raise legal and technical awareness of the risks of artificial intelligence
through a participatory approach involving all components of society —
the state, public institutions, civil society and individuals.

Keywords: privacy — civil protection — artificial intelligence —
confidentiality — personal data.
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