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Digitization of Conflict in Iraq; From Conventional Warfare to

Compound Digital Threats

Asst. Inst. Noura Riyadh Al-Dabbagh

Researcher at the Center for Strategic and International
Studies University of Baghdad

study addresses the digitization of conflict in Iraq as a structural shift in the nature of
The regional contention from conventional battlefields to digital arenas where

cyberattacks, disinformation, and artificial intelligence applications. It argues that the
Web (2.0) transformation dismantled traditional monopolies over information flows and led to
the emergence of hybrid digital conflict that relies on mass participation, psychological and
information influence operations. The study also highlights pivotal developments that
consolidated cyberspace as an operational domain, notably the (2008) Georgia war and
subsequent NATO determinations, underscoring that denying states access to critical
information or disrupting digital infrastructure constitutes a direct infringement on
sovereignty.The research focuses on the vulnerability of the Iraqi condition resulting from
weakness of technical infrastructure, lack of legislation, limited cyber contingency planning, and
the exposure of Government institutions to incidents of intrusion and espionage. The research
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presents the repercussions of digital conflict affects Iraq targeting critical infrastructure,
sovereign data, and erosion of public trust in state authority. The study concludes with an lraqi
vision to encounter threats by building national capabilities, strengthening legislation,
institutionalizing cyber diplomacy, and expanding regional and international partnerships to
enhance cyber sovereignty and convert digital threats into opportunities for modernization.

Keywords ::Digitization of Conflict, digital conflict, cybersecurity, cyber sovereignty, Artificial Intelligence.
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