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Abstract: 
Primary objective of the proposed system is to achieve higher level of 

confidentiality in absence of standard encryption techniques which add up to 

complexity of the stego system. 

In this system the principle of dominoes is adopted in the way of the selection of 

the pixel of the image to hide the ciphertext. Where domino stones models are prepared 

in advance, which are two-dimensional matrices (2*6), and selecting one of them and 

start the projection of the model on the image and hide the ciphertext in the pixel 

corresponding to the points in the domino model 

Experimental results show that the proposed system effectively achieve the 

objective. Even though the proposed system gives good enhancement to the 

steganoraphy technique and there is no difference between the cover-image and the 

stego-image can be seen by the human vision system (HVS), so this method can be 

considered as a success and can be adopted in the field of steganography. 

Keywords: steganography, embedding, extracting, domino. 

1. Introduction 

Steganography” is a Greek origin word which means “hidden 

writing”. Steganography word is classified into two parts: Steganos which 

means “secret or covered” (where you want to hide the secret messages) 

and the graphic which means “writing” (text). However, in the hiding 

information the meaning of Steganography is hiding text or secret 

messages into another media file such as image, text, sound, and video. 

[1][2][7] 

Steganography ancient origins traced back to 440 BC. It was started 

by the Greeks by shaving the slaves’ hair heads and writing the message on 

their heads, after the hair had been grown, they were sent to their allies in 

order to communicate with them without the enemies’ knowledge [7]. As 

well as, the invisible ink used for hiding the secret messages by the 

American revolutionaries during the USA Revolution. Also it was used in 

both World Wars by German army [8]. Another Steganography technique 

is the Spam Mimic software which developed by Wayner in (2003), this 

software was developed to detect and hide the secret messages in text file 

based on set of protocols [9] [12]. 

The motivation behind developing image Steganography methods 

according to its use in various organizations to communicate between its 

members, as well as, it can be used for communication between members 
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of the military or intelligence operatives or agents of companies to hide 

secret messages or in the field of espionage. The main goal of using the 

Steganography is to avoid drawing attention to the transmission of hidden 

information. If suspicion is raised, then this goal that has been planned to 

achieve the security of the secret messages, because if the hackers noted 

any change in the sent message then this observer will try to know the 

hidden information inside the message.[3][4] 

The main terminologies used in the Steganography systems are: the 

cover message, secret message, secret key and embedding algorithm [5]. 

The cover message is the carrier of the message such as image, video, 

audio, text, or some other digital media. The secret message is the 

information which is needed to be hidden in the suitable digital media. The 

secret key is usually used to embed the message depending on the hiding 

algorithms. The embedding algorithm is the way or the idea that usually 

use to embed the secret information in the cover message.[7][12] 

In the Steganography system scenario, before the hiding process, the 

sender must select the appropriate message carrier (i.e image, video, audio, 

text) and select the effective secret messages as well as the robust password 

(which suppose to be known by the receiver). The effective and appropriate 

Steganography algorithm must be selected that able to encode the message 

in more secure technique. Then the sender may send the Stego file by email 

or chatting, or by other modern techniques. The Stego file is the carried 

message with the secret information. After receiving the message by the 

receiver, he can decode it using the extracting algorithm and the same 

password used by the sender [7][12]. The Steganography system scenario is 

shown in the Figure 1. 
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Figure 1: Steganography System Scenario 

Many carrier messages can be used in the recent technologies, such as 

Image, text video and many others. The image file is the most popular used 

for this purpose because it easy to send during the communication between 

the sender and receiver. The images are divided into three types: binary 

(Black- White), Gray scale and Red-Green-Blue (RGB) images. The binary 

image has one bit value per pixel represent by 0 for black and 1 for white 

pixels. While the gray scale image has 8 bits value per pixel represent from 

00000000 for black and 11111111 for white pixels. The RGB image has 24 

bits values per pixel represent by (00000000, 00000000 and 00000000) for 

black and (11111111, 1111111 and 11111111) for white pixels. The RGB 

image is the most suitable because it contains a lot of information that help 

in hiding the secret information with a bit change in the image resolution 

which does not affect the image quality and make the message more secure. 

In this research paper the RGB images are used as a carrier message to hide 

the secret messages by the Least Significant Bit hiding method (LSB) as 

well as the proposed system. [6][5] 

2. Image steganography 

Image compression techniques are extensively used in steganography. 

Among the two types of image compressions, lossy compression and loss 

less compression; lossless compression formats offer more promises. Lossy 

compression may not maintain the original image’s integrity. Lossless 

compression maintains the original image data exactly, hence it is 

preferred. Example of lossy compression format is JPEG format files. 

Examples of Lossless compression formats are GIF [10] and BMP formats. 

3. Evaluation Parameters 

To measure the image quality, commonly used Mean-Squared Error 

and Peak Signal-to-Noise Ratio to compare stego-image with cover results 

[11]. 

3.1. Mean-Squared Error 

The mean-squared error (MSE) between two images I1 (m, n) and 

I2(m, n) is [11]: 

 
M and N are the number of rows and columns in the input images, 

respectively. Mean-squared error strongly depends on the image intensity 

scaling [11]. 

3.2. Peak Signal-to-Noise Ratio 

Peak Signal-to-Noise Ratio (PSNR) is measured in decibels (dB) 

avoids this problem by scaling the MSE according to the image range [11]: 
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Where R, is the maximum fluctuation in the input image data type. 

For example, if the input image has a double-precision floating-point 

data type, then R is 1. If it has an 8-bit unsigned integer data type, R is 255, 

etc [11]. 

4. Proposed system 

In this system the principle of dominoes is adopted in the way of the 

selection of the pixel of the image to hide the ciphertext. Where domino 

stones models are prepared in advance, which are two-dimensional 

matrices (2*6), and selecting one of them and start the projection of the 

model on the image and hide the ciphertext in the pixel corresponding to 

the points in the domino model see figure (2). After selecting the pixels, 

they will be dismantled to the main colors (Red Green Blue), the matching 

of the data in 1 or 2 LSBs with the encrypted text data is verified, and the 

data of each color is replaced with the text data after it’s converted to the 

binary system, and this process is repeated until finishing the domino 

model which was selected and registered in an index table with the number 

of points and the location of the used bits of the image to hide, and the right 

half of the matrix will determine the selection of the following model of the 

remaining dominoes, this process is repeated until the completion of the 

entire text is hidden in the image. 

 

Figure (2): a) cover-image. 
 

 

 

 

 

b) Pattern of the domino. 
 

 

 

 

 

 

c) stego-image 
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5. The flowchart of the proposed system: 

Embedding operation: 

 
 

Star 

Encrypt secret text and convert it to the binary 
system 

Read cover-image 

Choose one pattern from domino patterns 

Is the cover-image 
suitable to contain 
the entire secret 

text? 

Transmit the generated stego-image and the 
index table to the recipient  

End  

Yes  

No   

Repeat 
Find the matching between 

image & text data and 
swapping it within the 1 or 2 
LSB of the pixels as indicated 
from the domino pattern and 

save the pattern and its details 
in index table until hiding the 

entire secret text 
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Extracting operation: 
 

 

 

 

 

 

 

 

 

 

6. Experimental work: 

 

 

 

 

 

 

 

 

Different sizes of a 24 true color cover-images are used. Figure (3) 

shows the images used in the experiments. The length of the secret text is 

chooses by two randomization characters lengths 20 and 256. 

The stego-images are show in figure (4a, 4b) as a result of the 

proposed system on the images above. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (3): a) lena cover-image            b) mona cover-image          

   

Star 

Extract secret text using index table 
 

Read stego-image & index table 

Deciphering secret text 

End  

Output secret text 
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Figure (4): a) lena stego-image   b) mona stego-image 

 

7. Experimental results: 

The evaluation parameters MSE and PSNR are used to verify the 

image quality between cover-image and stego-image in experiments which 

varied depending on the variation of many factors effects the performance 

of the proposed system such as the size of the cover-image and the length 

of the secret text.  

Following table shows the result of the proposed system for the images 

above: 
Image name Lena.jpg 24 true color mona.jpg 24 true color 

Image size 512 x 512 256 x 256 

Message (no. of char.) 250 20 

PSNR of stego-image 70.8769 79.4832 

MSE of stego-image 0.0612 8.70E-04 

 

From above table it can be seen that the quality of the cover image 

affected by increasing the length of the secret text. The PSNR is decreases 

(lower quality) by increasing the secret text length and the MSE is 

increases and vice versa. This is due to the increasing of the number of 

pixels in cover image that will change such that the distortion is increases 

and the quality is decreases. 

8. Conclusion 

Experimental results show that the proposed system effectively 

achieve the objective. Even though the proposed system gives good 

enhancement to the steganoraphy technique and there is no difference 

between the cover-image and the stego-image can be seen by the human 

vision system (HVS), so this method can be considered as a success and 

can be adopted in the field of steganography. 

The Implementation of this method for Audio and Video 

Steganography will considered as a future work. 
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الرواية المعلومات إخفاء نظام مينوالدو  

المجيد عبد محمد ناديةم.م.   

  الهيثم ابن/ للعلوم الصرفة التربية كلية /بغداد جامعة

 الممخص:
الهدف الرئيس من النظام المقترح هو تحقيق مستوى أعمى من السرية في غياب تقنيات التشفير القياسية التي 

في هذا النظام يتم اعتماد مبدأ لعبة الدومينو في طريقة انتقاء البكسل  ت.تضيف تعقيد أكثر لنظام إخفاء المعموما
من الصورة لإخفاء النص المشفر فيها. حيث تُجهز نماذج أحجار لعبة الدومينو بشكل مسبق والتي تكون عبارة عن 

خف26مصفوفات ثنائية الأبعاد ) اء النص المشفر في ( ويتم انتقاء إحداها والبدء بتسقيط النموذج عمى الصورة وا 
وقد أظهرت النتائج أن النظام المقترح حقق الهدف  البكسل المقابمة لمنقاط الموجودة في نموذج حجر الدومينو.

بفعالية. عمى الرغم من أن النظام المقترح يعطي تعزيز جيد لتقنية إخفاء المعمومات وليس هناك فرق بين الصورة 
ى من قبل نظام رؤية الإنسان، لذلك هذه الطريقة يمكن اعتبارها ناجحة، ويمكن الغطاء والصورة الناتجة يمكن أن يُر 

 تمادها في مجال إخفاء المعمومات.اع
  إخفاء المعمومات، التضمين، واستخراج، الدومينو. :المفتاحيةكممات ال
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