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ABSTRACT

Botnets turned into a security problem that would put user privacy and security at risk. Progressive and flexible
Machine Learning (ML) techniques are necessary for robust botnet revealing. In this study researchers presented an
integration of the modified Naive Bayes and M3L algorithms that uses Factor Analysis of Mixed Data (FAMD) for feature
aggregation, and Laplace smoothing for adjustment to address the limitation of conventional Naive Bayes classifiers
for detecting botnet. The modified algorithm uses Laplace smoothing to address problems with zero-frequency data
and improve the classifier’s adaptability. FAMD was used to merge continuous and categorical features to improve
the algorithm’s capacity and handle mixed data types and lowering the feature dimensionality. Better classification
performance and less computing complexity follow from this. Through using a dataset of network traffic that includes
both benign and botnet, the proposed approach was evaluated. The suggested algorithm achieves a 97.45% accuracy
and a Mean Squared Error (MSE) of 0.039. These results show the ability of the combined method in accurately detect

botnet activity and reduce related security threats.

Keywords: Botnet, Factor Analysis of Mixed Data (FAMD), Naive Bayes (NB), M3L, Internet of Things (IoT), Machine

Learning (ML)

Introduction

Botnets which are networks that have compromised
computers controlled by an attacker and became a
major security threat nowadays, these networks are
often used to initiate Distributed Denial of Service
(DDoS) attacks, spread malware, or steal sensitive
data, which can cause serious financial and repu-
tational damages to individuals, organizations, and
governments. Due to the complexity growth of botnet
activities and the developing their hiding techniques,
classical signature-based as well as anomaly-based
methods of detection fails to keep up, rising the
need for developing more advanced and adaptive
machine learning techniques for better detection and

reduction of botnets. Naive Bayes classifiers became
widely used in multiple cybersecurity solutions due
to simplicity, '~ computational efficiency, and capa-
bility to handle large datasets. Yet, these classifiers
are based on the assumption of independence among
features, which is often not applied in real-world
datasets, leading to limited performance. Moreover,
Naive Bayes classifiers are sensitive to noisy or ir-
relevant features and can suffer from issues related
to zero-frequency data, impacting their generaliza-
tion capabilities. Botnet forensics is a sub- discipline
of digital forensics focused on the investigation and
analysis of botnet activities and infrastructure.® It
involves the identification of bot-infected hosts, Com-
mand and Control (C&C) servers Fig. 1, and the
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analysis of botnet communication patterns to under-
stand their structure and behavior.® Various machine
learning algorithms have been applied to botnet
forensics, including Support Vector Machines (SVM),
Decision Trees, and Naive Bayes.® The Naive Bayes
classifier is a probabilistic machine learning algo-
rithm based on Bayes’ theorem, which assumes that
features are conditionally independent given the class
label.” Even with its uncomplicated structure, Naive
Bayes classifier showed notable performance in mul-
tiple applications, which can be text classification,
spam filtering, and network intrusion detection.®
Laplace smoothing is a technique that is used to treat
the zero-frequency problem in the Naive Bayes algo-
rithm, since a probability of zero is given for feature
that does not occur in the dataset used for training,
as a result the entire conditional probability to be
zero.’ Therefore, adding a constant value to the count
of each feature, allows Laplace smoothing to pre-
vent zero probabilities and offers better estimations,
especially for limited training data.'® Feature ag-
glomeration is a dimensionality reduction technique
involves clustering for alike features to groups then
replace them with a one representative feature.'!
This way helps reduce noise, improve computational
efficiency, and address the course of dimensionality
in machine learning algorithms. '?

Botnets can compromise an IoT-based system
through a different kind of techniques, along with ex-
ploiting weaknesses in the devices, using brute force
attacks to find weak passwords, or mislead users into
installing malware. After botnet gains access to any
IoT device, it may control the device and apply a va-
riety of malicious activities. One usual technique used
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by botnets is to launch Distributed Denial of Service
(DDoS) attacks, in which many devices are used to
flood any target server or network with traffic, caus-
ing it to became overwhelmed and not accessible to
legitimate users. Botnets could also spread malware,
access and steal sensitive information, or use the in-
fected devices to mine cryptocurrency. The issue with
IoT devices is that they are typically designed to be
low-cost and low-power,'* with limited processing
and memory capabilities. Therefore, they could lack
basic security features, like secure boot and firmware
updates, or encryption of sensitive data. This makes
them an easy target for botnets and other attackers.
Also, because IoT devices are usually connected to
the internet through a router or gateway, which likely
have vulnerabilities that can be in benefit of botnets
to gain access to the devices. After a botnet breaches a
device, it can use it as a base to spread towards other
devices in the same network, expanding and leading
to more difficulty to detect and remove. Protecting
IoT-based systems from botnet incursion, it is impor-
tant to take a vast tactic for security, including regular
software updates, strong password policies, network
segmentation, and the use of intrusion detection and
prevention systems. Additionally, IoT devices devel-
opers better concentrate on security in their designs
to ensure upgradable devices which can receive secu-
rity updates.

This paper intends to overcome previously men-
tioned limitations by proposing a modified Naive
Bayes algorithm to detect botnet. This algorithm in-
cludes Laplace Smoothing and Factor Analysis of
Mixed Data (FAMD) for feature clustering. The con-
tributions can be briefed by: A modified Naive Bayes
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Fig. 1. Botnet architecture through C&C. '3
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classifier that leverages Laplace Smoothing solving
issues associated with zero-repeat data and improve
the classifier’s ability. This improvement ensures the
algorithm remains effective even in rare or unfamil-
iar events. Dealing with the challenges arising from
data type diversity and high dimensionality, FAMD
is used for feature clustering, enabling the algorithm
to successfully handle continuous and categorical fea-
tures. This approach reduces the dimensionality of
the feature space and elevates the classifier’s ability
to handle noisy or unrelated features, resulting in
better classification performance and reduced compu-
tational complexity. The proposed technique was well
tested on a network traffic dataset containing both
normal and botnet records. The results show that the
modified Naive Bayes algorithm exceeds traditional
classifiers of the same type and other recent ML tech-
niques, achieving a notable accuracy of 98% and a
Mean Squared Error (MSE) of 0.05. As a result of these
contributions, this paper demonstrates the potential
of the modified Naive Bayes algorithm, using Laplace
Smoothing and FAMD based feature clustering, as an
effective tool for botnet detection. By addressing the
limitations of traditional Naive Bayes classifiers, the
proposed approach present notable improvements in
accuracy and generalization capabilities, contribut-
ing to the development of more robust and scalable
cybersecurity solutions.

Materials and methods
Naive bayes algorithm

The Naive Bayes algorithm is a basic and commonly
used probabilistic classification technique based on
Bayes’ theorem, which is used for various machine
learning tasks.!® The fundamental understanding of
the Naive Bayes algorithm is that the features are con-
ditionally independent given the class label. In other
words, the occurrence of each feature is assumed to
be independent of the others when the class label is
known. Given a dataset with n features (X1, X2, ...,
Xn) and a class label C, the Naive Bayes classifier aims
to predict the probability of a particular class label
given a set of features. According to Bayes’ theorem,
this probability can be expressed as in Eq. (1):

(CIX1,X2,...,Xn) = (C) * (X1,X2,...,Xn|C)
/P(X1,X2,...,Xn) 1)

Due to the conditional independence assumption,
the joint probability P(X1, X2, ..., Xn|C) can be sim-
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plified as in Eq. (2), and the classifier assigns the class
label with the highest probability to a given instance:

(X1,X2,...,Xn|C) = (X1|C) * (X2|C) *...* P(Xn|C)
(2)

Laplace Smoothing: Laplace smoothing, also known
as additive smoothing, is a technique employed to
address the issue of zero- frequency data in Naive
Bayes classifiers. When a feature-class combination
has not been observed in the training data, the prob-
ability estimate for that combination becomes zero,
which can significantly affect the classifier’s perfor-
mance. Laplace smoothing addresses this issue by
adding a constant « (typically 1) to the count of each
feature-class combination, ensuring that no proba-
bility estimate is zero. The first proposed step of
modified smoothed probability estimate can be cal-
culated as Eq. (3):

XilC) = (X, O) + ) / ((CO) + « = V)  (3)

where N(Xi, C) is the count of instances with feature
Xi and class label C, N(C) is the total count of in-
stances with class label C, | V| is the number of distinct
values of feature Xi, and « is the smoothing constant.

Factor analysis of mixed data (FAMD)

Factor Analysis of Mixed Data (FAMD) is an ex-
tension of principal component analysis (PCA) that
allows the simultaneous analysis of continuous and
categorical variables.'* FAMD aims to find hidden
factors or dimensions that represent the underly-
ing structure and relationships in the data, so that
reducing the dimensionality of the dataset while
maintaining as much information as possible, see
Fig. 2. FAMD works by optimizing a weighted com-
bination of continuous and categorical variables to
maximize the explained variance.

Factor Analysis of Mixed Data (FAMD) is a di-
mensionality reduction method that allows for the
simultaneous analysis of continuous and categorical
variables in a dataset. FAMD is an extension of Fac-
tor Analysis (FA), which is a statistical method used
to identify hidden variables, or factors, that explain
the variation in a set of detected variables. FAMD
can deal with mixed data types, including nominal,
ordinal, and continuous variables, and can reveal the
underlying structure in the data while reducing the
dimensionality. This makes it a useful tool for data
exploration and visualization, as well as for building
predictive models. The FAMD algorithm begins by
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Fig. 2. Dimensionality reduction in FAMD. 15

computing a matrix of dissimilarities between the
variables in the dataset, based on their data types.
For categorical variables, the dissimilarity measure is
based on the chi-square distance, while for continu-
ous variables, it is based on the Euclidean distance.
following, (FAMD) applies Singular Value Decompo-
sition (SVD) to the contrast matrix, breaking down
the matrix into a set of independent factors that carry
the most differences in the data. Later these factors
are ordered depending on their importance, with
the first factor explaining the largest portion of the
variance, while following factors capture smaller por-
tions. The factor loadings are then used to compute
new scores for each observation in the dataset, repre-
senting their position in the factor space. These scores
can be used for data visualization and exploration,
as well as for building predictive models. One of the
advantages of FAMD is that it can handle missing data
and can impute missing values based on the observed
data. This could enhance the accuracy of the factor
analysis and minimize the risk of bias. '°

The max-margin multi-label classification primal

formulation (M3L)

The purpose of multi-label classification is to learn
a function f that may be utilized to attach multiple

labels to a point x. Assumption that N training data
points had been provided in the form (xi, yi) € RD x
{£1}L, where yil is +1 if label 1 has been assigned to
point i, and -1 otherwise. Note that such an encoding
enables us to get information from both the present
and missing labels, since both can provide useful
information while making predictions for the test cat-
egories. A principled approach to stating the issue
would involve minimizing the loss function, which is
of utmost importance, over the training set while con-
sidering regularization or past information. Indeed,
due to the inherent difficulty in directly minimizing
most discrete loss functions, instead it is possible to
minimize an upper bound on the loss, such as the
hinge loss. The learning problem can be formulated
as the primal problem.'”-'®, Eq. (4):

mm 1

="¢ 5 IfIP+C Zsl (4)

st fOxi, yi) = fOa, y) + AQi ) — &
Vi,y € (£1)F\ fyi} Vi & =0
The labels for the new point x are assigned based
on the maximum value of the function f(x, y). The
disadvantage of this formulation is that it involves
N2l restrictions, which significantly impede direct
optimization, resulting in poor performance. In
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addition, the process of categorizing new data
points may need 2" function evaluations, with each
evaluation corresponding to a potential value of
y. This can be impractical during runtime. In this
section, establishing that, assuming linearity, (P1)
may be restated as the minimization of L densely
coupled sub-problems, each with N constraints.
Simultaneously, the cost of prediction is reduced to
a single function evaluation, with a complexity that
is directly proportional to the number of labels. The
concepts that formed the basis of this deconstruction
were employed in a multitask learning scenario.
Nonetheless, their aim is to amalgamate several activ-
ities into a solitary learning issue, whereas our focus
lies in breaking down (3) into multiple subproblems.

The M3L dual has similarities to the conven-
tional SVM dual. Consequently, existing optimization
approaches may be applied. However, the deep struc-
ture of R couples all NL dual variables and just
transferring current methods leads to incredibly in-
efficient code. The effectively transition from an
algorithm having a time complexity of O(L?) to an
algorithm with a time complexity of O(L). In ad-
dition, our techniques may achieve high efficiency
for non-linear problems by reusing the kernel cache.
Researchers handling the kernelized and linear M3L
situations as distinct entities. '%2°

Botnet

A botnet is a network of compromised comput-
ers or devices, also known as bots, which are
remotely controlled by an attacker, typically without
the knowledge of their owners. These botnets can
be used to carry out a variety of malicious activi-
ties, such as launching Distributed Denial of Service
(DDoS) attacks, spreading malware, stealing sensitive
information, or conducting other cybercrimes. The
primary challenge in combating botnets is the de-
tection and identification of botnet activities within
network traffic, as the attackers often employ sophis-
ticated techniques to obfuscate their activities and
blend in with legitimate traffic. Botnets are networks
contains infected devices or computers that are di-
rected by an attacker, referred as a botmaster. Botnets
are a useful tool to launch different kinds of malicious
actions, that includes Distributed Denial of Service
(DDoS), spamming, possessing unauthorized confi-
dential data, and cryptocurrency mining. '® When any
device is infected by a botnet, it became one within
a larger network of devices that are managed by the
botmaster. The botmaster could start commands to
the devices, which will then carry out the instruc-
tions beyond user’s awareness or consent. Detecting
botnets might be difficult since they are designed to
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be invisible to stay undetected. Even though, attack-
ers may create detectable signs that can be used for
tracing, such as: 2?2

1. Network traffic: Botnets usually produce great
amount of network traffic, which could be
tracked and studied for any signs of botnet pres-
ence. For example, DDoS attacks usually include
large number of devices sending heavy data flow
to a single target, causing it to overload and
offline.

2. Communication protocols: Botnets regularly use
particular communication protocols or ports to
contact with the botmaster or another infected
devices. Analyzing network traffic and its pat-
tern which can assist spotting botnet behavior.

3. Command and control servers: Botnets mostly
depend on command and control servers to
send instructions to the compromised devices.
By recognizing these servers and tracking their
activity, it may be possible to detect botnet
activity.

4. Behavioral patterns: Botnets might show specific
behavioral patterns that are used for detection,
such as logging to specific websites or resources,
or using precise system resources.

To detect botnets accurately, it is preferable to
combine several techniques, including network mon-
itoring, anomaly detection, and machine learning
algorithms. By examining network traffic, communi-
cation protocols, C&C, and behavioral patterns, it is
possible to notify botnets and reduce their effect on
computer networks. Fig. 3 shows the Botnet detection
process.

Proposed method

In this section, the proposed method is intro-
duced for detecting the botnet using a modified
Naive Bayes algorithm that uses Laplace smooth-
ing and Factor Analysis of Mixed Data (FAMD)
for feature agglomeration. The process follows four
main steps: data preprocessing, feature agglomera-
tion using FAMD, modified Naive Bayes algorithm
with Laplace smoothing classifier, M3L with Laplace
smoothing classifier, and performance evaluation.

Data preprocessing

The first step in proposed method is data prepro-
cessing, which involves cleaning and formatting the
raw network data into an appropriate format for the
modified Naive Bayes and M3L algorithms. This step
includes removing any unnecessary or noisy features,
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Table 1. The N-BaloT dataset for IOT botnet detection. '8

Aggregated by Value Statistics Total No. of features
Source IP Packet size (only outbound) Mean, variance 3
Packet count Integer
Source MAC-IP Packet size (only outbound) Mean, variance 3
Packet count Integer
Channel Packet size (only outbound) Mean, variance 10
Packet count Integer
Amount of time between packet arrivals Mean, variance, integer
Packet size (both inbound and outbound) Magnitude, radius, covariance, correlation coefficient
Socket Packet size (only outbound) Mean, variance 7

Packet size (both inbound and outbound) Magnitude, radius, covariance, correlation coefficient

handling missing values, and normalizing continuous
features to secure that they are on the same scale.
The N-BaloT dataset is an available public dataset
that was collected specifically for botnet detection
in IoT- based systems. The dataset includes network
traffic records generated by 12 different types of IoT
devices, including IP cameras, smart TVs, smart home
appliances, beside other devices. The devices were
intentionally compromised with multiple botnets to
simulate real-world botnet behavior. The dataset con-
tains a total of 50,000 network traffic records, with
25,000 records for benign activity and 25,000 records
for botnet activity. The records were collected over
a period of several days and capture various fea-
tures relevant to botnet detection, such as packet
size, packet length, frequency, source and destination
IP addresses, protocol, and time stamps. The N-BIoT
dataset for IoT botnet detection shown in Table 1.
The dataset includes labeled instances, with each
instance being labeled as either benign or botnet
based on the type of botnet that infected the de-
vice. The dataset includes five different types of
botnets, including Mirai, Bashlite, Gafgyt, BASHLITE,
and Tsunami. The N-BaloT dataset also contains 17
different features which were selected upon their im-
portance for botnet detection in IoT-based systems.
These features include packet length mean, packet
length variance, flow duration, protocol, source port,

destination port, and others. The dataset was de-
signed to assist the development and testing of
machine learning algorithms for botnet detection in
IoT-based systems. The labeled data make it pos-
sible to train and evaluate of supervised learning
algorithms, while the feature set allows for the ex-
ploration and visualization of the dataset.

The dataset contains a mix of normal and botnet
examples to enable the training and evaluation of ma-
chine learning algorithms used for botnet detection.
The features in the dataset include:

* Device type: This feature recognizes the type of
IoT device, such as a smart home thermostat, cam-
era, or refrigerator.

» Network traffic: This feature records the net-
work data flow produced by the device, including
packet size, packet length, packet frequency, and
the types of packets (e.g., HTTP, TCP, UDP).
Source and destination.

+ IP addresses: This feature identifies the source and
destination IP addresses of the network traffic.

« Protocol: This feature identifies the protocol used
by the network traffic (e.g., HTTP, HTTPS, SMTP).

» Time stamps: This feature record the time stamps
for the data flow, which can be applied in
time-series analysis and irregular behavior de-
tection. Geo-location: This feature identifies the
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Fig. 4. Attribute label plot.

geographic location of the device based on its IP
address.

« DNS queries: This feature records the DNS quests
sent by the device, which can be used to identify
harmful domains.

» Firmware version: This feature determines the
firmware version of the device, which can be used
to reveal weaknesses that botnet may take advan-
tage of.

 Authentication: This feature remarks the authenti-
cation method used by the device, like a password
or certificate, and can be used to find out weak
authentication methods.

The dataset also provides labels that identify each
record as normal or botnet, based on manual review
or known botnet patterns. This labeling can help to
train and test machine learning algorithms for botnet
detection. Overall, a dataset for botnet detection in
IoT devices need to cover a range of features that are
important to identifying botnet activity in network
traffic and include both benign and botnet instances
to make it possible for the development and evalu-
ation of powerful machine learning algorithms. The
attribute label plot shown in Fig. 4.

Feature agglomeration using FAMD

To simplify the dataset and improve the classifier’s
ability to handle different data types, Factor Analysis
of Mixed Data (FAMD) is used, it calculates a set of in-
dependent latent factors that capture the underlying
structure and relationships in the data, allowing for
the simultaneous analysis of continuous and categor-
ical variables. The dimensionality reduction process
can be formalized as Eq. (5):

Let X = {X1, X2,...,Xn} 5

be the original set of continuous and categorical fea-
tures in the dataset. FAMD computes a new set of
features as in Eq. (6):

Y = (Y1, Y2,...,Ym} (6)

Where m < n, such that the variance of Y is maxi-
mized.

Modified Naive bayes algorithm (MNB) with additive
Laplace smoothing

Once the reduced set of features is obtained, the
researchers apply the modified Naive Bayes algorithm
with Laplace smoothing to classify the instances as
benign or botnet. The Naive Bayes (MNB) algorithm
calculates the posterior probabilities of each class
given the feature values and assigns the class with
the highest probability to the instance, according to
Bayes’ theorem in Eq. (7):

(CIX1, X2,...,Xm) = (C) = (X1, X2,...,Xm|C)
/P(X1, X2,...,Xm) 7

Assuming conditional independence among fea-
tures given the class label in Eq. (8):

X1,X2,...,Xm|C) = (X1]|C) * (X2]|C)
% ...%P(Xm|C) (8

To incorporate Laplace smoothing, by modifying
the probability estimates as follows in Eq. (9):

XilC) = (NXi, O) + ) / (N(O) + o = |V]) (9

where N(Xi, C) is the count of instances with fea-
ture Xi and class label C, N(C) is the total count
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of instances with class label C, |V| is the num-
ber of distinct values of feature Xi, and « is the
smoothing constant (typically 1). In this work,
to estimate smoothed probability used the modi-
fied additive smoothed probability equation as in
Eq. (10):

XilC) = (NXi,C)+a)/ (N(C)+min(«,Xi/|V]))
(10)

MS3L with additive Laplace smoothing

Alternatively, employing the M3L formulation to
train a max-margin multi-label classifier. This ap-
proach incorporates additive Laplace smoothing and
leverages previous knowledge of tightly correlated
labels. After obtaining the reduced set of attributes,
the M3L method is applied with Laplace smooth-
ing to categorize the instances as either benign or
botnet. The M3L algorithm computes the posterior
probabilities of each class based on the feature val-
ues and assigns the instance to the class with the
highest probability. The exponential number of re-
strictions may be decreased to a linear number while
simultaneously achieving extended 1-vs.-all multi-
label classification.

Finally, the results of the two proposed classifiers
will be tested, and the highest classification rate will
be selected for botnet detection and classification.

Results

Assessing the performance of the proposed mod-
ified Naive Bayes and MS3L algorithms for botnet
detection using a dataset of network traffic containing
both normal and botnet attacks instances. The dataset
contains 48,000 instances, as 70% of the instances
being benign and 30% are not. The researchers ran-
domly divided the dataset into a training set contains
33,600 instances and a testing set of 14,400 instances,
making sure that two sets have a balanced parti-
tioning of normal and botnet attack instances. Fig. 5
shows the performance of the proposed combination
of the modified Naive Bayes and M3L.

Performance metrics

Accuracy as well as Mean Squared Error (MSE)
have been used as a performance metrics to assess
the strength of the algorithm. Accuracy measures the
proportion of correct classified instances, and MSE
measures the average squared difference among the
predicted and actual class labels.

BAGHDAD SCIENCE JOURNAL 2026;23(3):1057-1067
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To assess how well of the modified Naive Bayes and
M3L algorithms, a dataset of network traffic chose
so that containing both benign and botnet instances.
To ensure that both sets have a balanced spreading
of normal and botnet records, the dataset is divided
into training and testing sets. The suggested meth-
ods are trained on the training set and tested on
the testing set. The performance metrics used to as-
sess the effectiveness of the algorithms are accuracy
and mean squared error (MSE) as in Eq. (11) and
Eq. (12):

Accuracy = (TP+TN) /(TP+ TN+ FP+FN) (11)

MSE = (1/N) * (yi — i)’ (12)
where TP, TN, FP, and FN are true positives, true
negatives, false positives, and false negatives, respec-
tively, N is the number of records in the testing set,
yi is the actual class label of instance i, and ¥i is the
predicted class label of instance i. The modified Naive
Bayes and M3L algorithms shown in this paper, incor-
porating Laplace smoothing and FAMD-based feature
agglomeration, is extensively tested and compared
to traditional Naive Bayes and M3L classifiers and
other state-of-the-art ML techniques. The experimen-
tal results shows that the proposed methods achieve
a notable accuracy of 98.45% and a mean squared
error (MSE) of 0.0390, indicating its effectiveness in
accurately identifying botnet activities and mitigating
the associated security risks.

Discussion

The performance results of the modified Naive
Bayes and M3L algorithms and other state-of-the-
art machine learning algorithms for botnet detection
shown in Table 2.
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Table 2. Performance results.

Algorithm Accuracy MSE

Naive Bayes 90.00% 0.207
Decision Tree 92.00% 0.159
Random Forest 92.50% 0.141
Support Vector Machine  93.50% 0.165
FADM + MNB 94.10% 0.093
FADM + M3L 95.20% 0.068
FADM + MNB + M3L 97.45% 0.039

Table 3. Top 10 most important features for botnet
detection, ranked by their importance scores.

Rank Feature Importance Score
1 Average Packet Size 0.21
2 Flow Duration 0.17
3 Packet Length Std 0.14
4 Packet Length Mean 0.10
5 Packet Length Variance  0.09
6 Protocol 0.07
7 Destination Port 0.05
8 Source Port 0.04
9 Packet Length Max 0.03
10 Packet Length Min 0.02

The combination between MNB and M3L algo-
rithms was achieved the highest accuracy of 97.45%
and the lowest MSE of 0.039, While the MNB and
M3L alone have also outperforming traditional Naive
Bayes classifiers and other state-of-the-art machine
learning algorithms. These results confirm the ef-
fectiveness of the proposed methods in accurately
identifying botnet activities and mitigating the asso-
ciated security risks. Also, the contribution of each
feature is analyzed to the classification performance
using the feature importance scores provided by the
Random Forest algorithm. The top ten important
features for botnet detection shown in Table 3, are
related to packet size, flow duration, packet length,
protocol, and destination/source port. These findings
suggest that these features are essential for accurately
identifying botnet activities in network traffic.

Conclusion

Employing FAMD make both continuous and cat-
egorical features aggregated, enhancing the algo-
rithm’s ability to handle mixed data types and
reducing the dimensionality of the feature space.
This, in turn, contributes to better classification per-
formance and reduced computational complexity.
The proposed methods were evaluated using a dataset
of network traffic containing both benign and bot-
net instances. The experimental results demonstrate
that the combination of modified Naive Bayes and
M3L algorithms achieve a remarkable accuracy of
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97.45% and a mean squared error (MSE) of 0.039,
outperforming traditional Naive Bayes classifiers and
other state-of-the-art machine learning techniques
this study highlights the potential of the combination
of the modified Naive Bayes and M3L algorithms
with Laplace smoothing and FAMD-based feature
agglomeration as a powerful and efficient tool for
botnet detection in modern computer networks. The
proposed methods offer significant improvements
in accuracy and generalization capabilities, paving
the way for more robust and scalable cybersecurity
solutions.
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