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Abstract:  

       Adversarial attacks on 3D point clouds offer different difficulties and 

benefits compared to the 2D image-based ones. In this work, we aim to 

promote the robustness of adversarial attack methods and therefore propose 

approaches that target subsets of critical points in point cloud with a focus on 

local structural rather than global topology. This approach differs from ported 

2D image attack strategies, as we consider the specific properties of 3D data 

including irregularity, recursiveness and geometric complexity. 

By disturbing point locals' part from the cloud, we want to generate more 

effective attacks that reveal weaknesses of 3D classifiers. The approach 

increases the effectiveness of adversarial attacks and takes into account 

differences in the structures used for representation of 3D data, which 

requires dedicated methods to successfully manipulate its sensitivity. 

We also study the robustness of 3D point cloud classifiers against such 

targeted attacks. We analyze the vulnerabilities of classifiers when facing 

adversarial attacks under various attack strategies and verify strategies to 

make them more robust. 

keywords: Adversarial noise attacks, 3D point cloud, Specific set of points, 

Local structural components (LSCs), Global configuration (GC), 

Irregularities, Sparseness and Geometric complexity 

Introduction: - 

The rapid advances in 3D scanning and sensing technologies in recent years 

have led to the widespread adoption of 3D point clouds across a broad range 

of applications in many applications. From facilitating autonomous driving 

through LiDAR [Barnes, A. E. C., & Anderson, B. L. (2022), 44, 123–137. 

Cao, H., Liu, S., & Wu, S. (2023).  32(2), 145–160 asked ultra-precise 

navigation to the construction of complex 3d models in robotics, and 

providing high resolution anatomical visualization in medical imaging 

applications, point clouds are widely used as a fundamental and basic 

element for these burgeoning applications] Islam, M. A., Lu, J., & Manocha, 

D. (2020) , 8, 2847–2856] Matrone, G., Puts, R., & Quattrini, A. (2021). 

21(6), 1834. This form of data, consisting of discrete points in three-

dimensional space, conveys precise spatial and geometric representations of 

objects and environments 
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of environments and/or objects, which is essential for machines to perceive 

the physical world and interact with it in useful ways. 

As 3D point clouds are being widely used, robustness and security of 3D 

point cloud classifiers have become an urgent problem. Adversarial attacks, 

where subtle alterations are made to input data with the intention of fooling 

machine learning models, have been widely investigated for 2D images. 

However, the specific properties of 3D point clouds - e.g., their irregularity, 

sparsity and the significance of geometric arrangements - lead to new 

challenges for both exploiting and protecting such models. The adversarial 

attack techniques for 2D images do not generalize to 3D inputs, because of 

this intrinsic mismatch in the data representation [] Nguyen, T., et al. (2022). 

2205.03618Wu, J. D., & Lee, M. H. (2021)66, 411–425 

The goal of this work is to enhance the adversarial attacks for 3D point 

clouds by considering a new strategy in which only a subset of points is 

targeted rather than the entire cloud and focus on local structure rather than 

global shape. Inspired by perturbing different parts of the point cloud, we 

wish to design more efficient and also effective attacks based on inherent 

vulnerability of 3D classifiers. Moreover, we examine the robustness of 3D 

point cloud classifiers to these specially crafted attacks and evaluate their 

security aspects, shedding light on the protection measures. 

Our work adds to the emerging literature of adversarial machine learning in 

3D. By providing design principles for better 3D classifiers, we emphasize 

the necessity of taking into account the characteristics of 3D data when 

designing adversarial attacks and defenses accordingly. This work is 

beneficial for (understanding adversarial attacks) in 3D and also useful to 

optimize the defense strategy for safety-critical 3D point cloud application. 
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Figure 1 shows the background of 3D point cloud security and its main 

challenges. 

Problem Statement: - 

The growing interest in 3D point cloud data for applications, like autonomous 

driving, robotics, augmented reality and medical imaging calls for robust and 

secure machine learning models for handling this type of data. However, 

these systems can be vulnerable to adversarial attacks—subtle input changes 

which cause models to make incorrect classifications. The conventional 

adversarial attack methods developed for 2D images do not directly apply to 

3D point clouds because of the differences in data representation and 

dominance of geometric/spatial properties in 3D data. Most existing studies 

primarily attempt to adapt adversarial attack techniques originally developed 

for 2D images to the 3D domain, without fully considering the unique 

geometric and structural characteristics of point cloud data without taking the 

properties and vulnerabilities of 3D point clouds into consideration. 

However, it is highly desired to design dedicated attack strategies with local 

rather than global structures of 3D point clouds and only focus on a subset of 
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points in the cloud. Furthermore, it is important to test the strength of 3D 

point cloud classifiers under such crafted attacks for improving model safety. 

 
Figure: - (-2-) The 3D representation. 

It is in response to these challenges that this study: 

Design of better algorithms for adversarial attacks on 3D point clouds, 

attentively attacking a subset of points and local structure. 

Evaluating the resilience of 3D point cloud classifiers against these crafted 

attacks. 

Fostering the understanding of a more secure and robust 3D classifiers based 

on exploiting the inimitable properties of 3D data. 
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Figure 3 illustrates the challenges and key research focus areas in addressing 

adversarial attacks on 3D point clouds. 

Research Objectives: -  

This research aims to develop more effective adversarial attack strategies for 

3D point cloud data by targeting localized groups of points and exploiting 

local geometric structures. Additionally, the study evaluates the robustness 

and generalization capability of state-of-the-art 3D point cloud classifiers 

under such attacks, with the ultimate goal of enhancing model security and 

resilience. 

. 
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Figure:-(-4-) major objectives of this study and their relative tasks. 

Research Significance: - 

Adversarial Machine Learning for 3D Data:  

This study represents a significant step toward advancing adversarial machine 

learning in the context of 3D point cloud data, an area that remains relatively 

underexplored compared to its 2D counterpart. 

Robustness and Security Enhancement of  3D Point Cloud Classifiers: 

It is for sure that 3D models trained to handle these attacks can be exploited 

more than just curiosity and robustness encode; however, although no deep 

learning model can achieve perfect robustness, understanding and mitigating 

adversarial vulnerabilities is crucial for improving the reliability of 3D point 

cloud classifiers in real-world applications. 

as a subset of real-world cases are inherently tackled well. This is particularly 

important in constructing robust and reliable 3D point cloud classifiers, 

which carries great significance for practical applications such as autonomous 

driving, robotics and medical imaging. 
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Improved Understanding of 3-D Data Security Risks: 

The third work focuses on destructive weaknesses and failure modes of 3D 

point cloud. 

classifiers that differ from the conventional computer vision ones. This 

understanding could direct future 3D data processing model design work. 

3D-Classifiers Securing Design Recommendations: 

The insights and intuitions suggested for developing more powerful 3D 

models of classifiers may serve as a good reference guide for researchers or 

practitioners. And the solution of the proposed optimization problem will be 

robust, also with GANs based attack. It then directly contributes to 3D data 

applications since we can generate more accurate and reliable models for 

various practical usages. 

Implications for other 3D data applications: 

The implications of this work are broader and applicable to other 

methodologies that rely on 3D point cloud as input, including autonomous 

driving, robotics, augmented reality and medical imaging. Making classifiers 

safer, more resilient, also making any of these fields have a technology which 

is safer for our society ultimately. 

Contribution to the Field and Literature: 

It contributes to the adversarial machine learning literature with rich 

perspectives and associated attacking methods from a viewpoint of 3D point 

cloud data. It shows how important it is to leverage the properties of 3D data 

that can Enlight further research in the field. 

Methodology: - 

First things first, we need to choose an appropriate dataset (e.g., publicly 

available datasets that are ready-to-use in your domain of application like 

ModelNet40 or Shape Net) for the problem. Such data will be very useful for 

training and evaluating our models. 

In this section, we provide a literature review for adversarial machine 

learning, and key contributions that can be extended onto 3D point cloud 

data. We’re going to look at what has been achieved, what the gaps are and 

how one builds on that. 

Subsequently, novel adversarial attack strategies are designed to selectively 

perturb localized regions of the point cloud. These attacks aim to exploit 

geometric irregularities while preserving the overall structure of the data. 

We’re trying to do work where there is one where we can provide some 

Kaseya or Semerad-Trotter-type strategies of action that at least 

approximately, on some well-distributed subset in 3D, what have you will be 

able to give rather than just smash everything up into each other. Think of it 
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as surgically-targeted attacks that exploit the local geometry and geometric 

peculiarity of the data. 

After building these methods, the next thing we ordinarily do is implement 

such countermeasure techniques and - implement and evaluate the proposed 

attack methods within a deep learning framework 

 (e.g., PyTorch or TensorFlow). 

. So, this stage is simply about coming to terms with that and then seeing if 

we really can strike a blow like that? 

And, of course, we won’t be done there. We will send these attacks for the 

quali ¬ dative tuft and to quantitative testing. We will also examine how 

effective these examples are, i.e., to what extent they disrupt classifier 

accuracy and additionally, what type of patterns have been mainly over-

represented in the generated adversarial examples. 

Moving on to robustness evaluation. In this paper, we consider the recent 3D 

point cloud classifiers to present and evaluate against our attacks. The goal? 

To understand how resilient are such classifiers against an adversary. We 

will also present full vulnerability analyses of them, and demonstrate how 

various classifiers are robust against adversarial examples. 

And from picking these puzzles against these classifiers, we will think 

through and develop our own defenses.” These defenses will be developed 

with a preparation for our attacks so that the classifier now becomes more 

resilient and safer against future adversarial challenges. 

We’ll do all of this while doing calculations, comparing tests (in terms of, for 

example, the quality or speed at which they run to verify our methods). As 

long as our work can withstand scrutiny and contribute something 

meaningful, that’s enough. 

Table 1: Dataset and Experimental Setup 

Table 1. Experimental Configuration on ModelNet40  

Item Value 

Dataset ModelNet40 

Number of Classes 40 

Training Samples 9,843 

Test Samples 2,468 

Points per Object 1,024 

Classifier Model Point Net 

Optimizer Adam 
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Item Value 

Learning Rate 0.001 

Batch Size 32 

Training Epochs 200 

Distance Constraint ℓ2 ≤ 0.05 

Implementation Steps 

Environment Setup 

Implementation starts with setting up the computing environment. Python 

should be the main programming language (3.6 or higher). The deep learning 

framework in the form of TensorFlow or PyTorch is secondly installed for 

the development and training of model. Further, support libraries such as 

NumPy and Matplotlib are also embedded for easy processing of data and 

interpretation of the results. 

Data Preparation 

We choose an appropriate 3D point cloud dataset to carry out the 

experiments. Object classification for object classification tasks, the 

benchmark database like ModelNet40 is often utilized. The dataset is loaded 

using Python utility and is preprocessed to normalizes the point coordinates 

for scale consistency. Where needed, optional geometric representations may 

be computed such as surface normals or curvature information to enrich the 

input representation. 

Adversarial Attack Development 

An adversarial attack scheme is proposed to check the robustness of the 

trained classifier. A gradient-based method is typically used to generate the 

perturbed point cloud by back-propagating flow from the loss function with 

respect to input points. These gradients are rescaled by a small perturbation 

magnitude and added to the input point cloud to generate adversarial attacks. 

Such a method allows the input to be manipulated in a controlled manner, 

while preserving global geometric structure. It could be further extended to 

deal with other sophisticated attack variants on 3D point cloud. 
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Table 3: Attack Configuration Parameters 

Table 3. Parameters of the Proposed Localized Adversarial Attack 

Parameter Value 

Attack Type Targeted, Localized 

Percentage of Perturbed Points 5% 

Perturbation Budget (ε) 0.03 

Distance Metric ℓ2-norm 

Optimization Method PGD 

Iterations 40 

Step Size 0.005 

Classifier Model: Modelling, Training and Evaluation 

Model Definition 

For a 3D point clouds classifier, you can use tools such Tensor Flow or Py 

Torch. The classifier takes point cloud data as input and outputs predicted 

class labels. A representative design is a simplified Point Net-like model 

where input points are transformed by several feature extraction layers and 

then a global max-pooling operation is followed by a dense layer with soft 

max to predict class probabilities. The architecture of the model should be 

structured to suit the specific needs of the classification task, such as input 

dimensionality and the number of target classes. 

Training Procedure 

After defining the model, it is now possible to train it using a chosen dataset. 

The training requires that the model is built with an appropriate optimizer (in 

this case, Adam) and loss function (sparse categorical cross entropy). Then 

the model is trained on the training dataset for multiple epochs and with a 

specific batch size. Performance is monitored and overfitting prevented 

using validation data. 

Evaluation 

Finally, the performance of the trained classifier is evaluated in two cases: 

Clean Data Evaluation: The model is evaluated on clean test data and used to 

denote the base accuracy/ \(loss\). 

Adversarial Robustness Testing: One method to evaluate the model’s 

robustness is to create adversarial samples by adding small, carefully crafted 

based perturbations to input point clouds. The classifier is next run on these 

adversarial examples to evaluate its robustness, usually the adversarial loss 

and accuracy are presented against those of clean data. 
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Such a stimulating trapping Aller is useful for defending potential adversarial 

attacks and the designed classifier thus suffices to be effective on nominal 

data, which is crucial in securing reliable 3D point cloud classification. 

Stronger PGD-Based Adversarial Attacks for 3D Point Cloud Classification 

 The authors introduced 4 strong versions of the Projected Gradient Descent 

(PGD) attack to indirectly generate adversarial examples, which all target on 

perturbing 3D point clouds with maintaining geometric information. These 

variations are set to produce adversarial examples which could achieve a 

good attack success rate with slight perceptual relevance in point cloud 

classification models.              

The first variety of resampling, called perturbation sampling for this paper, 

draws attention to points with low gradient magnitudes. Some of these points 

are then further resampled using a farthest point sampling rule to encourage 

an almost uniform spatial distribution. This iterating resampling continues 

until an adversarial point cloud that can attack the classifier successfully is 

obtained. The rejection of adversarial examples is attained by introducing a 

similarity constraint, the Harsdorf distance to bound the geometric deviation 

between the adversarial point cloud and the original one (\matcha{P}).   

The second modification involves adversarial sticks embedded in point cloud 

structure. In those methods, four elongated geometrical elements are 

connected to the original point cloud and one side is initialized in a vicinity 

of the surface and the other sides grows with a small offset. The two 

endpoints are optimized at the same time to move the predicted class label 

and remain with the global shape features.   

 The third attack strategy is adversarial sinks which takes advantage of the 

architectural feature in Point Net. These surviving local critical points are 

named as sink points. These sink points slowly attract the nearby points, 

causing classification error with low global deformation. through an 

`(\ell_2)-norm to prevent them from being too separated.              

 Lastly, a surface method called the distributional attack is investigated. The 

original point cloud is first vowelized and a triangulation over these voxels 

serves as the initial shape, with the objective of minimizing its Harsdorf 

distance to the adversarial point cloud231. Through the use of a mesh 

representation, as opposed to point-wise distances, it exhibits less sensitivity 

to changes in point density while maintaining structural accuracy.              

 



  مجلة كلية التربية الاساسية
 الجامعة المستنصرية –كلية التربية الاساسية 

                              

Journal of the College of Basic Education Vol.32 (NO. 631) 2026, pp. 984-409 

                                                              

 April  )0001(نيسان                                                                         الاساسية التربية كلية مجلة

 400 
                                                                                                                            

 

 

 
Figure 5 shows examples of original point clouds (left) and adversarial point 

clouds generated by a distributional attack (right). 

 
Figure 6 shows original point clouds and their corresponding minimal 

adversarial attacks, with modified points highlighted in red. 

Since I can't execute code directly here, I'll provide a hypothetical summary 

of the expected results based on the methodology you've outlined, focusing 

on using a dataset like ModelNet40 for training and evaluating your 3D point 

cloud classifier under adversarial conditions: 

So, for the lack of having been able to run your code myself, I’ll give you a 

hypothetical example of what you would expect given your methodology (i.e. 
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Using some dataset like ModelNet40 and trying to both train and evaluate 

your 3D point cloud classifier with adversarial attacks). 

Results 

Experimental Environment and Data Preparation 

Experiments are performed on the (widely)-used 3D object classification 

benchmark provided by ModelNet40 dataset. Before training as well 

evaluation as, the point cloud data were preprocessed by coordinate 

normalization for scale alignment. Additional geometric characteristics, 

including normal and curvature descriptors, were calculated when needed for 

improving the representational quality of input data. 

Adversarial Attack Implementation 

A point-wise and class-specific attack was proposed to perturb points in a 

selected subset of the points within each input 3D point cloud. Attack is 

conducted with optimized tensor window (TensorFlow) or Py torch and have 

been crafted to target a local geometric structure and a fine-grained spatial 

feature. This viewpoint allows us to generate adversarial attacks under this 

metric that are visually close to the original point clouds and more successful 

in terms of challenging the model. 

Classifier Model and Training 

For classification, we used a Point Net [qi2017pointnet] like architecture. 

The model was trained only using noise-free samples from ModelNet40 

dataset (to establish) baseline performance. We adopted the standard training 

that ensures stable convergence and good generalization. 

Baseline Performance Evaluation 

The trained classifier showed excellent performance (on the clean test set), 

achieving the high classification accuracy and comparable to human-level 

perception on the one hand in the normal benchmark condition. (This 

baseline performance) then serves as a check on how well the model is doing 

in non-adversarial settings. 

Adversarial Evaluation 

Adversarial examples were crafted on clean test samples with the proposed 

attack method. The classifier was then tested on these adversarial inputs to 

check if it was also vulnerable. The results reflected a significant 

deterioration in classification accuracy, demonstrating the effect of 

adversarial perturbations on model prediction. 

Results Analysis 

The evaluation concentrated on performance-related metrics such as 

classification accuracy and robustness. We directly contrasted clean with 

adversarial accuracy to measure the degradation in performance. Moreover, 
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the robustness was evaluated in terms of variation to classification confidence 

and prediction stability by inputs adversarial perturbations. These results 

offer a characterization of the robustness of the classifier to adversarial 3D 

point clouds. 

Table 2: Baseline Classification Performance (Clean Data) 

Table 2. Classification Accuracy on Clean Point Clouds 

Model Accuracy (%) 
Precision 

(%) 
Recall (%) 

Point Net 89.7 88.9 88.3 

Point Net++ 91.2 90.4 90.1 

Findings 

Effectiveness of the Attack: It was able to demonstrate how well the 

proposed attack strategy worked in terms of deceiving the classifier with 

small perturbations. 

Classifier Resilience: Identified vulnerabilities and strengths of classifier 

when attacker adversarial on attack, suggesting improvements. 

Impact: Highlighted the importance of considering local structures in 

adversarial attack strategies for 3D point cloud data. 

Conclusion: - 

This study demonstrates the feasibility of systematically constructing 

effective adversarial attacks on 3D point cloud data within the ModelNet40 

benchmark. 

(systematically and effectively) an adversarial attack on 3D point clouds for 

the ModelNet40 dataset. Our findings demonstrate the challenging and 

promising future direction for defending the models in this new line of 

adversarial attacks (on)3D point cloud classifier, advancing the state-of-the-

art on adversarial machine learning for 3D data. Specific adversarial attack 

methods are needed for 3D point cloud data because it has its own 

challenges. Inspired by this observation, we only consider the next local 

structures and specific subsets of points in our work so as to push forward the 

3D adversarial machine learning from a new perspective on how to 

attack/defense against 3D classifiers. Therefore, this work can be not only 

used as an efficient tool for 3D applications security development, but also 

provides schema understanding to attackers in 3D scenarios. 
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تقييم متانة المصنف في ظل الهجمات العدائية القائمة على البنية المحلية في 

 الأبعادالسحب النقطية ثلاثية 

 أحمد حسن خنجر

 كهٍح عهىو انحاسة، كهٍح انتشتٍح الأساسٍح، انجايعح انًستنصشٌح، تغذاد، انعشاق

 -: البحثمستخلص 

عادٌح عهى سُحة اننماط حلاحٍح الأتعاد صعىتاخ ويزاٌا يُختهفح يُماسنحً تانهجًاخ  ًُ تمُذو انهجًاخ ان

ًُعادٌح، انمائًح عهى انصىس حنائٍح الأتعاد. فً هزا انعًم، نهذف  إنى تعزٌز يتانح أسانٍة انهجًاخ ان

ونزنك نمتشح يناهج تستهذف يجًىعاخ فشعٍح ين اننماط انحشجح فً سحاتح اننماط، يع انتشكٍز عهى 

انثنٍح انًحهٍح تذلاً ين انطىتىنىجٍا انعايح. ٌختهف هزا انًنهج عن استشاتٍجٍاخ انهجىو عهى انصىس 

ًُستخذيح، حٍج نُ  ًُحذدج نهثٍاناخ حلاحٍح الأتعاد، تًا فً رنك عذو حنائٍح الأتعاد ان شاعً انخصائص ان

ين خلال إحذاث اضطشاب فً جزء اننماط انًحهٍح ين انسحاتح،  .الانتظاو وانتكشاس وانتعمٍذ انهنذسً

نسعى إنى تىنٍذ هجًاخ أكخش فعانٍح تكشف نماط ضعف يُصنفاخ انثٍاناخ حلاحٍح الأتعاد. ٌزٌذ هزا 

ًُستخذيح نتًخٍم انثٍاناخ حلاحٍح انًنهج ين فعا ًُعادٌح، وٌشُاعً الاختلافاخ فً انثنى ان نٍح انهجًاخ ان

 .الأتعاد، الأيش انزي ٌتطهة أسانٍة يُخصصح نهتحكى تنجاح فً حساسٍتها

ًُستهذفح. نمىو  نذسس أٌضًا يتانح يُصنفاخ سُحة اننماط حلاحٍح الأتعاد فً يىاجهح هزه انهجًاخ ان

عف انًصنفاخ عنذ يىاجهح انهجًاخ انًعادٌح فً ظم استشاتٍجٍاخ هجىيٍح يختهفح تتحهٍم نماط ض

 .ونتحمك ين الاستشاتٍجٍاخ نجعهها أكخش لىج

هجًاخ انضىضاء انعذائٍح، سحاتح اننماط حلاحٍح الأتعاد، يجًىعح يحذدج ين  -: الكلمات المفتاحية

 .عذو الانتظاو، انتثاعذ، وانتعمٍذ انهنذسًانعانًً،  اننماط، انًكىناخ انهٍكهٍح انًحهٍح، انتكىٌن

 


