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Abstract

. e recurrence relation to find
the next state values of single LFSR Jep_eﬁding on initial values, s.t. he
can be considered the first who can construct a linear equations system of
a single LFSR. Attacking of key generator means attempt to find the
initial values of the combined LFSR's.

This Paper introduces-developing of Geffe generator by increasing
the LFSR's from (3) to (5) with new combining function which has good
statistical properties. The new generator called Modified Geffe generator.

In this paper, firstly, a Golomb's method introduced to construct a
linear equations system of a single LFSR. Secondly, this method

developed to construct a linear equations system of key generator (a

LFSR system) where the effect of combining function of LFSR is

obvious. Lastly, before solving the linear equations system, the existence

and the uniqueness of the solution must be tested, then solving the linear
f the classical methods like Gauss

equations system using one O

Elimination. Find the solution of linear equations system means find the

initial values of the generator. The new proposed generator treated as a

practical example of this work.

near Feedback Shift Register (LFSR), Linear Equations

. Li
é(;si:vngrgisauss Elimination Method, Geffe generator.
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1. Introduction L T
A LFSR System (LFSRS) consists of two main basic units. First, 1s a

feedback function and initial state values [1]. The second one is, the

Combining Function (CF), which is a Boolean function [2]. Most of all
Stream Cipher System's are depending on these two basic units. F igure

(1) shows a simple diagram of LFSRS consists of n LFSR's.

LFSR, >

LFSR,

CF ——35

LFSR, | ’_\_’

Figure (1) A systen{ ofn LFSR’s
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for every LFSR in the

This paper aims to find the initial values
System depending on the following information: | P
!. The length of every LFSR and its feedback function ar
2. The CF is known. £ Bt &
3. The output sequence S (keystream) generated from the o
pable word attack be

: ro
known, or part of it, practically, that means, @ p

applied [1]. ] ’
i ear equation
This work consists of three stages, constructing 11 :1 1S
: i em, and last
system, test the uniqueness of the solution of this syst Y,

solving the linear equations system.
2. Constructing a Linear Equations System forSSlil le (II,IIiS)th
Before involving in solving the Linear Equations SySter ’

should show how could be the LES of a single LFSR constructed, since
its considered a basic unit of LFSRS. Let’s assume that all LFSR that are

used are maximum LFSR, that means, Period (P)=2"-1, where r is LFSR

length.
Let SR, be a single LFSR with length r, let A¢=(a.;,a.2,...,a) be the

initial value vector of SR, s.t. a, 1<j<r, be the component j of the vector
Ay, in another word, a; is the initial bit of stage j of SR, let Co'=(cj,...,C;)
be the feedback vector, c;e{0,1}, if ¢=1 that means the stage j is
connected. Let S={s, |",' be the sequence (or S=(50,S1,-..,Sm.1) read “S
vector”) with length m generated from SR, The generation of S

depending on the following equation [3]:
=a;= ) d_cC, I=
5; =a; ;ZI =10 190,15, (D)

Equation (1) represents the linear recurrence relation

The objective is finding the A,, when I, Coand S are kn
A own,

3
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Let M be a rxr matrix,

o- L]

M=(Cy|l 1xr.1), where M'=1. R, after one shift, s:t-
Let A, represents the new initial of S N

(C[ 0 r s 5 r)

Cz 0 = (Z a,_ Ci» :

A1=A0>(M=(a_|,a_2,. i .,a.r) : j=1

e, 0 0/
In general, Q)
AFAi.lXM, i=0,1,2,. 54 relation, — haVe:

: ence
Equation (2) can be considered as 2 recurt

...3)

==\ =A. 2=,..=A XMi
A=A xM=A;,xM 0 , equations (2,3) can be

The matrix M' represents the i phase of SR; o -
considered as a Markov Process St Ao IS the initial probability

distribution, A; represents probability distribution and M be the transition
matrix [4].

notice that:

M*=[C, Collixr-2] and so on until get M=[C,,...Co|lx.i], where 1<i<r.

When Cp=C, then M"*'=M.

Now let’s calculate C; [5] s.t.

Cj=MxCi.I, i=l,2,... o (4)
Equation (1) can be rewritten as:
ApxCr=s; , i=0,1,...r )

When =0 then AgxCy=s, is the 1* equation of the LES,

i=1 then AgxCi=s is the oM €quation of the LES, and

i=r-1 then AyxC,, 1=5e.1 18 the I equation of the LES
In general: k
AgxC=§
C represents the matrix of )] C; vectors g +»4{0)
s.t,
C_(CUC] I= ])

(7



f

The LES can be formulated as:
Y=[ C"|S"] (8)
Y represents the extended matrix of the LES.

E';K"a:ll::lgf{:)has Co'=(0,0,1,1) and s=(1,0,0,1); by using equation (4), v
get: ’ 1

o 1 0 0Y0) (O
Ci=MxCy= 001 0§01 : , in the same way, C2 0 ,Cy= (1)

1 00 1! 1

1 00 of1) \0 \0 1

From equation (6) we have:

0 0 1
en as equations:

—

y =(1,0,0,1), this system can be writt
1

1

1
0

O O =

0

A
41
1

ajtas=1

agta.;=0

a.ta,=0

atastas=l

(for simplicity we can omitted the sign (-)).

Then the LES after using formula (8) is:

0 0 1 11
Y=01100

110 0]0 ...(9)

1 01T 111

3. Modified Geffe Generator
3.1 Geffe Generator




Fv’

>

ihree maximum-length Lpgy
fined bY ely prime; with fonling,,

is de )
The Geffe generator 12l ¥ ise relatlV

3

air
e
whose lengths r, 15, T3 € P s
. . . *X3 XJ
combining function: Joxs = x*x2D%2
F3(x1,%2,X3) = Xi *B(19%

(see figure (2)).

) Geffe generator [5):
eriod (27-1)(2"-1)(2”-1) and lineg
p

Figure (2

has

The keystream generated | A

omplexity LC=rry+rr;+r;. The Geffe generator is cryptograp y
ik i . nd LFSR3 e

weak because information about the states of L.FSRI a o héks

into the output sequence. Despite having high period and moderately igh

linear complexity, the Geffe generator succumbs to correlation attacks

[1].

3.2 Modified Geffe Generator Description_

Know we would improve this generator by choosing 5 LFSR's instead
of 3 LFSR's, if the output of LFSR3 is 0 then we
LFSRI1 and LFSR2, otherwise we choose
LFSRS. The CF of thjs generator is;

choose the xoring of

the xoring of LFSR4 and

Fs(XI,X2,X3,X4,Xs)=(XI@Xz)*(XﬁBI)®(X4®xs)*x3

...(10-a)
Or it can be Wwritten as follows:

Fs(xl,xz,x3,X4,X5)=X1@X2®X|X3®X2X3®X3X4®X X
3Xs

...(10-b)
6

‘



d-Geffe generatol

so we called this system Modifie
tor
: effe Genera
3.3 Efficiency Criteria of Modified G
(a). Periodicity
The sequence S has period P
n
of LESR, denotes by P(S P(®) 2

(S) when So=Sp{S}:Sl=SP(S}+1=' .., the peri(]d
4 P(S;) are least possible POSitiy,

integers, so
(11
P(S)=lem(P(S,),P(S2), . -P(Sn)) )

The period of S which product from key generator depends on
LFSR unit only and there is no effect of CF unit.

P(S) will has lower bound when I=Ti V1<i<n, and upper bound whep

P(S;) are relatively prime with each other therefore P(S)<P(S)<[ [P(S ).

i=]

The objective is that key generator must have an upper bound to P(S) st.:

P(S)ﬂi[P(Si) (1)

It’s known earlier that P(S;) <2 -1, and if the LFSR; has maximum
period then P(S;)= 2° -1 [3].

Theorem (1) [6]
PO)=]e

~1)if and only if the following conditions are holds:
1. GCD,(P(S))=1..

For Modified Geffe generato, P(s)ﬂil(zr
=0

i=]



~

Example (2
if r=2,3,.. ,6 for i =14

P(S)—lcm(3715316) 041310, 3547°31 3"
lem(31.5070318,305 T2 131‘=9765
l'c‘mf: 2) 5max(0ﬂ7max(0l)3lm&’<0'}-”: 5.7
=3max Whe) ?

(b). Randomness nerator i pseudo-random if it hag thi

nce ge .
For our purposes, a $equ® (hat it passes all the statisticg] testg
property: It looks random. This means
of randomness that we can find [1].
Definition (1) [1]: A random bit generator is a device or algorithm Which

outputs a sequence of statistically indepen

dent and unbiased binary digits

The sequence that is satisfied the 3-randomness properties called PRg
[3]. The randomness criterion depends on LFSR’s and CF units, therefore
from the important conditions to get Pseudo Random Sequence is, the
sequence must be maximal and CF must be balance.

From the truth table of CF of modified Geffe, notice the ratio of
number of 0's to the total output of the function = 32 (25=32) is 0.5, this

mean the number of 0's = 16 and so as number of 1's, that's indicates that
this generator can generates random sequence

The truth table of CF ig shown in table (D).



.1 Geffe enerator,
o of Mol S
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it orrelation Probability (CP;) for each LFSR | Ratio of "0"

the shaded cells means the similarity between

X; ut Of
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(c). Linear Complexity



Y
ey 0 -

The L d as he len th, of the §h0rtest1
mplexity is define the leng
inear Comp

t can
(which is equivalent LFSR) tha
state

mimic the generator outpyt, Any

)4 fi
S ce generated \Y

finite linear complexity [7]. "
Let's denotes the Linear Complex

LC(S), then it can by calculated by:

LC(S)= ry#rytrrytrory g trsrs.

for the generated sequence by

Example (3)

i i i in example (2), then:
Let's use the same information mentioned

LC(8)=2+3+2*4+3%4+4*5+4*6 = 69

-

(d). Correlation Immunity
Correlation can be defined as the relation between the sequence of
CF=F, from the key generator and the sequences that are combined each

other by CF. This relation caused because of the non-linearity of the

function F,. The correlation probability CP(x), in general, represents the

ratio between the number of similar binaries of two sequences to the
length of the compared part of them. F, has m™ 0

rder CI, if the output z of
( F; is statistically independent from ou

tput from m-sequences

CPi=16/32= 3, forj= 12,5

Let's denotes the Correat;
by CI(S), then it can by calcu]ag
CI(S) =5,

ed by:

10




tor is jmmune and jt .
ra

=5
e ; \
jmmu? effe ger Jation attack, whilg Qe
since the number odil! st COTT° t
oy K
:~dicates : tac
g lnd by correlatio” d
be attacke une [8] Generator
i €
generator jsnot1 ified Gefﬂ with feedback Ve
j:':l,QS".’ ’ ct(}r
uctin
4. ConstIE=="sop.
n i
Let’s have
Jue vector AOJ':(a"j""’a-rjj), So
Coij itial V@
Kkno n ini
02) and ]’135 un
0
Cor,l

SR, has M;=(Cojl 1 - )

By using recurrence equation (4), -
Cij=ijCi_1 b i=1,2;+

by using equation 5) g

AgxCi=sij, i=0,1,...,r-1 and Si=(s0jS1js+**» m -
s the output vector ofSR, which o
ables produced from the LFSR’s wity

course, is unknown toq

S; represent

m represents the number of varl .
consider to CF. in the same time its represents the number of equations

which are be needed to solve the LES. Of course, there is n of LES (one
LES for each SR, with unknown absolute values).

Now, let Ay be the extended vector for m variables, which consists of

initial values from all LFSR’s and C is the matrix of Ci vectors
considering the CF, C, fepresents the extended vector of all feedback
vectors Cjj, then ApxC=S,
From CF the '

number of varigh)es (m) are;
M= rtrytrr tr 2I'3+r3r4+r3r5.

The initia] value is:

“AortAg+A ‘k_li& ApstA t 385 X0,X1,....% )
2 c03dm.1),
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researcher reqUirements) ' LFSR; by 'a, LFS

implicity let's denote the unknowns i ’ | . by b,
For simp ' J— of SR; by ‘¢, and so on, theref(,re:
and so on, let’s denofe -.(14)

o et = d €rs
Xo=4aj, X1=a2,. . s Xm-I rdbr '
0=a 14) can be applied on the feedback vecto, C,

In the same way, equation (
CimC, +Cirt it CiaCitCitCirt Cnli

And the sequence S will be:
§=5,+8,+8,83+S2851835415355

s.t, 5;=5;1 iz +SirSiaFSizSisSisSiatSisSiss

where s; is the element i of S.

So the LES can be obtained by equation (6).
Figure (3) shows the block diagram of Modified Geffe Generator.

| LFsRI

| LFsR2
| LFsR3

| LFsR4

| LFsRs
Figure (3) Block diagram Modified Geffe generator,

2333435 and 6:

12



£

1
C01=[1J, Cor=

1

0|, Cos=

]

Let the output sequences be: "
S=(0,1,0,1,0,0,1,1,1,0,[,,,,,0,0,0,0,0,1,1,0,1,1,0, )s

0
1 o O
C01=C31=...=C65,|=C(,3,1=(J,C11=C4r‘-~ Ces,1=Ce61 (IJ

1
Coi=Csi= .. '=C64:I=C6?.I=(0}

/1)

(0)

(1) 0
o en m=69.

’ , Cos={ 0 |» Cos™ =
0
\l) |

L 1)

1) (1 (0
Co=...=Cg32=[ 0|,Cy2=...=Ce9,=| | Co=..=Caa=[ 1|5
\1J 1 (|
1) (0 (0
C32=.“=C65‘2= 1 ,C42=.--=C66,2= 0 ,C52=...=C6?,2= 1 ’
\0) \1 \0
(1)
C62=...=C63’2= 0.
0)
) (13 1)
0
C =, = = P — =l 0
03 C65,3 0 :C13 ..."‘C66’3"— 1 ’C23="‘=C67,3= ; ;
\1) 1
I~ \*) (1)
Cys=...=Ceg=| °
1 3
\1)

And 50 on untj] we get:



0 1
1 Coo =] 0
K | 7 [,Ca3 7593 X
0 = 5C533 0
Car™ ,C133 ; ; :
=,..=0s13™
" o  fori=1,2,--,09.
\OJ et Ci and Ciss
ess WE .
In the same proc on (4) will b 0,0,0,0,0,0,1,0,0,0,0,1)
by apply"]g equano 0009190;0311"" !
CBT__:(I,I,I’0,1,1,0,0,110: ’
Therefore, )
0000
r11101103m??;0001111
1001010' .“(15)
@ -
38 ' 1111]0
i 11..001 |
(IJ??;II(I)OO...IIOIIIIHO

e Solution of LES

' fTh m_ .
5. Test The Untl?nll:g; ‘:,ariables, then there are 2™-1 equations, p,
Since the syste

he system,
ly m independent equations are needed to solve the sys If the
only

i the system has no up; e
system contains dependent equations, then y. q
solution. So first it should test the uniqueness of solution of the system by
, ' T
. many ways like calculating the rank of the system matrix (r(C)) or by
( finding the determinant of the matrix. If the rank equal the matrix degree

(deg(C™), then the system has unique solutjon, e]se (r(C< deg(C")) the
system has no unique solutiop,

In order to caleulate the r(CT) it has to yg

¢ the elementary operations
to convert the C" matriy ¢, a s

mplest matrix by making, as many as

mas of the matrix CT if it converts to
=-‘deg(CT)

- =, t : T
unique solutjo, [9]. ben we ‘an judge that CT has

14



I o 0
Operations, the Mmatrix can be converted to the matrix S l;) (; 10 :
0 0 o 10

this matrix has rank =4=deg( CT) then the matrix has unique solutiop,

For modified Geffe generator, we obtain that the LES has Unique

solution; of course we have to choose 69 independent equations not all

are in sequence order.

6. Solving The LES
After be sure that the LES has unique solution, the LES can be solveq

by using one of the most common classical methods, jts Gauss
Elimination method. This method chosen since it has Jower complexity
than other methods. As known, this method depending in two main
stages, first, converting the matrix Y to up triangular matrix, and the
second one, is finding the converse solution [8], Example (6) shows the

solving of a single LES for one LFSR.

Example (6)

Let’s use the matrix Y of equation (9), after applying the elem
entary

operations, and then the up triangular matrix is:
0 0/o0
1 00
01 1]1

0 0 0 1]1
Now applying the backward solution to get the initial value Vector.

1
1

1
bl ;
=10

15



Ny

A0==(0,0,0, 1).
The LES of 5 LFSR’s is more complicated than LES of 3 sing|

FSR, Specially, i; the CF is high order (non-linear) function. Firgt it
shou]g Solve the variables which are consists of multiplying more than
One initial varjabje bits of the combined LFSR’s.

As an example of modified Geffe generator, its going to solve the
Variables d,, Isk<m-1, then solving the initial values aj since x, ig
Tepresented by multiplying three initial bits in 10 terms, and four initia]
bits in 5 terms. In another word, every system has its own LES system
because of the CF » S0 it has own solving method.

As an example to find the variables a;j of modified Geffe generator,
after solving the LES we found that 91 variables (x;) equal (1) from the
whole number of variables, s.t.:

X0=X=X3=0, x 17X4=X127X04=X44=Xg5=1.

From equation ( 14), we know that EVery Xy is consists from product of
(3) or (4) unknowns, where a;,b;,cy,d,,e, are initial values the five LFSR's
contribute in 5-modified Geffe generator s.t, 1=1,2,3,4,5. The LES system

Y which mentioned in example (4) will be solved in the next example.

Example (7)

xo=a,=0, X1=a=1, X2=b1=0, X3=b2=0, X4=b3=1, and X24=C4*d5=l, this
means c,=ds=1 and so op until we found ] the initial values of a]]

LFSR's contribute the modified Geffe generator, After applying the above
process we get:

o A01=(abaz)=(a-r1,3-21)=(0,1)-

o A02=(b1,bz,b3)=(3-1213-22:3-32)"':(0:0,1)-

. A03=(01,02,03,04)=(a-13@-23&33@-43)*(0,0,0:1)-

. Ag4=(d|,dz,d3,d4,d5)=(a_14,a_24,a_34,a.44,a_54)=(0,0,0,0,1).

o Aos=(e1,82,33,04,65,66)=(ﬂ-r5,3-25,&35,3-45,3-55,3-55)=(0a0:0,0,0,1)-

16



L0 ;

We change oy attack from known plain attack to cipher attack only,
Which Means, changing in the sequence S (non-pure absolute vaerS),

50 We shall find 3 pew technique to isolate the right equations in orde,

to solve the LES.
2. 1t is not hard to construct a LES of any other LFSR systems; of

course, we have to know all the necessary information (CF, the
number of combined LFSR's and their lengths and tapping).

3. Notice that m(=69) is may larger because of the non-linearity of the
combining function CF (majority function), and because of changing
the non-linear variables to new variables, so we think that it can keep

m as number of non-linear variables and solving the non-linear system

by using direct methods after applying the suitable modifying.
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