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Criminal Liability arising from using a forged electronic authentication certificate
Comparative Study
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Abstract:

Due to the ease and speed of electronic transactions via information networks , many
contracts and transactions are now conducted electronically . However, it is essential to verify
the accuracy and validity of the data in electronic transaction ,as these transaction may
involve fraud , forgery , or incorrect information since they are contracted remotely via
information networks without a physical meeting between the parties. Therefore , the
legislator has approved a legal instrument called the electronic authentication certificate ,
which has become crucial proving the validity of the electronic signature of the person who
conducted the electronic transaction. Since the electronic transaction certificate is considered
proof in the electronic transaction , it is necessary to provide it with special legal protection by
punishing those who misuse it . Accordingly , when a person uses a forged electronic
authentication certificate ,they expose themselves to criminal liability because , in this case ,
they are considered to have committed the crime of using a forged electronic authentication
certificate.
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