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Article Info. Abstract

The most popular messaging protocol in Internet of Things (IoT) networks is the Message Queuing Telemetry Transport
(MQTT). It provides three Quality of Service (QoS) levels for reliable data delivery depending on application needs.
Therefore, MQTT is widely adopted and supported by major IoT platforms like AWS IoT, Azure IoT Hub, IBM Watson
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1. Introduction

Internet of Things (IoT) systems are networks of interconnected devices that have a tendency to be resource-constrained and unreliable
networks. To deal with this complexity, as shown in Fig.1, the publish/subscribe model has emerged as the preferred communication pattern
that decouples both the data producers and consumers with a central broker. The trend supports scalability and asynchronous communications,
which play a vital role in IoT environment dynamics [1, 2]. Scalability is particularly important in applications such as smart buildings [3, 4]
and smart cities [S], where publish/subscribe-based patterns support energy efficiency and the coordination of large-scale systems [6].

In contrast to traditional request/response protocols, publish/subscribe enables the efficient dissemination of information to multiple subscribers
with minimal overhead [7, 8]. It is also suitable to use in applications such as smart homes, industrial control, and environmental monitoring,
as devices often enter and leave the network in loosely coupled interactions [9,10]. The most widely used messaging protocol in IoT is the
Message Queuing Telemetry Transport (MQTT) protocol [2]. It is a lightweight protocol that is to be applied in small devices and low-
bandwidth networks [11]. Its core architecture comprises three components: the publisher, which sends messages; the subscriber, which receives
them; and the broker, which handles message routing. This design simplifies communication while maintaining efficiency, contributing to
MQTT’s widespread adoption in IoT applications [12, 13]. The protocol also provides support to the control packets required, such as
CONNECT, PUBLISH, and SUBSCRIBE, to allow the clients to establish sessions, transmit messages, and create topic-based communications
channels [14]. Due to its minimal overhead and simplicity, MQTT is well-suited for scenarios such as agriculture, smart healthcare, and smart
cities [15, 16].

In contemporary smart-city deployment contexts, MQTT has been seamlessly incorporated into open-source platforms, thereby facilitating full-
stack, end-to-end communication among urban [oT nodes [6]. The literature further underscores MQTT’s suitability for lightweight applications
owing to its minimal handshake protocol and efficient topic-based routing [17].
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Nomenclature & Symbols

IoT Internet of Things NS-3 Network Simulation Package

MQTT Message Queuing Telemetry Transport UDP User Datagram Protocol

QoS Quality of Service COTS Commercial-Off-The-Shelves

AWS Amazon Web Services MCU Microcontroller Unit

SSL/TLS Secure Sockets Layer / Transport Layer Security = DHT Digital Humidity Temperature

Al Artificial Intelligence OTA Over The Air

ML Machine Learning MQTT-SN MQTT Sensor Network

CoAP Constrained Application Protocol MQTT v5 MQTT Version 5

LwM2M Lightweight Machine-to-Machine CPU Central Processing Unit

TCP/IP Transmission Control Protocol/Internet Protocol ESP8266 Wi-Fi Microchip

LoRa Long Range 6LoWPAN  IPv6/ Low-Power Wireless Personal Area Networks
IEEE Institute of Electrical and Electronics Engineers ECDSA Elliptic Curve Digital Signature Algorithm
ACM Association for Computing Machinery SHA Secure Hash Algorithm

MAC Media Access Control ORT Overlay Routing Tables

EMQX Erlang Message Queue X PRT Publication Routing Tables

RL Reinforcement Learning RTU Remote Terminal Unit

PER Packet Error Rate BLE Bluetooth Low Energy

MUP MQTT User Properties MLR Message Loss Rate

RTT Round Trip Time 5G Fifth Generation Network

NB-IoT Narrow Band IoT MAB Multi-Armed Bandit

PrioMQTT  Priority-based MQTT XMPP Extensible Messaging and Presence Protocol

Resilience of data and transmission efficiency is also an important feature of IoT architectures particularly as it relates to mission-critical
operations-remote healthcare monitoring, industrial automation, and environmental control [18]. These environments tend to make available
energy-limited devices, lose connections, or work on wireless links of low quality. This type of condition makes packet loss or latency
intolerable [19, 20]. In such cases, protocols used in communication should provide data reliably and with energy efficiency. A trade-off between
assurance and performance is necessary in power-sensitive devices, or real-time decision-making. Therefore, delays or loss of messages can
trigger system breakdowns or unsafe behavior [4]. Therefore, applications in the smart-home domain and remote environmental monitoring
systems depend heavily on MQTT's capacity to transmit temperature and security-related data with reasonable latency or loss [21]. Large-scale
smart-city installations require end-to-end service assurance in MQTT-based communication, a challenge mathematically modeled by Ali and
Zafar [4].

Subsecriber 1

Subscriber 2

Subscriber 3

Subscriber 4

Fig. 1. Publish/Subscribe model

MQTT supports three Quality of Service (QoS) levels to accommodate different messaging reliability requirements in [oT and other lightweight
communication scenarios. Each QoS level balances reliability, latency, and network overhead based on use case needs. Each level defines a
unique way through which the exchange of messages between broker and client is controlled. QoS 0, commonly termed "at most once,"
dispatches data without acknowledgment or retry, a mode suited to non-critical communications where temporal fidelity outweighs reliability.
By contrast, QoS 1, known as "at least once" mandates return confirmation, making duplicate messages possible if retransmissions become
necessary. The most stringent level, QoS 2, known as "exactly once", aims to deliver messages by means of a four-way handshake that prevents
duplicates, but has significantly higher additional processing and transmission overheads compared to the other two levels [13, 15]. These QoS
levels provide the application developers with fine-grained control of reliability. However, the allocation of QoS levels is fixed, therefore, it
does not consider dynamic network characteristics, or changing power constraints, as experienced in large-scale IoT deployments. Such
brittleness is reinforced by recent empirical studies that showed the inefficiency of fixed QoS approaches in the face of changing loads and
links [10, 22, 23]. Besides, existing assessments using deep learning algorithms showed that a fixed QoS assignment tends to be suboptimal,
particularly in cases of unstable workload or network conditions [24]. Moreover, safety-critical IoT use-cases, such as emergency alerting,
expose limitations of the standard QoS framework, as underscored by priority-enabled MQTT extensions that enhance timely and prioritized
messaging [18, 25]. Though the three conventional QoS levels provide the necessary control over the delivery of messages, they do not suffice
in most modern IoT implementations [26]. As an example, QoS 2, which is the only one capable of ensuring the integrity of the messages, has
a significant overhead because it comprises a four-step acknowledgment scheme, which makes it less practical to use with the constrained
devices that have a difficult time meeting the strict processing [27] and energy requirements [28].

Although the MQTT protocol is characterized by significant utility, the security aspects adopted by MQTT brokers are highly heterogeneous.
As another example, the open-source Mosquitto broker also implements the basic security features like SSL/TLS (Secure Sockets Layer /
Transport Layer Security) and client certificates; however, they are not enabled by default. In the default setting, sensitive authentication
credentials are passed in unencrypted form, thus presenting an urgent vulnerability. This restriction indicates a generic vulnerability that is
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characteristic of the default QoS controls in MQTT that do not have an implied end-to-end security unless supplemental security controls are
employed [29]. Analogously, [30] observes that MQTT brokers frequently operate as passive routers, lacking intelligent buffering or priority-
based strategies that could enhance responsiveness in dynamic settings. These limitations lower the scalability and responsiveness especially in
massively deployed and real-time data processing [31]. In environments with a high density of concurrent subscribers, the default QoS
mechanisms often lead to delivery failures or delays, as evidenced by reliability studies of many-subscriber MQTT networks [23]. Empirical
evaluations of MQTT client libraries in industrial contexts further demonstrate that performance is highly sensitive to QoS selection and that
current standards fall short in addressing real-time demands [31]. Considering MQTT's growing ubiquity in numerous IoT applications,
addressing its QoS limitations has become a focal point in recent research. Multiple studies propose enhancements across various protocol
layers. As an example, the work in [32] and [10] emphasizes the necessity of a strict performance measurement in the comparisons of IoT
communication protocols, which points to the necessity to be precise in the methodological approach to the evaluation of the improvement at
the protocol level. An extensive survey of IoT-cloud integration was presented in [33] and it emphasized the role of QoS in systems of this type.

Although several review articles [1- 3] have examined MQTT and QoS mechanisms in IoT, most existing surveys mainly focus on protocol-
level performance, broker architectures, or general reliability and security aspects. In contrast, this review places particular emphasis on
emerging techniques such as cooperative QoS enhancement by subscriber-side retransmission, message caching, and peer-assisted recovery.
These approaches introduce a new paradigm in MQTT systems in which reliability is not solely enforced by the broker but is collaboratively
supported by end devices. This application-driven and cooperation-oriented perspective distinguishes the present review from existing literature
and highlights open challenges related to synchronization, security, and scalability that have not been sufficiently addressed in prior surveys.

This review systematically consolidates and evaluates the heterogeneous literature dedicated to enhancing message-oriented QoS in MQTT-
based systems. The principal contribution lies in delineating a clear taxonomy that spans protocol-level modifications, intelligent broker
configurations, and subscriber cooperation frameworks. The paper is also broad and deep insofar as it reviews the exemplary approaches,
including the work of Fauzan [34] on the cryptographic overhead on resource-constrained devices and the work of Zunino [30] on redundancy-
aware broker architectures. The taxonomy is merged with a comparative assessment that looks at reliability, latency, energy efficiency, and
computational overhead, therefore, pointing out areas susceptible to trade-offs. The discussion also identifies current research gaps, including
the limited deployment of adaptive QoS mechanisms in real-world testbeds and the absence of standardized support for advanced QoS features
in MQTT v5.

2. MQTT Protocol Overview

MQTT is an Application Layer protocol [35] specifically designed for IoT and M2M communication. It specifies the manner in which IoT
devices exchange messages, typically over TCP/IP (Transmission Control Protocol/Internet Protocol), and implements the publish/subscribe
communication pattern. The protocol's control flow is relatively straightforward. A client uses a CONNECT packet to begin the process of
communication with the broker, thus initiating a session. Once connected, the client may forward PUBLISH packets that publish messages to
designated topics or SUBSCRIBE packets that express interest in particular topics. Furthermore, MQTT supports message retention through
the RETAIN flag and provides session persistence via the clean session attribute. In order to be reliable, the PINGREQ messages are periodically
transmitted, whereas the DISCONNECT packet indicates a graceful end of a session [15].

The protocol employs a finite set of control packets, as shown in Fig. 2, that collectively provide a concise and efficient communication model,
rendering MQTT particularly well-suited to scenarios where bandwidth consumption and energy expenditure are critical [15, 36]. The
lightweight nature of MQTT allows it to be integrated with low-power wireless modalities like Bluetooth Low Energy (BLE), thus allowing
location-aware services in indoor loT deployments [37]. Moreover, the modular structure of the protocol allows security policies to be applied
at the object level, which makes the privacy-sensitive applications flexible [38]. To regulate the reliability of message delivery, MQTT provides
three QoS levels. Each level prescribes distinct delivery guarantees; Fig. 3 illustrates the three MQTT QoS levels discussed as follows:
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Fig. 2. MQTT protocol: Message flow and concepts

QoS 0 (at most once) does not even notify of the message. It has the lowest latency and the lowest overhead, but it does not guarantee delivery.
This level is commonly used where occasional data loss can be accepted, e.g., sensor streams where it is acceptable to miss short periods of
time in the data transactions. QoS 1 (at least once) is where there is an assurance that the message is sent to the destination at least once. The
sender keeps on resending the message until a PUBACK confirmation is received. QoS 1 may lead to duplicated transmission but it is more
reliable than QoS 0. The most trusted one is QoS 2 (exactly once). It makes use of a four-step handshake with PUBREC, PUBREL and
PUBCOMP messages to ensure that a message is sent exactly once. Removing duplicates, QoS 2 increases delivery accuracy, however, it also
increases the complexity of protocols and energy consumption [13, 15, 28].
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Fig. 3. MQTT QoS levels

The attributes of each QoS level make it suitable for specific use cases, as indicated in Table 1. That is QoS 0 minimizes latencies and overheads
but poses the danger of message loss; QoS 1 is more reliable and can cause duplicates; QoS 2 is most accurate in delivery but uses more
processing and memory. Choosing between the QoS levels thus involves a trade-off between the tolerance of an application to data loss,
duplication, latency, resource consumption and energy consumption [15, 28].

Table 1. Comparison of MQTT QoS levels

QoS . Duplicate
Level Name Delivery Guarantee Messages? Use Case
0 At most No guarantee (message may be lost) No Low-priority data like sensor readings where loss is
once acceptable
1 At least Guaranteed delivery, but possible Yes Most IoT scenarios (e.g., temperature alerts, smart home
once duplicates commands)
2 Exactly Guaranteed d@hvery with no No Critical data (e.g., financial transactions, medical alerts)
once duplicates

Despite MQTT’s flexible QoS framework, several practical limitations in IoT deployments diminish the utility of these levels. Unreliable
wireless networks, especially those based on Long Range (LoRa) or ZigBee, are easily interfered with, collide and degrade their signals,
resulting in retransmission or even entire messages being lost [39]. The energy limitations of most IoT nodes compound these difficulties.
Battery-operated devices are frequently in sleep mode and multiple acknowledgments or multistep QoS handshakes, especially those involved
in QoS 2, can quickly deplete energy supplies and reduce the lifetime of a device [34, 39]. Scalability also becomes a problem in the case of
high device density. As the number of connected devices expands, MQTT brokers may struggle to manage subscriptions and forward messages
efficiently, potentially leading to performance degradation under heavy load [30, 40, 41]. This limitation is often observed in environmental
monitoring systems such as temperature sensing, where the unstable wireless connections have been proven to result in a lot of message loss
and delay, which in turn directly influences QoS assurances [42]. To alleviate such scalability constraints, some researchers advocate edge-
based MQTT broker architectures that distribute processing geographically and thus reduce centralized bottlenecks [43]. In addition, real-time
applications such as industrial monitoring or healthcare require delivering messages in time. The current QoS mechanisms are static and reactive
and do not respond to the changing network conditions in a short time frame, nor do they prioritize the latency-sensitive traffic leading to
unacceptable delays in critically important services [25, 44].

3. Methodology of the Review

The current literature review is presented based on the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses)
guidelines to identify the relevant studies related to the MQTT protocol in IoT applications. An extensive search was conducted in five large
databases IEEE Xplore, ScienceDirect, Springer, MDPI, and the ACM Digital Library. The search was intentionally limited to the period 2019-
2025, and the number of initially collected references was 342 records from the mentioned databases with an additional 18 records from other
sources. After the removal of 71 duplicates, 289 records were filtered using the title and abstract, which led to the appraisal of 155 full-text
articles as eligible. This left 70 articles out due to the absence of empirical data (n=28), irrelevance to the research topic (n=24),
methodological impossibilities (n=11), and unavailability of the full-text (n="7) which narrowed down to the inclusion of 85 articles in the
qualitative synthesis. The studies included in the study were categorized into four major areas of research performance analysis (n = 28), quality-
of-service mechanisms (n = 19), security implementations (n = 16) and practical applications (n = 22), as presented in Fig. 4.

4. QoS Enhancement Techniques

Recent research into MQTT focused on modifying its static QoS model by introducing enhancement techniques across multiple layers of the
protocol architecture. Such efforts can be classified into five principal categories: improvements at the protocol level, network-aware
adaptations, subscriber-driven cooperation, broker-side optimization, and adaptive QoS mechanisms as shown in Fig. 5 that respond to context
or learned behavior. All the categories have different strategies to increase the reliability, efficiency, and scalability of [oT deployments.
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Fig. 5. QoS Enhancement techniques in the MQTT protocol
4.1. Protocol-level enhancements

Improvements at the protocol layer ought to improve the delivery of messages, and not change the overall architecture. Other works, as shown
in Fig. 6, suggest that lightweight changes to the QoS 2 mechanism can be made by decreasing the handshake sequence without sacrificing
delivery guarantees; simplified acknowledgment strategies, which are meant to reduce the overhead of the transmission [10, 13, 30].

Simplified Handshake

Reliable delivery Packet
Payload Identifier

Client
Reduced
Fewer Steps ..
f PUBREL Overhead
PUBCOMP
PUBREL

Broker

Fig. 6. A lightweight QoS 2 mechanism

Other solutions redefine or extend QoS control flags to allow more precise granularity of reliability, e.g., per-topic or per-session reliability
modes. Also explored are hybrid models, which are a combination of both acknowledgment patterns of several QoS levels, like using QoS 1
with selective duplicate suppression to provide a lower latency and minimal message loss [15, 26, 45]. These modifications typically preserve
compatibility with existing MQTT brokers and clients. They are however normally constrained by the simplicity of the design of the protocols
and the deficiency of cross-layer cognizance. Moreover, protocol-level enhancements additionally integrate secure authentication mechanisms
such as blockchain-based one-time-password (OTP) schemes, which may enhance trust without compromising MQTT's lightweight nature [46].
Other related proposals present extendible message formats that support secure thing-to-thing communication and are still transparent and
interoperable [47].

4.2. Network-aware QoS optimization

A range of network-adaptive techniques has emerged for modulating the behavior of the MQTT protocol in response to communications
environments. A common mode is adaptive retransmission schemes whereby the decision to retransmit a packet is made based on some metrics
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like packet-loss rates or channel congestion. Such mechanisms often depended on signal-strength indicators or feedback received at the Media
Access Control (MAC) layer to determine the quality of the link [25]. Additionally, researchers have examined adjusting MQTT’s QoS levels
to properties of distinct wireless technologies. Incidentally, the prioritization of packets sent on the IEEE 802.15.4 or Narrow Band-Internet of
Things (NB-IoT) channels as either stringent or relaxed has been shown to improve delivery in congested environments [48]. Such prioritization
often requires integration with cross-layer or hybrid protocol gateways to align with the MQTT message flow [36]. At the same time, congestion-
sensitive routing strategies used by gateways have been utilized to limit upstream retransmission and load sharing among network routes [43,
49]. Moreover, hybrid gateway implementations that combine MQTT with CoAP protocols have shown success in adjusting message-handling
strategies according to network congestion and endpoint characteristics [50]. Empirical evaluations comparing communication protocols within
embedded-system constraints further establish that MQTT’s QoS performance may degrade in unmanaged networks, thereby underscoring the
necessity for adaptive mechanisms [51]. Even though these methods may be used to increase the responsiveness of systems in varied
environments, they often require modifications to the network stack or coordinated communication with lower-level protocols and thus reduce
interoperability and increase the complexity of implementation.

4.3. Subscriber cooperation techniques

Rather than relying exclusively on broker support, certain scholars advocate for the implementation of subscriber-level QoS enhancement
strategies. As shown in Fig. 7, examples include redundant message reception, in which multiple subscribers simultaneously receive a message
and may redistribute it through local retransmission mechanisms if packet loss is detected; local retransmission, wherein nodes that observe
packet loss retransmit data locally; and neighbor-based recovery, wherein subscribers cooperate to repair disrupted connections [52-54].

A number of approaches also involve message caching at the subscriber level. In topic-based deployments, subscribers temporarily store
incoming messages and proactively fulfill missing data requests from peers within the same group. This process is especially applicable in
usage with mesh or cluster deployment with a high level of physical proximity that permits low-latency connections [55, 56]. Although the
resilience can be enhanced by the use of cooperative techniques, it introduces new factors regarding the trust, security and synchronization in
the case of heterogeneous or mobile configurations. Cooperative retransmission has been successfully applied in smart agriculture in soil
humidity monitoring systems to provide integrity on data being conveyed over unreliable links [54]. Similar improvement has been
demonstrated in maritime environments, where MQTT over LoRa has enabled multi-node subscriber collaboration to sustain connectivity

across wide and harsh oceanic networks [56].
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Fig. 7. Subscriber level collaboration
4.4. Broker-based QoS optimization

MQTT brokers serve as the fundamental nodes of message exchange in IoT networks. Recent studies have attempted to enhance their
intelligence with the addition of features like message prioritization, selective buffering and context-aware scheduling, all meant to maximize
the capability of traffic management [40, 41, 57]. Several systems have experimented with broker-side retransmission policies, in which the
broker maintains messages (particularly under QoS levels 1 and 2) until successful acknowledgment is obtained; this practice eases the load on
publishers. Moreover, distributed broker networks have been studied in the literature where the client-broker assignments are adapted
dynamically to meet some objectives on load, locality, or reliability [41, 58]. Further analysis of broker infrastructure also sheds more light on
their role in scalability and reliability in the presence of a complex IoT deployment. As an example, the Erlang Message Queue X (EMQX)
architecture has been demonstrated to possess significant load distribution capabilities and minimize delivery loss among the topic-based
topology [58, 59]. Separately, studies of MQTT performance within cloud-integrated architectures suggest that broker optimization is
paramount to sustaining dependable throughput under large-scale message streams [60]. Taken together, these enhancements markedly improve
scalability and reliability across MQTT networks; however, they often necessitate significant modifications to broker architectures, most notably
in cloud-based and federated deployment models.

4.5. Adaptive QoS strategies

Adaptive QoS approaches actively manage the reliability of messages in response to the contextual parameters such as the stability of the
network, battery level of the device and application priority. The suggestions exploited context-aware policies, in which the sensors that are
prone to battery depletion decide to compromise their QoS to reduce power consumption [10, 61]. The more recent developments use machine
learning to predict the best possible QoS settings. Historical datasets allow systems to calibrate QoS per message to maintain reliability and
minimize resource usage. The models, in particular, deep neural networks and reinforcement learning (RL) agents, have been shown to predict
message failures or network congestion and adapt to it [24]. In addition, deep learning techniques are effective in the solution of QoS trade-offs
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within real-time communication systems; the neural models can re-adjust parameters during run-time, provided that sufficient computational
resources are available depending on the dynamics of the network [24]. Although adaptive schemes are highly beneficial (as shown in Fig. 8),
they are usually faced with deployment challenges, such as the need to have substantial training data, computing facilities, and the inability to
withstand real-time system constraints. To address these obstacles, datasets such as the MQTT set have been introduced, affording reproducible
training and assessment for intelligent QoS adaptation [62].
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Fig. 8. Adaptive QoS strategies
5. Comparative Analysis of QoS Techniques

This section makes a rational comparison of QoS enhancement options in MQTT in three major dimensions: performance (in terms of packet
loss, latency, throughput and energy consumption), protocol complexity and overhead (in terms of processing, memory, message size) and
compatibility with most popular use cases such as smart home, healthcare, industrial [oT and smart agriculture. The aim of this well-organized
analysis of this nature is to provide a firm presentation of the involved trade-offs and to help in making informed decisions about particular [oT
implementations.

5.1. Performance metrics

To conduct a critical review of methods of QoS improvement of MQTT-based IoT systems, it is necessary to measure indicators of performance
in a systematic way. Packet loss, latency, throughput and energy consumption are the main metrics used to evaluate system reliability,
responsiveness, and long-term sustainability particularly in resource-constrained scenarios [36].

5.1.1. Packet loss

Packet loss, or Packet Error Rate (PER), in [oT refers to the ratio of lost or corrupted data packets to the total packets transmitted over a network.
It is a critical metric for assessing communication reliability in [oT systems, especially in low-power, wireless environments [63]. This study
showed that the suggested flow control mechanism reduced the packet drop to 98% compared to the standard MQTT implementation. The
reduction of PER is the most significant objective of QoS enhancement. The study of Enhanced MQTT-SN in [36] improves average packet
delivery by 30% during publish-subscribe operations. Techniques like redundancy of messages and retransmission based on brokers have been
observed to attain a significant reduction in the value of PER. An example is that of Zunino [30] who demonstrated that adaptive redundancy
mechanisms lowered the loss of messages during high network congestion. Furthermore, machine-learning-based models proposed by [64] are
capable of identifying failure patterns in network behavior and adjusting MQTT message routing proactively, thereby improving reliability and
reducing packet-loss rates in dynamic loT environments. Proximity-based designs that take advantage of the proximity of edges, such as the
edge-based architecture proposed by [43] make use of the geographical proximity to support local retransmission and achieve higher delivery
reliability in high-density deployments.

5.1.2. Latency

In the context of IoT, latency refers to the time delay between the moment when a device sends data (e.g., a sensor measurement) and the
moment when the system processes or acts on it [65]. Latency is an important performance parameter of a communication system with strict
time requirements, e.g., healthcare and industrial control. The work in [10] showed that simplifying the QoS 2 handshake process is able to
decrease the round-trip message latency by a large margin through optimization of the handshake protocol. Also [25] further demonstrated that
MQTT variants, among them PrioMQTT can significantly reduce queueing delay from 51.30% to 79.14% compared to standard MQTT through
prioritization of emergency messages. However, latency improvement may require energy-aware mechanisms that dynamically tradeoff
between speed of message delivery and resource consumption [61]. This simulation study showed that the given algorithm has an advantage of
7.41% in the weighted sum of the packet loss ratio in comparison to the traditional one. Moreover, the algorithm is discovered to consistently
select near-optimal strategies as the signal-to-noise-ratio threshold varies. Moreover, multiprotocol hybrid configurations, exemplified by
MQTT-CoAP integrations proposed by [66], and message prioritization [67] are found to achieve lower end-to-end latencies.

5.1.3. Throughput

Throughput refers to the amount of data successfully transmitted over a network per unit of time. It measures the effective data transfer rate,
accounting for protocol overhead, retransmissions, and network congestion [68]. Extensive literature on MQTT brokers indicates that
throughput improvements stem from optimizing broker-side operations. Distributed broker architectures, as described in [57], spread the
message load over multiple nodes and thus increase the throughput at heavy traffic load conditions. Throughput can be improved by enhancing
channel usage through mechanisms that decrease the retransmissions like adaptive acknowledgments [69]. Empirical studies by [59] with
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MQTT on Raspberry Pi-based broker platforms showed that broker performance is strongly influenced by client density, with refined broker
logic improving message throughput.

5.1.4. Energy consumption

Within battery-powered IoT nodes, energy efficiency is a critical element. QoS modifications that reduce the frequency of retransmissions, for
example, the MQTT User Properties (MUP) framework introduced by [45] directly curtail energy consumption. Investigations by [70] and [55]
demonstrated that integrating LoRa with MQTT allows appreciable energy savings by coupling low-power transmission with reduced
acknowledgment frequencies. To mitigate the energy consumption related to the overhead imposed by the MQTT protocol operations, [34]
examined the performance of digital signatures. It was found that lightweight cryptographic approaches can safeguard security while
constraining energy expenditure. Adaptive QoS downgrading associated with the battery-level indicator suggested by [61] extends the life of
operation without significantly reducing reliability and the algorithm has an advantage of 49.49% in energy consumption in its simulation study.
Table 2 presents a comparison of key MQTT-enhancing techniques in terms of the described performance metrics.

Table 2. MQTT QoS performance metrics

Study / Packet Loss Throughput Energy -
Approach Reduction Latency Impact Tmpact Efficiency Notes / Special Features
g;ig;:;i Reduced from 9.6% Slight improvement in
Redundanc (single path) to normal conditions;  implied decrease Not discussed Adantive redundanc
(ASR) Y £0.02%-0.2% (ASR)slight increase in critical due to redundancy p y
[30] (2024) in critical conditions conditions
Adaptive

QoS Dynamic trade-off
(Epsilon-  (near-zero to high Not explicitly measured

Improved by

9.49% vs. fixed Uses epsilon-greedy MAB (Multi-Armed

Not explicitly 4

Greedy) based on QoS mode) measured strategies Bandit)
[61] (2023)
Edge-Based Improved

MQTT improved (due to reduced (due to e_fﬁment (reduced broker improved (less Geo-aware MQTT edge architecture
Architecture reduced broker load)  message routing) overload) overhead)

[43] (2020)
- Centralized QoS controller
Adaptive - Three operational modes: Latency-

QoS Control Improved hitrate (up Reduced or controlled  Not explicitly Not explicitly constrained, Hitrate-constrained,

for MQTT- to ~100% with QoS based on mode measured measured Autonomous
SN 2) - No client-side intelligence required
[107 (2022) - Uses network simulation (NS-3)
- Focus on subscriber-side QoS
- - UDP (User Datagram Protocol)-based for
Priority-
based . . deuced Round N . o .low latepcy
MQTT Not explicitly ~ TripTime (RTT) by (51— Not explicitly Not explicitly - 64-bit priority field in MQTT header
. measured 79) % vs. standard measured measured - Backward compatible with standard MQTT
(PrioMQTT) . . .
[25] (2024) MQTT - No special hardware required (commercial-
off-the-shelf (COTS)-friendly)
Smart Improved Uses MQTT with a Raspberry Pi broker
Irrigation Not explicitly Not explicitly measured Not explicitly (e fﬁcip;n twater Node MCU + sensors (DHT-11, moisture)
Topic Logic measured P y measured use) - ThingSpeak cloud + WEKA for prediction
[67] (2020) - Low-cost design for farmers
Uses application- High. The two-
MUP: layer slicing and  Increased by the two- Low due hase
) Y & y . to constrained P Focus on Secure over-the-air (OTA) updates
Secure a Stop-and- phase process (manifest device limits approach prevents for constrained devices. Finding: Integrates
MQTT Wait protocol for check first) downloading ’ & £

secure, energy-efficient updates into the
MQTT architecture

Updates reliable delivery over and slicing overhead. and f.ragrr.)entat.l O invalid firmware,
Optimizing slice

[45] (2020) constrained Necessary for security. size is critical.  S3Ving significant
networks. energy.

Algorithms using machine learning have a high potential to improve throughput and decrease packet loss and, in some environments, also offer
energy savings. Nevertheless, all these advantages are accompanied by minor increments in the complexity of calculations because of the
necessity to make real-time decisions. On the contrary, lightweight protocol-level changes provide low latency and low implementation costs,
thus making them appealing to resource-limited devices. Time-sensitive cases can be made more responsive by optimizations at the broker, but
will be more-costly in energy in event-driven cases.

5.2. Protocol complexity
5.2.1. Memory and CPU requirements

The trade-offs associated with computations tend to be experienced when QoS is improved. Message buffering, session tracking, and ML-
inference [71] mechanisms have the effect of raising the memory footprint required. Also in [36], the Enhanced MQTT-SN reduces memory
usage by 5.6MB during publish-subscribe operations. Recent reviews on embedded platforms [72] showed that the implementation of such
measures as message duplication checks or queue management may increase the sensor network consumption depending on the frequency of
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the messages and the loading of clients. The storage and runtime inference cost of such a design also must be taken into consideration in devices
that implement intelligent agents or over-the-air learning, e.g., a machine learning-based models framework by [64], making them unfeasible
to execute on microcontrollers with limited memory budget such as the ESP8266 or Arduino platforms as presented in Fig. 9.

= Increased

@"ﬁt Reduced igi Memory

Memory Usage Footprint

Lower CPU &y Higher cPU
Consumption 5':‘;1:': Consumption

Enhanced MQTT-SN A Intelligent Agents

Fig. 9. Balancing memory and CPU in MQTT implementations

5.2.2. Message size overhead

A substantial body of literature proposes QoS mechanisms that embed metadata within the MQTT payload. Among these approaches, MUP
[45] and CoAP-MQTT-hybrid formats [73] append extra headers for encryption, retries, or context information. Though the resulting message-
size overhead is insignificant in Ethernet-based infrastructures, it is significantly larger in narrowband networks, like NB-IoT, as Khan and
Pirak showed empirically [48]. Mechanisms that integrate MQTT with blockchains [74] and [75] also incur message overhead, thereby
constraining their applicability in resource-limited settings. On the other hand, the ones that reduce QoS by reducing the number of packet
exchanges rather than enlarging message size, e.g., adaptive handshakes [10], trade off performance and resource use better. The complexity of
contemporary MQTT QoS protocols is thus summarized in Table 3. Table 3 indicates that some of the QoS enhancement methods have high
memory and processing resource requirements, especially when combined with more advanced security features or machine-learning
frameworks, thus limiting them to be used on resource-limited embedded systems. On the other hand, those that have low computational
complexity require low memory usage and CPU and produce small message sizes, thus fitting the requirements of narrowband and feature-
limited networks. In this context, the choice of a solution that skillfully balances implementation complexity with the benefits that can be
achieved is a critical factor, particularly in the case of large-scale IoT environments.

Table 3. MQTT QoS protocol complexity aspects

Stud.y / Memory Overhead CPU Load Impact Message Size Implementz.ltlon Notes / Constraints
Technique Complexity
High (Elliptic Curve
(MUP)  2749KB (device ,, Digital Signature  ypoipect+220-  High (app-layer L ohared key. SLOWPAN.

Algorithm (ECDSA) verify
+ Secure Hash Algorithm

81.54 s update time. Partial

[45] (2020) desc.) + buffers MQTT v5. Two-phase

880 B slices slicing, flow control)

(SHA)-256)
Adaptive QoS + L .
Power Control Not Specified Not Specified Not Specified Moderate MAB /ML-b‘a sed_ optimization using
historical data
[61](2023)
Lichtweight High (requires process
g gt High (real-time tree matching ~ Normal MQTT tree construction &  Detects subtle anomalies via efficient
Intrusion Detection Moderate . . . . .
& similarity computation) messages behavioral model partial process tree checking

[76] (2019)
Blockchain-Based

training)

High (cryptographic High (Ethereum

OTP Moderate (hashing, onerations. blockchain Normal MQTT + inteeration. smart Ethereum-dependent, no TLS,

Authentication  Ethereum interactions) P . small OTP data g ¥ privacy via hashing

transactions) contract development)
[75] (2020)
Proposed More suitable for resource-
(Blockchain N 100 N _y High (smart contracts, constrained environments. Enhances
Sharding) 175 MB 10% 6000 Kbps (QoS-2) sharding logic) security and privacy without a central
[74] (2023) authority
High (protocol
+ . . . ..
MQ(LT bri?i())AP Moderate (depends ~ Moderate (combined  Flexible (depends  translation, URL Good for balanced priority
Y on encapsulation) overhead) on use case) (Uniform Resource  updates. Increased complexity
[73]1(2019) .
Locator) handling)

Adaptive QoS Low (controller on Low (lightweight control ~Adaptive (based Moderate (requires Dynamically adJu.StS QoS (0,1,2)
MQTT-SN broker) logic) on QoS level) broker integration) based on real-time network
[10] (2022) & & conditions (PER, latency)

Moderate (due to - Supports dynamic broker discovery
Overlay Routing Tables - Topic-based overlay routing

Distributed MQTT  (ORT), Publication High (especially under stress Variable (efficient ~ High (requires broker - Recovery time: ~59.1s
Broker Routing Tables (PRT), & +2§(y CP%]J > routing reduces modification, dynamic - Convergence time: ~19.5s
[57] (2023) Subscription Routing 0 usage) redundancy) overlay management) - Signaling overhead increases with
Tables (SRT), topic - topic count (e.g., +1500% for 60
ORT tables) topics)
- level 2: Best crypto

Digital Signature Varies by device Increased (due to performance
Analysis cla};s High for crypto operations signature) Moderate to High - level 1: Fastest message
[34] (2020) & delivery

- level 0: Most constrained
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5.3. Applicability to use cases

The suitability of the classical MQTT protocol and its variants depends on the specific requirements of each application. An application may
comprise multiple sub-functions, each with distinct needs. The following section discusses the use of the MQTT protocol in major, widely
adopted IoT-based applications as depicted in Fig. 10.

Smart home Healthcare
Balances low-powvwer Regquires ultra-
and reliable reliable, low-latenocy
Lo communlcatioan commuriicaticn High
o |

Srmard Industrial 10T

agricuitare ;
= SeREeEE Demands real-tirme

Pricritizes remote, operation in harsh
low-handwidth conditions
communicatian

Fig. 10. IoT application requirements range from low to high performance
5.3.1. Smart home

In smart home applications, MQTT is frequently employed for event-driven load switching control and security. In this area, latency with
moderate reliability and QoS is acceptable. In most cases, the availability of energy, equipment, and device resources is not a limiting factor.
Some techniques have been shown to work rather well, including priority-aware scheduling [25] and traffic shaping at the broker side [57]. At
the same time, security-conscious mechanisms, such as the one proposed by [77] allow secure transmission and responsiveness to be maintained.

5.3.2. Healthcare

Healthcare applications have QoS requirements that support high-priority alarms as well as constant background surveillance. Adaptive models
like 5G-smart healthcare solution proposed by [14] are adaptive to QoS with respect to the importance of the data. Meanwhile, redundancy and
delay-sensitive optimizations, as illustrated by Younas et al. in lIoT Edge Devices Driven Healthcare [78] serve as an essential component in
medical infrastructures.

5.3.3. Industrial IoT

In the case of IIoT, there is a need for deterministic behavior and resiliency of the system under different operation conditions. It can be allowed
to operate under a high load, due to strong broker clustering [4] and enhanced security protocols [18, 79]. For Industrial environment a study
like [80] discussed IoT technology improving automation, but highlighted concern about older systems still using outdated devices. It introduced
a cost-effective loT gateway prototype that connects Modbus RTU (Remote Terminal Unit) sensors to an MQTT cloud, allowing for two-way
communication. The prototype was tested successfully in a lab setting.

5.3.4. Smart agriculture

Agricultural systems are energy-conscious and environmentally flexible. Integrations of MQTT with low-power wireless protocols (e.g., LoRa,
BLE) have proven advantageous [55, 70]. Real-world deployments, including hydroponic farms equipped with MQTT brokers [81] and
mushroom cultivation monitoring systems [82], demonstrated the viability of lightweight QoS strategies in remote, infrastructure-scarce
settings. A summary of the MQTT QoS protocol applicability across these main use cases is provided in Table 4. Table 4 provides a summary
of the significant variations in the efficiency of various QoS enhancement methods in covering specific areas of applications. In smart home
and healthcare, strategies that emphasize a strict latency reduction and the delivery of important messages are beneficial because temporal
precision is essential. The energy-conservation approaches and energy-network operation under connectivity constraints are more appropriate
in smart agriculture and remote or underserved areas. In industrial use cases, stability of the system under a high network load is still a
requirement, but the stability might require more architectural complexity.

6. Limitations and Challenges

The advancement of QoS in MQTT has generated notable progress in addressing specific constraints within Publish/Subscribe systems.
Nevertheless, several limitations and critical challenges continue to impede the realization of more intelligent, resilient, and scalable MQTT-
based IoT deployments in real-world scenarios.

6.1. Limitations of current cooperative subscriber approaches

The current decentralized recovery mechanisms employ message caching, local retransmission, and redundancy sharing. Although they are
useful, they are usually poorly consistent and synchronized especially in mobile or heterogeneous networks. Peer-based recovery algorithms
[53, 55] assume that the neighborhood relationships are stable, which is hard to maintain in settings with dynamic topologies.

6.2. Lack of standardized support for advanced QoS in MOTT v5

Although MQTT v5 has been enriched with user properties, topic aliases, and reason codes, it still lacks standardized support for adaptive or
intelligent QoS mechanisms. Even most advanced capabilities (such as priority tagging [18]) are implementation-specific and incompatible
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between brokers. Moreover, MQTT v5 does not offer built-in mechanisms for context-aware QoS negotiation, inter-layer coordination [57], or
energy-based QoS adaptation

6.3. Need for real-world evaluation and datasets

A significant proportion of QoS research in MQTT is still confined to simulation studies or constrained testbeds. There are only a limited
number of studies that report experimental results with real deployments or resource-limited hardware, like [59] and [34]. Such a deficiency in
standardized datasets and reproducible evaluations makes it hard to compare the competing techniques. Furthermore, most of the research does
not take into account multi-client scaling, mobility, or intermittent connectivity, which are common in working IoT systems [76, 83].

6.4. Security and privacy concerns in cooperative QoS

The cooperative retransmission among multiple subscribers introduces a set of security vulnerabilities, exemplified by spoofing, eavesdropping,
and replay attacks. Because messages may be stored, or forwarded by the participating devices, issues of trust establishment, authentication,
and data integrity gain particular relevance. Partial mitigations are also possible with technologies like blockchain-based authentication [74,
75], but they are associated with latency and a high processing cost. Furthermore, subscriber-level security models remain less mature than
broker-side defenses [79, 84].

6.5. Integration with edge computing and fog nodes

Edge and fog computing platforms present opportunities for localized processing and QoS control, but their integration with MQTT remains
fragmented. Learning-based QoS models have been proposed by [64] and [71], however, they are limited in terms of the hardware requirements
of deployment on edge devices.

Table 4. MQTT QoS protocol applicability to main use cases

Study / Technique ill::::: Healthcare IIoT Agfil?:llglre Comments / Adaptability Quantitative Insights
. RTT reduction up to 79.14%;
PrioMQTT — . -
Prioritized MQTT Excellent Suitable for Excellent Moderate Effective for event prioritization MLR .(Message Loss Rz?te) <107
alerts Median queue size < 7; supports
[25] (2024) N
64 priority levels
(5G-smart 5G + 10T healthcare synergy;
healthcare) Moderate Excellent Moderate Low Tailored for e-health platforms latency goal: <1ms; reliability
[14] (2020) >99.999%
. Convergence time: ~19.5s, Repair
Designed for scalable, fault-tolerant . §
lz;r g;;;rrlc[z(;]l\zlz%”g;l") High  Moderate  High Low distributed broker networks. Optimal for tilrrlr;i'eassegs.\lwsi,ﬂﬁlr f[?)ft;lccso(\;%r;e?f
dynamic, multi-topic environments. o pics ’
1500% based on topic count).
EMMA (Epsilon- Optllmnlzed f0.r resou_rce-constramed IoT Reduces the weighted sum of
reedy based in industrial settings (¢.g., power packet-loss + energy by 7.41—
I\%IQTT QoS & Moderate  Low  Excellent  Low distribution). Dynamically balances 49.49% vs. fixed strate {es
Power Control) packet loss and energy consumption. Not Sl;. 0(1)’ts d namic char%nel.
designed for low-latency or high-priority PP ynan
[61] (2023) Use cases adaptation.
(L(ﬁ/]{%:});;ed Low Low  Moderate Excellent Best for low-data, long-range, off-grid Range: 3-10km+
[55] (2020) monitoring. Not for real-time control. Delay: 500-3000ms+
(Hﬁg)%)f;mc Specialized security for any system using Accuracy: ~99.9%
Deployment) Excellent Excellent Excellent Excellent ~MQTT. Server-based, lightweight for Focus: MQTT attacks
817 (2019) devices. Features: 31
(Priority-enabled Ideal for any system requiring reliable, Queues: 3 (Urgent, Critical)
MQTT) Excellent Excellent Excellent Good  low-latency emergency messaging. Adds Performance: Lower delay/jitter
[18] (2024) complexity with queue management. for high-priority queues
(MQTT-Modbus Essential for integrating legacy industrial Protocols:l\l\/;l Si?rus RTU <
Gateway) Good  Moderate Excellent  Good equipment (Modbus) i.n to modern IoT Function: Bidirectional
(MQTT) systems. A bridge between old ) .
[80] (2019) and ne command/alert mapping
W Hardware: Raspberry Pi
Digital Signature - Incr?assle(:)s dsa:i) sie rrsllegsr;;ﬁ(e:antly.
Analysis Moderate ~ High  Moderate ~ Low Security-focused, moderate overhead ws down &
processing.
[34] (2020) . .
- Raises energy consumption.
Redundant Delive [deal for any critical application Perf(f{riilllr?(i%nfg; %);"Ea;};icess
Approach Y Good  Excellent Excellent  Good requiring ultra-high reliability and low rate, lower latt.ency ;/s s(;ngle path
[30] (2024) latency over unreliable networks (e.g., Method: RL-based adaptive path

Internet). Adds significant complexity. selection
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7. Future Directions

In current MQTT-based IoT systems, limitations in existing QoS enhancement techniques allow further investigation into solutions that are
more adaptive, intelligent, and interoperable. This section outlines possible directions for the design of next-generation MQTT architectures.

7.1. Intelligent broker design for QoS adaptation

Future MQTT brokers should be redefined as context-aware decision entities capable of adjusting QoS levels dynamically. Brokers can apply
intelligent load-balancing, retry, or prioritization algorithms by monitoring client behavior and network conditions as well as message
properties. The previous analysis of [57] and [4] defined scheduling and buffering procedures at the broker side, but these procedures are fixed.
Adding real-time analytics and predictive modelling at the broker level would have significant gains in reliability and scalability.

7.2. Subscriber-level collaboration frameworks

A systematic framework is needed for collaborative behavior among subscribers, such as message caching, peer-to-peer retransmission, and
group acknowledgement, which could mitigate dependency on the broker. This may be assisted in terms of protocol extensions or side-channel
signaling (e.g., multicast feedback). Potential applications are shown in [53] and [55], but these still need to be improved in synchronization,
duplicate-message suppression, and security.

7.3. AI/ML-based QoS prediction and control

It is a possibility, but has not been much explored, to apply machine-learning techniques to QoS control. The historical network condition, the
device behavior, or context can be used by the learning models to predict the optimal QoS parameters. The works in [71,61,64] proposed a
DNN and ML-based functions, but more efforts are needed to develop lightweight versions that can run in real-time on limited edge devices.

7.4. Cross-layer QoS-aware protocol stacks

Current QoS management solutions are mostly restricted to the application layer, and therefore, they are not always very effective. Architectures
based on cross-layer coordination would allow real-time parameter updating in the transport, network, or MAC layers.

7.5. Interoperability with other protocols

In heterogeneous IoT environments, interoperability between MQTT and related protocols such as CoAP, LwM2M, or Extensible Messaging
and Presence Protocol (XMPP) becomes essential. Translation layers and hybrid gateways proposed in [73] and [66] need further extension
toward more general interoperability frameworks.

7.6. Testing in high-mobility or high-density scenarios

The prevailing assessments of QoS methods are carried out in either static or homogeneous environments. Mobile nodes (vehicles, wearables)
or dense infrastructures (smart cities, factories) are common characteristics of real IoT deployments, which present new challenges with respect
to handover latency, broker reassignment, and group synchronization. The limited literature in this context [85] could be extended to consider
mobility traces and different topologies to explore scalability and robustness of the system in real-life environments.

8. Conclusions

The main aim of this review was to systematically identify, analyze, and compare QoS enhancement techniques in MQTT-based IoT systems,
with particular emphasis on emerging cooperative and application-aware mechanisms. The three fixed levels of native QoS mechanisms cannot
fit the dynamic, heterogeneous needs of contemporary IoT deployments. To address this shortcoming, scholars suggested a spectrum of
enhancement strategies, which the present paper organizes into five broad categories: protocol-level modifications, network-aware adaptation,
subscriber cooperation schemes, broker-based optimizations, and QoS adaptive solutions that incorporate context awareness or machine
learning. The categories possess their advantages and disadvantages. Changes at the protocol level are not very flexible or lightweight. Network-
aware and subscriber-cooperation techniques yielded enhanced scalability and reliability but introduced additional complexity. Context or
machine learning-based QoS solutions on the other hand can be fine-grained controlled at the cost of higher computing requirements and the
need to have more powerful data models. By organizing the literature into a structured taxonomy and evaluating techniques across different
QoS dimensions and IoT application domains, this study provided a unified view of how reliability, latency, and delivery guarantees can be
improved beyond the standard MQTT protocol operations. The significance of this review lies in highlighting the shift from broker-centric QoS
control toward collaborative, subscriber-assisted, and adaptive strategies, which are increasingly necessary in dynamic, large-scale, and
resource-constrained IoT environments. Through comparative tables and cross-domain analysis, this work offered both researchers and
practitioners a clear foundation to figure out the challenges, trade-offs, and future perspectives for better selecting, designing, and further
developing effective QoS enhancement solutions for real-world MQTT deployments.
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