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Abstract:
This research addresses criminal liability for the leakage of personal data in light of the accelerated digital
transformation and the growing reliance on electronic systems in both public and private transactions, which
has significantly increased risks to information confidentiality and individual privacy. The study aims to clarify
the conceptual and legal framework of personal data and its characteristics, and to define the notion of personal
data leakage, its main forms, and the methods used to commit it—whether through cyberattacks, abuse of
authorized access, or unlawful trading of personal information. The research further examines the legal basis
for criminal protection of personal data and analyzes the constituent elements of the offense, including the
material element represented in unauthorized disclosure, transfer, or enabling access to personal data, the
criminal result, and the causal link, as well as the moral element represented in criminal intent or fault,
depending on the circumstances. In addition, the study discusses the criminal sanctions imposed for this offense,
including principal and supplementary penalties, as well as preventive measures relevant to the digital context.

It also highlights key challenges in proving such crimes, particularly regarding electronic evidence and
jurisdictional issues in cross-border data breaches. The study concludes that effectively combating personal data
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leakage requires the enforcement and modernization of criminal legal rules in a manner consistent with evolving
cybercrime patterns, ensuring effective protection of privacy and data confidentiality.
Keywords: Criminal Liability - Personal Data Leakage - Cybercrime - Privacy Protection - Digital Evidence -
Criminal Intent - Criminal Sanctions.
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First: Legal Books
1.  Ahmed Khudr Shaaban, Guarantees of the Sanctity of Private Life in Sharia and Law, Al-Halabi Legal
Publications, Beirut, 2017.
2. Ahmed Mohammed Hassan, Towards a General Theory for the Protection of the Right to Private Life,
Dar Al-Nahda Al-Arabiya, Cairo, 2011.
3. Ashraf Tawfiq Shams Al-Din, Criminal Protection of Personal Freedom: An Objective Approach,
Dar Al-Nahda Al-Arabiya, Cairo, 2017.
4. Jasim Khuraibat Khalaf, Explanation of the Penal Code: General Part, Al-Halabi Legal Publications,
Lebanon, 2015.
5. Hossam Al-Din Al-Ahwani, The Right to Respect for Private Life, Dar Al-Nahda Al-Arabiya, Cairo,
2011.
6. Salman Abdul Munim, Criminology and Penalties, 1st ed., Al-Halabi Legal Publications, Beirut,
2005.
7. Samir Aaliyah, Cybercrimes, Al-Halabi Legal Publications, Beirut, 2020.
8. Samir Aaliyah, A/-Waseet in the Explanation of the Penal Code: General Part, Al-Halabi Legal
Publications, Beirut, 2020.

9. Tarek Ahmed Fathi Suroor, Criminal Protection of Individuals’ Secrets Against Publication, Dar Al-
Nahda Al-Arabiya, Cairo, 2001.
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10. Abdul Latif Al-Humaym, Respect for Private Life in Islamic Sharia and Comparative Law, Dar
Ammar for Publishing and Distribution, Amman, 2016.

11. Ali Jaafar, Penal Code, 1st ed., The University Institution for Studies, Publishing and Distribution,
Beirut, Lebanon, 1995.

12. Ali Mohammed Jaafar, History of Laws, 1st ed., The University Institution for Studies and Publishing,
Beirut, 2001.

13. Fuad Rizk, General Penal Provisions, 1st ed., Al-Halabi Legal Publications, Beirut, 2003.

14. Mohammed Al-Shahawi, Criminal Protection of the Sanctity of Private Life, Dar Al-Nahda Al-
Arabiya, Cairo, 2015.

15. Mohammed Abdul-Azim Mohammed, The Sanctity of Private Life in Light of Modern Scientific
Development, Dar Al-Nahda Al-Arabiya, Cairo, 2018.

16. Mamdouh Khalil Al-Ani, Protection of Private Life in Criminal Law, Dar Al-Nahda Al-Arabiya,
Cairo, 2013.

17. Nizam Tawfiq Al-Majali, Explanation of the Penal Code: General Part, Dar Al-Thaqafa for
Publishing and Distribution, Amman, 2012.

18. Elias Abu Eid, The Penal Code Between Text, Jurisprudence, and Doctrine, Vol. 2, 1st ed., The
Modern Institution for Books, Beirut, 2009.

Second: Theses and Dissertations

1. Abdullah Mohammed Kriri, The Moral Element (Mens Rea) in Cybercrimes under the Saudi System,
Master’s Thesis, College of Graduate Studies, Department of Criminal Justice, Naif Arab University for
Security Sciences, Riyadh, 2013.

2. Karam Abdullah Jani Bour, Custodial Penalties and Their Contemporary Alternatives: A Comparative
Study, PhD Dissertation, Department of Public Law, Islamic University in Lebanon, Faculty of Law,
Khaldeh, Lebanon, 2012.

Third: Judicial Decisions

1. Decision of the Presidency of the Federal Al-Karkh Court of Appeal, No. 429/2015, Criminal
Judgment, published on the website of the Iraqi Higher Judicial Council: https://www.hjc.ig/qview.2164/
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