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Abstract:

This paper presents a comprehensive review and experimental analysis of machine
learning algorithms applied to load balancing in Software-Defined Networking (SDN). From a
review standpoint, it considers the rapid development of data centers and the increasing
complexity of traffic, underscoring the shortcomings of traditional algorithms. The studies
examined are systematically compared in terms of their pros and cons in real-life situations. In
addition to the review, the paper presents original findings by assessing specific machine
learning techniques, notably Artificial Neural Networks (ANN) and Deep Learning (DL)
models, via tenfold cross-validation. The experimental results indicate that the ANN achieves
the lowest average response time (1.955 ms), closely followed by the DL (1.962 ms), which
demonstrates the highest stability across runs. SVM with C=100C=100C=100 gets the best
classification accuracy in ten-fold cross-validation. DL comes in third, and ANN comes in last.
When considering both latency and accuracy, DL offers the best overall trade-off between
speed, stability, and accuracy for SDN load balancing. It beats traditional baselines (LR: 4.461
ms; SVM: 17.9—-18.0 ms). These results, which are directly related to the method used, show

that advanced ML methods are better for SDN load balancing. The paper also addresses
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significant challenges, such as scalability and adaptability, and proposes future research
directions for hybrid Al-driven models to enhance the efficiency of SDN-based network

management.

Keywords: Software-Defined Networking, Load Balancing, Machine Learning, Deep

Learning.
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1. Introduction:
The new revolution in networks is the SDN. In traditional networking devices, the control

and data plane is integrated. With an increase in the network, the systems become complex and

difficult to handle. This can be overcome with the help of SDN.
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Figure 1: The generic SDN architecture [1].

SDN consists of three layers: data, control, and application. It is highly contrary to traditional
network architecture where SDN separates the control plane from the data plane. The separation
mainly allows for the management and programming of the network with much ease. The data
layer forms the infrastructure comprising switches and routers, while the control layer is seen to
be a "brain" since it centrally manages network operations through its interaction with both the
data and application layers regarding networking terminology, an "openflow controller" can be
thought of as a kind of supervisory application that works inside an SDN environment. The
application layer hosts applications that may change the network structure by giving remote
access to the controller through northbound APIs, for example, REST. Several southbound
protocols such as BGP, NETCONF, XMPP, OVSDB, MPLS-TP, and especially OpenFlow
enable communication with the data layer. Among them, the most used southbound protocol is
OpenFlow. It allows for more flexible and efficient network management and operation. The
major machines will connect to the edge level, while servers are placed at the aggregation and

core levels.

* K value in fat tree structure determines how many servers each level will support and the

total number of servers that can be connected.

* Decisions are based on the k parameter that helps to make more structured connections.
It, therefore makes it rather straightforward to identify the network switch through which the

traffic will flow.
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Load balancing has two major concepts. First, it is an approach designed to prevent resource
overload by shifting a load from a source to multiple sources for sharing in order to help achieve
maximum scalability within the network. It is also applied to share one high-load operation
among many node devices for parallel processing, which largely boosts up the whole
performance. This technique reduces response time, consumption of resources, and load from
any single source as well. Most frequently, examples of load balancing include server load
balancing and link load balancing. Traditional techniques are based on both hardware and
software. In conventional networks, however, there is a difficulty in having an overall view of
network status. Thus, it may be difficult to apply the strategy of global load balancing easily.
Furthermore, traditional approaches are not able to keep pace with the dynamics taking place
concerning the conditions of networks. Another weakness of traditional methods lies in the
reliance on specific hardware configurations, which may be expensive, unchangeable, and
bound to certain vendors. By contrast, in SDN the load balancer is easily implemented in
programmatic code at the controller, so more effective management of network load is
achievable [2]. Therefore, two kinds of primary techniques for load balancing are the ones
applied in IP networks and those deployed online in the context of an SDN environment. In
traditional IP-based load balancing, this process is performed with the support of an LBR. A
newly arrived packet first passes through an LBR at the entrance of the network that, after being
processed, forwards the packet to one of the available servers based on recent traffic flow
conditions by appending the IP address of the server to the packet. The packet is then routed
along a computed path to the destination using predefined routing protocols. On the other hand,
independently in each and every new packet, SDN performs real-time low-latency server
selection and makes immediate decisions on routing with options to send packets across any of
the available paths instantaneously [2]. SDN can then classify load balancing techniques as
static, dynamic, or a hybrid. In static load balancing, the rules of routing are hardcoded into the
load balancer. This might not be effective since it may hurt network performance due to a lack
of real-time information about the network. Dynamic schemes, on the other hand, do better in
terms of efficiency by distributing loads interactively in accordance with a programmed model;
thus, they can adapt to changes in network conditions much more easily. This flexibility in the
way traffic is handled makes SDN a fitter platform to implement advanced strategies for load
balancing. Among many other fields, machine learning has now emerged as a transformative
force on networking. The ability to analyze a huge volume of network data in real time opens

the possibility of proactive and effective decision-making capability that becomes quite crucial
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in SDN-based systems. These algorithms can predict traffic patterns based on learning from
historical data and make decisions that considerably improve the strategy for load balancing. It
has also been demonstrated by researchers that ML can improve the efficiency and effectiveness
of SDN load balancing in order to handle issues such as traffic congestion and generally enhance
network performance [2]. Load balancing is an important aspect of SDN because it ensures
resources within the network are used optimally without causing any network bottlenecks or
imbalances in traffic. The conventional algorithms in load balancing are based on static
configurations that cannot adapt dynamically to the changing conditions of a network. With the
integration of ML, the process of load balancing becomes flexible because such algorithms can
be dynamically adjusted in accordance with real-time network performance metrics. Indeed,
current research depicts that most of the deep learning models achieve substantial enhancements
compared to the traditional techniques by reducing response times and improving system
accuracy [3]. Despite all the advantages of machine learning integration in SDN load balancing,
several challenges are still persisting. However, at this point, the delicacy of models, scalability-
related problems, and need for immense computational power to train deep learning models
stand in the way of their wide diffusion. Besides, ensuring those models support real-time
decision-making without introducing latency into them is still a very active area of research.
Several optimization techniques have been studied for reducing the computational overhead of
these models for better efficiency in large-scale networks. ML becomes an instrumental factor
in enhancing network performance with the evolution of SDN. The future research will be
focused on the large-scale and efficiency enhancement of such models to deal with the tough
situations occurring in modern DCNs. By integrating the centralized control principle of SDN
with predictive capability from machine learning, more robust and adaptive load-balancing
solutions can be built that can meet increasing demands from infrastructural underlying

networks.

2. Related Work

A. Traditional load balancing techniques in SDN

e Conventional Load Balancing Techniques

Network performance management requires traditional load balancing methods, which
utilize algorithms such as round-robin, equal-cost multipath routing, least connections, and

random techniques. Every method has its own traits and situations where it works best. We use

e —
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different performance metrics to evaluate their effectiveness, as explained in. For instance, a
round-robin approach fairly divides requests among servers, which helps prevent starvation but
adds some overhead due to queuing [6][8]. Several researchers have thus suggested
enhancements to these approaches. One approach is the implementation of load sharing through
the duplication of controllers within Virtual SDN controllers [6]. The Virtual SDN architecture
allows the master controller periodically to implement virtual IP addresses to other controllers
in order to share loads. With failover [8][7] the distributed controllers can further split TCP and
UDP traffic to make services even more reliable. The issue of controller placement is also
examined in various studies of SDN environments, where the optimal locations are those that
minimize latency and ensure seamless operation. The controller placement challenge is also
addressed in various studies within SDN environments, where optimal locations minimize
latency, ensuring reliability [9] [11]. Hierarchical architectures optimize controller and switch
placements to improve load balancing [13]. These methodologies indicate significant
improvements in both migration costs and overall performances, especially with increasing
traffic [15][12]. Switch migration's role in load balancing has gained attention [6]. BalCon and
BalConPlus are two methods that reduce migration costs while ensuring an even load
distribution [14]. The Flow Stealer method is a lightweight approach that allows idle controllers
to share workloads for a short time [16]. These kinds of new ideas make it easier to respond to
changes in traffic in dynamic settings [18]. Adding energy-efficient technologies to load-
balancing strategies is a significant step forward [19][20]. Using green energy helps make the
best use of resources and reduces the need for traditional power sources. Advanced resource
allocation processes are made possible by algorithms like QALB and hybrid flow-based
methods [21][22]. In general, traditional load balancing methods are continually evolving to

address new challenges and improve network performance [23][24].
e Artificial Intelligence Based Load Balancing Techniques

In these regards, artificial intelligence techniques utilize metaheuristics approaches in
efficiently solving real-world problems of load balancing issues in SDN. Al includes several
sub-classes, namely deep learning, neural networks, natural language processing, and decision-
making strategies. Characterizing different Al-based techniques for Load Balancing is
discussed along with a discussion on performance metrics utilized for evaluating such
techniques. These Al techniques and methods will improve learning and decision-making in

SDN and will thus facilitate effective load distribution across network resources. Researchers
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have also developed heuristic methods to move switches from overloaded controllers to under
loaded controllers. For instance, the heuristic in [24] incorporates movements and shifts within
a search framework that assesses the potential of every step in migration. This method does not
stop working when it detects that a simple migration is impracticable; instead, it investigates
complex movements to achieve an optimal performance. Moreover, authors in [25] proposed a
publish/subscribe system based on SDN that disseminates efficiently events using a global
topology view and Huffman trees to minimize end-to-end latency. Other key techniques of
optimization are essential to balance the loads and reduce congestion during different phases.
In the work presented by [26], the first two phases create a sub-topology for performance
enhancement, which is followed by load balancing. The authors in [27] developed the OCLB
method, which would reduce the average response time of controllers using pre-calculated
switch migrations based on real-time application data. Moreover, genetic optimization
techniques, as shown in [28], can be used to minimize load imbalance in elastic optical networks
using a phased approach that guarantees optimal solutions. A variety of techniques improves
load-balancing strategies using Al methodologies like PSO and fuzzy logic. For example, the
modified PSO technique in [29] efficiently selects the vehicular nodes for reducing power
consumption whereas KKT conditions used in [30] help to select the appropriate controller
during load balancing. The fuzzy logic in [31] analyzes server load parameters due to which
dynamic adjustment of server performance is done to optimize the energy consumption and
achieve load balance effectively. Lastly, game theory has been used in traffic balancing among
the SDN controllers as obtained in [32]. These methods therefore train the networks to learn
about the right flow rates to attain an equilibrium state that enhances load distribution. A greedy
approach is employed in [33] for efficient switch migration with the aim of effectively
balancing the load, considering migration costs and load variations. Moreover, the framework
in [34] investigates multi-criteria decision-making for choosing the target controllers, thereby

optimizing the process of load balancing in the environment of SDN.

Table 1: Comparative Summary of Traditional and AI-Based Load Balancing Techniques in SDN

Common
Approach Algorithms /
Characteristics Strengths Limitations Evaluation
Type Techniques
Metrics
i Static rules based on Lack of adaptability ~ Response time,
Traditional Round Robin, Simple to .
) topology or to dynamic end-to-end
(Conventional) ECMP, Least . implement, low
connection count conditions, limited latency, resource
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Approach
Type

Enhanced

Traditional

Al-Based

Hybrid Models

Algorithms /

Techniques

Connections,

Random, LBR

BalCon,
BalConPlus,
Flow Stealer,

Controller
Placement

Optimization

ANN, Deep
Learning, SVM,
PSO, Fuzzy
Logic, Game
Theory, Genetic
Algorithms

Hybrid ML +
Heuristics (e.g.,
OCLB, QoS-
aware ML)

Characteristics

Dynamic migration
or multi-controller

deployment

Learning-based and

metaheuristic models

Integration of ML
with
heuristic/decision-

making methods

B. MACHINE LEARNING IN SDN

Strengths

computational

overhead

Reduced migration
cost, improved

reliability

Dynamic
adaptation to
network changes,
traffic prediction,
multi-criteria

optimization

Balance between
high accuracy and

low response time

Limitations

global view,
dependency on

specific hardware

Still limited in
traffic prediction

and adaptability

High computational

demand, model
complexity,
possible added

inference latency

Complex design
and training, large

data requirements

Common
Evaluation
Metrics
utilization, switch

migration cost

Controller delay,
scalability,

service reliability

Classification
accuracy,
response time,
throughput,

energy efficiency

Scalability,

flexibility,

congestion
avoidance success

rate

SDN has a centralized controller that can see an overall picture of the network and hence

allows for easier management and control. Machine learning techniques will further enhance

these capabilities through advanced data analysis, optimization of the network, and automatic

provisioning of services. This will, in turn, enable the controller to self-learn and optimally

make decisions in response to changes in the network on its own. This section highlights various

challenges that require the use of machine learning in overcoming many challenges related to

SDN: classification of traffic, routing optimization, prediction of QoS and QoE, managing

resources, and security. Further, we describe how machine-learning algorithms are put into

place in the context of the SDN.

1) Elephant Flow-Aware Traffic Classification

Elephant flow-aware classification is used to classify two kinds of flows: elephant flows,

which are long-lived and bandwidth-intensive, and mice flows, which are short-lived and delay-
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sensitive. In data centers, roughly 80% of flows are mice flows, while most of the volume of
data is carried by elephant flows. Classifying elephant flows is thus of vital importance for
efficient traffic management. According to various researches, it is possible to allow the central
SDN controller to apply other more effective traffic optimization techniques according to the
classification result using machine learning techniques for classifying traffic at the network
edge. One argued that within SDN, detection of elephant flows could be done by cost-sensitive
learning. The approach comes with a two-phase strategy wherein it first measures the head
packet in order to distinguish suspicious elephant flow from mice flow. Afterwards, in its
second phase, it uses a decision tree to verify the flows if they are truly elephant or not. The
proposed elephant flow detection system consists of three major components: Flow Collector,
Real-time Detection Strategy, and Classifier. The Flow Collector is responsible for collecting
the input to the system by capturing the IP packets from the SDN network, and the flows will
be recognized depending on IP packet header inspection. Each flow is identified by using a
five-tuple that repre-sents source and destination information and statistical features of duration
and packet count. In the processing stage, the Real-time Detection Strategy module will extract
key features from the collected flows to classify them effectively. This module shall adopt a
hybrid strategy that encompasses TCP flow characteristics and DPI attributes to select the
relevant n-tuple features, essential in the correct identification of elephant flow. The objective
of this module shall be to have an appropriate feature selection to develop an efficient and
robust classification. The Classifier module classifies each n-tuple precisely into an elephant
flow or not following the feature extraction. It may employ any statistical method or machine
learning algorithm to do the classification; in [36], the C4.5 decision tree is used as the detection
method. Another contribution proposed here is the cost-sensitive approach in order to improve
the efficiency of the elephant flow detection, since accurate elephant flow detection can help
with optimal resource allocation within the network and avoid congestion. This system enables
the correct identification of elephant flows by users and the implementation of necessary

optimizations in traffic management. Fig. 2.

Web Site: https://isnra.net/index.php/kjps E. mail: kjps@uoalkitab.edu.iq

187


mailto:rasha.talib@coeng.uobaghdad.edu.iq
https://isnra.net/index.php/kjps
mailto:kjps@uoalkitab.edu.iq
mailto:kjps@uoalkitab.edu.iq

Ahmed Ismael Hadi. / Al-Kitab Journal for Pure Sciences (2026); 10(1):179-206.

_____ Classifier

Training Data

B T T gy, iy Y (e e U DL R e ']
: T low Collector |
[
Controller S |-~~~ % | [
. o | IP Packet - |
o Apphcatlonl. SRS Real-time '
OpenFlow H 0l I Time Series Feature select| Detection |
; : [ Strategy

Protocol ! 3 ; |
! i | Selection |
i \ | =

1 .
ObeHElew \ : Classifier : |
Switches” ) | Cost-Sensitive H {
: |
! |

[

*<C - Elephant Flow — —~"—————
~Alert -

Figure 2: The System model detecting elephant flows[36].

In this section, we present a two-stage strategy for elephant flow detection, as illustrated in
Fig. 2. This method is designed to quickly and efficiently identify elephant flows using

statistical thresholds and flow features over time series.
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Figure 3: Two-Stage Elephant Flow Detection Strategy [36].

In the first stage, we distinguish large flows from small flows using head packet

measurement. This differentiation is based on thresholds such as destination port and protocol.
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The suspicious flows identified at this stage are forwarded to the second stage to enhance
accuracy. In the second stage, n-features are extracted from the statistical data collected in the
initial time series, including parameters like c2s_pkts and s2c_psmax. To optimize the feature
set for the dataset, we employ a correlation-based filter (CFS), which plays a crucial role in the
feature selection process [36]. This two-stage approach enables more precise and efficient
detection of elephant flows, which is particularly significant for improving traffic management

in SDN networks.
2) Application-Aware Traffic Classification

Machine learning methods for identifying internet traffic types typically work with data
collected from specific protocols known as IPFIX. These protocols assist Internet Service
Providers (ISPs) in gathering and processing traffic data from routers. IPFIX aggregates packets
to provide information about flows, such as duration and bit rate, which are then used in a
separate system for traffic classification [37]. Software-Defined Networks (SDN) offer new
approaches for collecting and managing this data. OpenFlow, a protocol for SDN, directly
gathers flow statistics and connects packets to flows based on specific rules. This allows
information to be collected from various points in the network, ranging from low-traffic access
switches to high-traffic core switches. One of the advantages of SDN is that statistics and
information are sent directly to the controller, enabling it to respond quickly and automatically.
For example, if the controller learns information about a traffic flow, it can swiftly apply new
rules to manage that flow. Additionally, SDN allows for customization of the types and numbers
of packets that need to be analyzed. In general, most of the procedures of traffic classification
in SDN consist of several major steps. An SDN application connects to switches using the
OpenFlow protocol and instructs them to forward all incoming traffic to the controller. These
include recorded TCP packets through port mirroring or direct data collection, respectively,
capturing important information such as transport protocol and flags of the TCP. It inspects the
packets, identifies, counts, and logs the first five packets exchanged between the client and the
server. After that, all the remaining packets are handled locally inside the switch, in order to
minimize the load of Packet In messages at the controller (Fig 3). After data collection and
analysis, it creates a labeled dataset to train machine learning models. Therefore, the data is
divided into a training-testing set, and models trained on algorithms such as Random Forest and
Gradient Boosting are used. For the measurement of the accuracy of these models, the results

predicted by them are compared against the actual labels. Further, the average of these is
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determined. The obtained results can finally be used for flow optimization and managing traffic

in SDN networks, which can be further extended for legacy networks [37].

Hp Van SDN
Controller
SDN

Hp Switch
E3800 J9575A

WorkRoom that Copy of the traffic
we are monitoring that we are
mointoring
*% » Enterprise

Network

WorkRoom 2

Internet Firewall L3 Core

Switch

Figure 4: Enterprise Network Setup for Application-Aware Traffic Classification in SDN [37].

Application-aware traffic classification focuses on determining the specific applications
associated with various traffic flows. Amaral et al. conducted research in enterprise networks
to explore this concept. In their approach, a straightforward OpenFlow-based SDN system was
established within an enterprise environment to collect traffic data. Various classification
algorithms were employed to categorize the traffic flows based on the identified applications A
system known as MultiClassifier was introduced, which integrates both machine learning (ML)
and Deep Packet Inspection (DPI) techniques to identify applications. When a new flow is
detected, the ML classifier is initially utilized for classification. If the reliability of the ML
classifier's output exceeds a predetermined threshold, this result is accepted as the final output
of the MultiClassifier. Instead, the DPI method is employed. If the DPI classifier does not
return a "UNKNOWN" result, its output is chosen as the final classification. In a related area,
another study evaluated the process to classify applications that implement the UDP protocol.
Specifically, it proposed a behavioral classification engine to improve the accuracy of
application-aware traffic classification. Building upon this, we deployed the Support Vector
Machine (SVM) algorithm to categorize UDP traffic based on NetFlow records, which include
the number of packets and the total number of bytes. Simulation results indicated that this SVM-
based classification engine achieved an accuracy rate of over 90%. Furthermore, research on
mobile application classification introduced a framework called Atlas, which aims to identify
mobile applications effectively. This framework uses a crowdsourcing approach to gather

accurate data from end devices, which is then utilized to train a decision tree. The resulting
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model is capable of identifying mobile applications associated with the analyzed traffic flows.
Simulation outcomes demonstrated that Atlas achieved an average classification accuracy
greater than 94% for the top 40 applications available on Google Play. In another research
effort, deep neural networks (DNNs) were utilized to identify mobile applications. Data was
collected from an experimental network regarding mobile network traffic, and five flow
features destination address, destination port, protocol type, TTL, and packet size were selected
to train an 8-layer DNN model. The simulation results revealed that this model attained a
remarkable accuracy of 93.5% in recognizing 200 distinct mobile applications. Mobile
applications often produce various types of traffic flows. For example, the Facebook application
can generate video, voice, instant messaging (IM), and file sharing traffic flows. To facilitate a
detailed and fine-grained classification of mobile application-aware traffic, it is crucial to
identify both the specific mobile applications and the corresponding types of flows. A
sophisticated system called TrafficVision was proposed for this purpose in an SDN-enabled
wireless edge network. The TrafficVision Engine (TV Engine) is the most important part of
TrafficVision. It is a crucial component of the overall design and operation of the SDN-enabled
system. Figure 2 illustrates the architecture of the TrafficVision Engine (TV Engine),
comprising three main components. The first thing it does is collect, store, and analyze flow
statistics and ground-truth training data from end-user devices and access points. This basic
step is crucial for ensuring that applications are correctly identified. Second, the TV Engine
utilizes a decision tree classifier to identify various application names, such as Facebook,
YouTube, and Amazon. It also utilizes a k-Nearest Neighbors (k-NN) classifier to distinguish
between different types of flows, such as video content, audio files, and video chats. Together,
these components facilitate a detailed and efficient mobile application-aware traffic

classification system within SDN-enabled wireless edge networks.
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Figure 5: The architecture of Traffic Vision, which is designed for Software-Defined Networking (SDN), operates at a
high level and includes the workflow of the TV Engine

The TV Engine performs three primary functions: (1) it gathers flow statistics and
authentic training data from both end devices and access points, (2) it utilizes a decision tree
classifier to determine the names of applications, and (3) it employs a k-nearest neighbors (k-

NN) classifier to categorize different types of data flows.
3) Impact of QoS-Aware Traffic Classification on SDN Performance

QoS-aware traffic classification has a high impact on the performance of Software-
Defined Networks. In this method, an SDN can manage flows according to their QoS class
requirement, specified in terms of maximum delay, jitter, and packet loss rate. This way,
network resources are utilized much more intelligently. Delay-sensitive traffic-that is, video
calls or other similar real-time applications-will be processed quicker. Therefore, the network
will be able to produce higher performance and yield better user experience in respect to various
applications. It is hard to identify all the applications in the internet environment; QoS
classification classifies the traffic flows according to QoS requirements rather than identifying
each application. This enables SDNs to manage traffic in a more effective way without
requiring precise knowledge of specific applications. Using semi-supervised learning and some
techniques like Deep Packet Inspection, the network can have an exact classification and
management even in unknown traffic flows, improving the accuracy of the classification and
enhancing traffic management. Besides, the QoS-based classification helps SDNs in optimizing
the utilization of network resources and forwarding the traffic to meet its actual needs, thereby

avoiding congestion and improving overall network efficiency. By applying machine learning

e
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and deep learning algorithms, SDNs manage to process large and complex datasets of flow
traffic more efficiently to let the network become more intelligent towards dynamic and
changing conditions. In summary, this approach makes for a very important role in augmenting the
quality of the services and overall efficiency of the SDN networks. In [35], a QoS-aware traffic
classification system is proposed which combines semi-supervised learning algorithms and DPI. Here,
the DPI only labels some of the traffic flows from known applications, and then semisupervised learning
algorithms, such as Laplacian SVM, use the labeled training data to classify the traffic flows from
unknown applications. This provides the capability for the system to efficiently classify both known and
unknown traffic into different QoS classes. Simulation results demonstrate that the achieved high
accuracy of the developed traffic classification system attains more than 90% in the exactness of the
classification for different kinds of traffic flows. This becomes very important for SDN systems because
this allows the network to make more realistic decisions about each flow QoS requirements by
optimizing resource allocation and traffic management. It not only enhances the precision and efficiency
in traffic management but also tackles the challenges brought about by exponential growth in diversified
internet applications. Due to the fact that it categorizes the traffic based on QoS needs rather than
identifying each application, it proves highly effective in dynamic and variable environments such as

SDNs, which may improve performance and reduce congestion in networks.

Table 2: Machine Learning-Based Traffic Classification Solutions in Software-Defined Networks (SDN)

ref Objective Learning Model Dataset Input Dataset Output
Elephant flow-aware . Basic five-tuple, statistical flow .
[36] . ) Decision tree Elephant flow, mice flow
classification features
Application-aware 12 flow features (packet size, inter- 8 applications (e.g., YouTube,
[37] . ) Random forest ) ) )
classification arrival time, flow duration, etc.) Skype, Dropbox)

Application-aware

[38] . ) ML classifier Not mentioned Not mentioned
classification
[39] Application-aware SUM Basic five-tuple, Netflow records 8 applications (e.g., PPstream,
classification (packet, byte counts) Skype, DNS)
Application-aware . Flow features (packet sizes, .
[40] ) ) Decision tree o Top 40 apps in Google Play Store
classification source/destination ports)
Application-aware Destination address, protocol type, . o
[41] Deep NN 200 mobile applications
classification TTL, packet size
Application-aware Decision tree, k- Dataset 1: 37 apps, Dataset 2: 45
[42] ) . Flow features (per reference [7])
classification NN apps
) ) Semi-supervised 9 flow features (packet inter-arrival Four QoS classes (voice/video,
[35] QoS-aware classification ] 4 )
learning time, Hurst parameter, etc.) streaming, etc.)
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3. Machine Learning Techniques for Load Balancing

Machine learning has been realized as one of the innovative ways of load balancing in
SDN. It involves the use of mathematical and statistical algorithms to analyze information and
predict network behavior. Machine learning will enable the system to recognize the patterns in
the traffic and select the best paths which data shall take based on pattern recognition. Such
algorithms predict traffic behaviors by analyzing historical and current network data, thus
helping network managers make better decisions regarding network traffic. Certain examples
of machine learning applications in SDN involve identifying the pattern of traffic load and
predicting conditions in the future. For instance, using traffic data gathered, it can be predicted
using machine learning algorithms which links and nodes will be highly loaded in the future.
Therefore, the SDN controller may make better decisions on the distribution of the traffic over
the network and choose routes in order to avoid highly congested paths for routing data. Hence,
the efficiency of the network improves and the possibility of bottlenecks and unexpected
outages becomes low [43], In addition, machine learning further enhances the response to
failures by enabling quick detection of link or node failures through highlighting appropriate
alternative paths with which data transmission can continue. In that way, the network remains
functional without degradation in performance. Overall, the application of machine learning in
the traffic management of SDN networks contributes to load balancing optimization, greatly

improving the reliability and efficiency of the network.

C.Supervised Learning Methods
The controller can identify all paths between two nodes and determine the optimal load
conditions for each path by updating the network's topology information. This broad view
enables the controller to make more informed decisions about managing traffic and balancing
loads. Initially, network simulation is conducted to gather data, and then it is repeated to validate
the results. The first step in this process is to start the Floodlight controller, which serves as the

foundation for the network simulation. After that, Mininet is used to set up the network

topology.

At this stage, the user inputs the source host, and then the least loaded host is selected as the
destination. Traffic is generated between these hosts, and the Wireshark tool is utilized for
monitoring this traffic [43], Next, Dijkstra's algorithm is employed to determine the shortest

path(s) between the source and destination. The machine-learning module is enabled to select
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the optimal path when multiple shortest paths are available. If not, the shortest path found is the
best one. This process helps improve traffic flow and ensures that packets reach their destination
as quickly as possible. To manage failures, the SDN controller first identifies link failures,
particularly when a switch is unable to send a packet-in message to the controller within a
predefined time period. In such cases, the SDN controller notifies the load balancer about the
link failure, temporarily removing all paths that include the faulty link and identifying the least
loaded path. Additionally, in the event of a node failure, the controller identifies the backup
path and uses it to maintain connections between the source and destination hosts. These
mechanisms enhance the efficiency and stability of the network while enabling effective load

management. The flow diagram of the system is shown in Figure 6.
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Figure 6: The Machine Learning Techniques for Load Balancing [43]

D. Deep learning models for load prediction and optimization

Deep learning is a way of coming up with machine learning in cascading layers for feature
extraction from the input data towards making decisions. What leads the most among principles
behind deep learning is that there is learning of data representations at gradually higher levels
of abstraction. For almost all levels, higher-level abstract representations get derived from

lower-level representations. This is what generally makes this hierarchical process of learning
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effective. It can perceive, understand and learn complex representations directly from raw data,

which finds an application in many fields [1].
Three or four elements or parts commonly show up in an application:

1) Representation, i.e. how the state of the environment can be represented in handy numerical
formats serving as the input layer for the DL network.

2) How the results of the validation shall be represented or interpreted in such a way as to reflect
the physical meaning of the output layer of the DL network.

3) How the reward value shall be calculated and updated, together with the determination of an
appropriate reward function that will guide the iterative updates of weights in each neural layer.

4) DL architecture, which includes the number of hidden layers, material design for each layer,
and layer inter-relations, is done. Deep learning has solved various open issues in many
application areas including computer vision, mobile and wireless networks, natural language

processing.

Model architecture: The flow chart of the experiment model architecture is depicted in
Figure 7. First of all, the Mininet emulator is selected and then a k-ary fat-tree topology is

created.

4 D

| Create k-ary Fat-tree Topology in Mininet |

¥
| Select the Two Hosts for Load Balancing |

3

| Realize the Traffic Generation with Iperf |

¥
Collect the Cost Between the Two
Determined Paths
¥
Use the Collected Data for Training ML
Algorithms and DL Algorithm
v
Obtain the Best Path Information Dynam-
nically from ML Algorithms and DL Al-
gorithm and Use the Chosen Path for Loaad
Balancing
v
Compare the Response Time and Accu-
racy Rates of Algorithms

]

Figure 7: The Deep Learning Techniques for Load Balancing [2].
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Then, two hosts are randomly chosen to initiate the load balancing process. For this, tx
and rx transmission and receiving rates are enabled in Floodlight. Traffic between them is
generated using Iperf. Finally, respective costs between the selected paths are gathered. Route
information like IP addresses, switches, MAC addresses, and port mappings are accessible by
using Rest-API. This data provides the cost between these two paths in milliseconds on a text
file (.txt). This additional file can be retrieved in Ulu. On the Floodlight side, the costs are
gathered, and configurations are modified for the enablement of Rest-API operations. The paths

cost computation:

(1)

Cost = tx(transmitted) + rx(received)

Equation (1), adapted from [2], defines the cost as the sum of transmitted (tx) and
received (rx) packets. This formulation has been widely used in SDN-related studies as a
straightforward performance indicator, and in this work, we adopt it to ensure consistency with
prior cost-based approaches. Total cost is calculated as the summation of all tx and rx values.
The data so collected forms the training input for ML and DL. In-Port, Out-Port, Source IP,
Destination IP, Source MAC, Destination MAC, etc. The program updates this information per
minute, thus making it dynamic; once the best path through which data is to be sent is estimated
using algorithms through ML and DL, then this information is used for load balancing. The

block diagram of the load balancing mechanism used in the simulations is illustrated in Figure§.

‘ Training Stage of Algorithms ‘ Dynamic Load Balancing Stage

APPLICATION LAYER APPLICATION LAYER

LOAD BALANCING LOAD BALANCING

DATABASE DATA
ANN

LR ANN
svM .

‘ NorthBound Interface

REST APIs

CONTROLLER LAYER

FLOGDLIGHT CONTROLLER)

SouthBound Interface

OpenFlow

DATA LAYER

Figure 8: The load balancing mechanism in the simulations [2].
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Two situations are looked at. In the first case, connections are made in MiniEdit, and two
hosts (Host 1 [h1] and Host 4 [h4]) are chosen to share the load. The REST API gathers
information about the costs of routes between these two hosts, which helps determine a route
that incurs the least cost. The selected paths are h1, switch7 (s7)-switch4 (s4)-switch8 (s8) and
h4, hl-s7-switch3 (s3)-s8-h4. Cost values for the paths are obtained using Rest-API by
providing the MAC addresses of the switches. An example of a data entry might look like "' 02
= 15::017:288,'02 ::0a::01":1,530." Based on the obtained route information and cost
values, classification values are added to the database. A sample data row in the database is
"288, 1,530, 0." In the second scenario, load balancing occurs over different routes than in the
first scenarioConnections to MiniEdit are reestablished, and two new routes (h1-h3) and (h6—
h7) are selected simultaneously. The REST API collects road cost information for these hosts,
which helps them choose the most cost-effective routes. As in the first scenario, classification
values are added to the database, with a sample data line looking like "1,254, 694, 1, and 81,659,
80,769, 1." A total of 800 training data points and 192 test data. points are generated. This
database is then utilized to train ML and DL algorithms. For ML, algorithms like Logistic
Regression (LR), Support Vector Machine (SVM), Artificial Neural Network (ANN), and DL
are used to compare results during training and testing. Specifically, the SVM algorithm has a
C parameter that can be set to 1 or 100. Regarding the ANN model, as shown in Figure 6, it has
two layers: the first layer has five nodes, and the second layer has one node. The learning rate
is set to 0.00025. The first layer employs the ReLU activation function, while the second layer
utilizes the sigmoid activation function. The paths' input variables are shown as x0 and x1. In

the case of DL, Figure 9 shows the four-layer model used.

Input Layer Hidden Layer Hidden Layer  Output Layer
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Figure 9: The DL model for load balancing [2].
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This model has 20 nodes in the first layer, 7 nodes in the second layer, 5 nodes in the
third layer, and 1 node in the fourth layer. The activation function for all layers except the fourth
is the ReLU function. The activation function for the fourth layer is the sigmoid function. The
input variables for the paths are still x0 and x1, and the notation [I] shows which layer they

belong to. The letter Z stands for the pre-activation parameter.
4. Experimental Evaluation

In their study, B. Babayigit and B. Ulu used deep learning techniques to optimize load
balancing in SDN within data centers. They tried several machine learning models, including
deep learning techniques that improve the network performance-traffic management. The
research study in the paper gives insight into how Al-based methodologies can enhance both
scalability and responsiveness of SDN-based networks and, finally, provide an efficient way of
solving load balancing strategies [2]. These measurements are response times in milliseconds
and are shown in Figure 10 and listed in Table 3. The researchers tested the LR, SVM, with C
=1and C=100, ANN, and DL algorithms in their experiments. Therefore, these measurements
give a view of each algorithm's performance under several different network conditions. The

DL model for load balancing [2].
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Figure 10: The response times for the LR, SVM (with C =1 and C = 100), ANN, and DL algorithms in the

second scenario [2].
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Based on Figure 10, a clear performance gap is observed among the evaluated algorithms
in terms of response time across ten runs. The SVM classifiers (C=1 and C=100) exhibit the
highest response times, ranging from approximately 16 to 22 milliseconds, and show noticeable

fluctuations, indicating lower stability. Logistic Regression (LR) gets average results, with

response Running | LR SVM C=1 SVM C =100 ANN DL times of
1 420 1732 17.79 2.10 1.97

about 4-5 2 497 18.17 18.02 1.32 1.57
3 4.09 16.53 20.98 1.82 1.63
4 494 17.92 18.65 1.29 1.27
5 5.11 17.46 17.08 1.94 237
6 477 18.10 18.01 2.68 2.04
7 4.03 19.40 16.56 1.68 2.70
8 410 20.12 16.72 2.64 1.57
9 425 18.96 18.12 2.44 1.75
10 415 16.09 17.03 1.64 2.75

milliseconds, and its performance is fairly stable. The Artificial Neural Network (ANN), on the
other hand, typically has the fastest response times, which are usually between 1.5 and 2.5
milliseconds, although they vary slightly from run to run. Deep Learning (DL) models work
almost as well as ANN, but they are more stable and don't change as much. Their response
times are a little longer, ranging from 1.5 to 2.7 milliseconds. In general, ANN is the fastest
algorithm, and DL is the most reliable and consistent. This shows that advanced ML techniques

are better than older ones like SVM and LR for SDN load balancing.
Table 3: The response times (in milliseconds) for the LR, SVM (with C =1 and C = 100), ANN, and DL

algorithms in determining the optimal path for the second scenario [2].

This table presents a comparative analysis of Logistic Regression (LR), Support Vector
Machine (SVM) with C=1 and C=100, Artificial Neural Networks (ANN), and Deep Learning
(DL) in ten consecutive runs in terms of response time (milliseconds). The results reveal a
significant performance gap among the evaluated methods. The SVM algorithms, under both C
values, demonstrated the weakest performance; their response times ranged between 16 and 22
milliseconds, and in addition to having a high average, they showed considerable fluctuations
across runs, indicating low stability. In contrast, LR showed moderate performance with
response times in the range of 4—5 milliseconds. While slower than ANN and DL, LR
maintained more consistent results compared to SVM.

In contrast, ANN and DL outperformed other methods. ANN consistently had the fastest
response times, ranging from 1.3 to 2.6 milliseconds, resulting in the lowest average delay. DL

performed nearly as well, but was more stable with less variation, posting response times from
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1.2 to 2.7 milliseconds. These small differences suggest ANN is ideal for applications needing
low latency, while DL is preferable for environments that value stability and adaptability.
Overall, the table demonstrates that although traditional approaches such as LR and especially
SVM are computationally simpler, they cannot compete with ANN and DL in terms of response

time for SDN load balancing.
5. Challenges and Future Directions

Along with continuous growth in the area of machine learning and load balancing in SDN,
a number of works remain to be pursued towards surmounting challenges. Among those are the
responsiveness and adaptability enhanced by algorithms under dynamic environments.
Network conditions fluctuate due to rapid changes in traffic loads, failures of nodes, and
modification within network topologies. An algorithm showing quick adaptability with optimal
performance against such changes has their importance in such scenarios. Another challenge is
scalability: the network sizes are increasing each day, which increases the computational
complexity of the load balancing algorithms, hence worst response time and less efficiency.
These need scalable solutions that can ensure better performance on larger networks. Also, there
is a need for more scope in integrating Al techniques within the existing architecture of SDNs.
This integration can make different decisions for various processes in real time to help enhance
the overall efficiency in load balancing mechanisms. Future directions may relate to exploring
hybrid models leveraging the strengths of different machine learning techniques to exhibit
superior performance. There is also the security perspective, which always remains a very
critical concern. Since load balancing algorithms are achieved by the sharing of data and
communications between nodes, the confidentiality and integrity of their data are crucial. It is
highly recommended that studies on secure techniques for load balancing against eventual
vulnerabilities be carried out in order to increase reliability within SDN environments in

general.
6. Conclusion

Machine learning algorithms for load balancing in SDN show promise as a way to make
networks more efficient and better manage resources. Although ANN and DL models have
demonstrated better response times and accuracy, there are still some issues that need to be

addressed before they can be applied in real-life scenarios. One significant issue is that deep
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learning models are computationally expensive to run, requiring substantial processing power,
memory, and time to train. In large-scale SDN deployments, these requirements may lead to
scalability bottlenecks and increased operational costs unless optimized through techniques

such as model pruning, quantization, or GPU/TPU acceleration.

Another challenge is the need for models to adapt to evolving traffic patterns. Recently,
hybrid strategies that integrate traditional optimization methods (such as Dijkstra's algorithm
and heuristics) with Al-driven models have demonstrated effectiveness. Combining static, rule-
based techniques with deep reinforcement learning can achieve a balance between real-time
adaptability and reduced computational load. Ensemble approaches that integrate ANN, SVM,

and decision trees can further bolster system resilience to diverse traffic types.

Future research should focus on developing resource-aware Al models that can
dynamically scale according to available computing resources while maintaining accuracy.
Also, energy-efficient versions of DL models are needed to make deployment possible in real-
world data center networks. These models could use edge computing or lightweight federated
learning methods. To ensure that SDN load-balancing systems are more accurate, responsive,

cost-effective, sustainable, and scalable, these problems must be addressed.
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