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Abstract

This research examines the legal frameworks and international
mechanisms aimed at protecting "cyber sovereignty" as a modern
extension of national sovereignty in the virtual realm. The legal challenge
lies in the inadequacy of traditional international law rules to encompass
the transnational nature of cyber violations and the accompanying
complexity of assigning legal responsibility to perpetrators due to the
absence of physical presence at the crime scene. Through an analysis of
international instruments and institutional efforts, the research concludes
that current mechanisms—such as the Tallinn Manual and regional
agreements—are insufficient due to their lack of universal international
binding force. This necessitates adapting the concepts of "aggression™ and
"the right of self-defense” under Article 51of the UN Charter to include
serious cyberattacks. The research emphasizes the need for an
international legislative framework that transcends inadequate domestic
laws, while simultaneously activating the role of the Security Council in
characterizing cyber violations as a direct threat to international peace and
security, thus ensuring the stability of the "fifth domain™ of international
sovereignty.
Keywords: (sovereignty, cyber, violation, agreement, borders)
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