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RESEARCH ARTICLE

Infinitely Many Hidden Attractors in a Simple
Six-Term Chaotic 2-torus Snap System with a Line
of Equilibria

Sarbast Hussein Mikaeel® ', Irffan Ahmad® 2, Rizgar H. Salih® *

1 Department of Mathematics, Faculty of Science, Soran University, Soran, Kurdistan Region, Iraq
2 School of Computing and Mathematical Sciences, The University of Waikato, New Zealand
3 Department of Mathematics, College of Basic Education, University of Raparin, Rania, Kurdistan Region, Iraq

ABSTRACT

Chaotic systems with simple structures and controllable dynamics are highly desirable for practical applications,
including secure communications, signal processing, and nonlinear control. However, most existing systems are too
complex or lack flexibility in controlling signal amplitude and polarity. In this study, a simple chaotic snap system is
considered that has a line of equilibria and is composed of six algebraic terms, with a single quadratic nonlinearity. In
some regions of parameter space, a chaotic attractor coexists with a line equilibrium or with a limit cycle of period-2.
The basin boundary of a limit cycle and chaotic attractor is smooth. Additionally, in specific regions, two limit cycles
can coexist each other. A single quadratic term allows rescaling chaotic signal amplitude, while adding a constant to
X controls polarity. The snap system can become self-reproducing via periodic functions, producing a 3D lattice of
hidden attractors with identical Lyapunov exponents. Consequently, a chaotic signal of either polarity can be obtained
by selecting different initial conditions without requiring an additional polarity converter. These properties allow the
implementation of a digital circuit based on STM32 hardware to illustrate the physical feasibility of the proposed
system. Finally, to validate the feasibility of the snap system for image encryption a random number generator (RNG)
is implemented. The generated RNG successfully passes the National Institute of Standards and Technology (NIST) SP
800-22 statistical tests. Based on these random bits, an image encryption algorithm is developed. Security analysis
confirms the system effectively encrypts and decrypts images with high performance.

Keywords: Amplitude and polarity control, Hardware implementation, Hidden attractors, Image encryption, Multistability,

Self-reproducing system, Snap system

Introduction

The exploration of chaotic dynamics in nonlin-
ear systems has been at the forefront of the field
since Edward Lorenz’s pioneering research in 1963."
This area has seen exceptional development because
it is extensively applied to different scientific ar-
eas and engineering domains, especially in secure
communication systems using chaos-based encryp-
tion models. >~

Traditionally, three-dimensional (3D) autonomous
chaotic systems are mathematically described
through coupled first-order ordinary differential
equations (ODEs) involving three state variables,
conventionally denoted as (x, y, 2). A paradigmatic
example of such systems is Chua’s circuit, which
has served as a cornerstone for understanding
circuit-based chaos.® Alternatively, chaotic behavior
can be elegantly captured through a single third-order
ODE of the form X = J(x, x, X), commonly designated
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as a jerk system.® These jerk systems have garnered
substantial attention in nonlinear dynamics research
due to their remarkable combination of structural
simplicity and complex dynamical behaviors. '°-!2

From a physical perspective, in Newtonian mechan-
ics, the derivatives %, ‘(1127;‘ and %‘ represent displace-
ment, velocity and acceleration, respectively. When
a jerk system’s dynamics are governed by a fourth-
order derivative of the form ‘%‘ = J(x, %‘, ‘%‘, %), it
is classified as a hyperjerk system or snap system. '
The fourth derivative ‘fof is commonly referred to
as “snap” in the literature, though alternative terms
such as “jounce,” “sprite,” or “surge” are occasionally
employed. ' Fourth-order (4D) hyperjerk ODEs can
describe either 4D chaotic hyperjerk systems''¢ or
4D hyperchaotic hyperjerk systems. '’

Hyperjerk systems have substantial physical im-
portance due to their capacity to describe motions
whose acceleration dynamics are even more complex,
which leads to a more sophisticated and realistic
representation of motion. Use of higher-order deriva-
tives, especially snap, helps their models capture
real-world dynamics featuring many interacting vari-
ables and high-dimensional phase spaces of common
occurrence within mechanical, electrical and biolog-
ical systems. '®!° This more advanced mathematical
framework can help study complex dynamics, from
hyperchaos and multi-scroll attractors to complex
transient dynamics with an emphasis on enhanc-
ing hyperjerk systems as fundamental resources
for modeling and control of advanced dynamical
systems. 2022

In a systematic introduction to the generalized
Chua’s system, the first hidden attractor was dis-
covered in 2010.2%?* This established a founda-
tional classification of attractors, which includes
self-excited and hidden attractors. A self-excited at-
tractor has a basin of attraction that intersects with
the neighborhood of an equilibrium point, as shown
by classical Lorenz system attractors.! In contrast, a
hidden attractor has a basin of attraction that does
not overlap with any neighborhood of equilibrium
points. Hidden attractors have emerged as an im-
portant subject of study to study the unpredictable
and catastrophic behavior of dynamical systems in
relation to perturbations. Therefore it comes with sig-
nificant implication in different fields, such as aircraft
control, to name a few, where hidden attractors can
produce unexpected oscillations which may hamper
flight stability systems, drilling operations where they
would be exploited because they induce complicated
dynamic forces that can affect operational and safety
conditions as well as convective fluid flow systems,
where they can generate flow profiles with major
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implications for engineering as well as natural pro-
cesses. 2527

Multistability (also called the coexistence of sev-
eral stable states in one dynamical system) has been
regarded as a universal property across many sci-
entific fields. This behavior is observed in different
physical systems, such as laser dynamics?®2° and op-
tical systems. °° Multistability is important because it
allows flexible system behavior through state transi-
tions controlled by initial conditions, without having
to adjust parameters. ! Multistability protects chaos-
based communication as well by allowing additional
freedom through initial condition selection, hence
generating additional secret keys for cryptography
applications. 3234

Chaos-based applications, especially for secure
communication systems, should yield chaotic signals
with the exact control of amplitude and polarity
features. Recent advances have introduced sophisti-
cated methods for simultaneously controlling both
amplitude and polarity of chaotic signals, enabling
fine-tuning of signal properties without inducing
undesirable bifurcations.®> These techniques prove
particularly advantageous for practical implemen-
tations in chaos-based secure communications, as
they minimize hardware requirements while facili-
tating the generation of chaotic signals with desired
specifications.>® While these control methods have
been successfully implemented together in 4D chaotic
snap systems with a single equilibrium point®” and
separately in systems with no equilibria®® or infi-
nite equilibria,'® their combined application in 4D
chaotic snap systems featuring six terms and a line
of equilibria that generate hidden attractors remains
unexplored.

Chaotic snap systems exhibiting line equilibria and
infinite equilibrium points constitute a relatively rare
class in the existing literature.*>*° Notably, systems
possessing line equilibria are generally categorized
as hidden attractor systems.*' Current research has
identified five chaotic snap systems that demonstrate
line equilibria for hidden attractors, incorporating
one, '%%? two,*? or three*® nonlinear terms. Among
these five systems, three exhibit multistability but
necessitate seven'®*? or eight®>% algebraic terms.
Significantly, none of these systems has incorpo-
rated self-reproducing mechanisms for generating
infinitely many hidden attractors, raising the funda-
mental question of whether a chaotic snap system
with merely six algebraic terms and a single non-
linearity could achieve multistability and for line
equilibria with hidden attractors.

Recent studies have explored methods for gen-
erating an infinite number of coexisting chaotic
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attractors. “*-*® A self-reproducing system approach
can achieve infinitely many coexisting chaotic attrac-
tors, with identical Lyapunov exponents (LEs) across
all attractors, realized through variations in initial
conditions.®! Careful selection of these initial con-
ditions allows the generation of chaotic signals with
a desired polarity without additional hardware, with
multistability providing an effective mechanism for
polarity control. To the best of our knowledge, no
self-reproducing chaotic snap system exhibiting a line
of equilibria and supporting infinitely many hidden
attractors has been reported in the literature.

A chaotic snap system characterized by six alge-
braic terms and a single quadratic nonlinearity is
investigated in this paper, as presented in*’. The
zero-Hopf bifurcation and the absence of a C! first
integral near the origin is analyzed by the authors
in“’. The system is reduced to a 3D form using a
polynomial first integral, and its dynamics, including
local bifurcations, chaotic behavior, and applications
in digital circuits, are examined.

The contents of the paper are as follows: Firstly, the
proposed system is presented, and several behaviors
are investigated, including the types of attractors, dis-
sipative and conservative properties, boundedness,
and multistability. After that, the mechanisms for
controlling the amplitude and polarity of chaotic sig-
nals in the proposed snap system are described. Next,
the self-reproducing behavior with infinitely many
attractors is introduced for the proposed system.
Then, an experimental platform for the STM32-
based hardware implementation is presented for the
proposed system. The random number generation
(RNG) method is validated using the NIST SP 800-
22 statistical test suite, and it is confirmed that all
required randomness conditions are satisfied by the
proposed system. Finally, the image encryption ap-
plication is presented, followed by the conclusion and
discussion.

BAGHDAD SCIENCE JOURNAL 2026;23(4):1220-1240

The proposed system

This section presents the mathematical formula-
tion of a six-term single-nonlinearity chaotic snap
system with a line of equilibria. The analysis in-
cludes equilibrium points, eigenvalue characteristics,
attractor types, dissipation properties, boundedness
conditions, and fundamental dynamic behaviors.

Mathematical model

The proposed chaotic snap system?’ is expressed
as:

x=Y,
y=z
Z=Ww, 1)

W= —az—bw—xy,

where a and b represent real parameters, with a as a
bifurcation parameter, and b serving as the damping
coefficient. While system (1) can be simplified by
setting b = O for a conservative snap system; chaos
vanishes whenever b < 0.4, as shown in the analysis
later. Thus, the system (1) is the minimal dissipative
chaotic snap system involving a single quadratic non-
linearity.

In Table 1, this proposed system is compared to
existing chaotic snap systems that feature one, two, or
infinite equilibria. Comparisons showed four strong
advantages of the proposed system: (i) less algebraic
complexity with six terms compared to seven or eight
of previous systems, (ii) use of a single quadratic
nonlinearity as opposed to many nonlinear terms,
(iii) a higher LE;value indicating improved insta-
bility of the system, and (iv) Lyapunov dimension
D, revealing the improved fractal structure in the
boundaries of attractor basins. Although six of the
other systems mentioned are multistable, they require

Table 1. System (1) and current chaotic snap systems are compared.

Number of Type of Value of Existence of  Control of
Ref. Term Nonlinearity Nonlinearity Equilibria LE;, Dy, Multistabiliy =~ Amplitude/Offset
13 07 01 Quadratic One 0.0780 2.17 No No
07 01 Quadratic One 0.0310 2.068 No No
15 08 01 Mixed Infinite 0.1214 2.1666 Yes No
18 07 01 Cubic Infinite 0.0357 2.0666 Yes No
39 08 01 Quadratic Infinite 0.0730 3.1300 No No
40 08 02 Cubic Infinite 0.0894 3.0994 No No
42 07 01 Quadratic Infinite 0.1245 3.1993  Yes No
43 08 03 Mixed Infinite 0.0578  3.0969  Yes No
48 07 01 Mixed One 0.1118 2.2083 Yes No
49 08 02 Quadratic Two 0.0931 2.3043 Yes No
This paper 06 01 Quadratic Infinite 0.1301 3.2455  Yes Yes
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Fig. 1. Eigenvalues of the system (1) along the equilibrium line E, when a = 4.01 and b = 0.4: (a) Real components; (b) Imaginary

components.

additional terms or nonlinearities, while our pro-
posed system (1) achieves equivalent performance by
a single quadratic nonlinearity with few terms.

Equilibria and eigenvalues

The equilibrium points of the system (1) are deter-
mined by solving x = y = 2 = w = 0 simultaneously.
The solution yields:

E={(x*y.zw) |[y=2=w=0, x*€R}, 2)

At equilibrium E, the Jacobian matrix is

0 1 0O O

0 O 1 0

0 —x* —a -b
with characteristic equation |[Jg — ALy x 4] = O,
yielding:
P =1 (A +br+ar+ x*)=0. (C))

The solution of Eq. (4) for A produce single zero
eigenvalue, while other values depend on a and
b. Using the Routh-Hurwitz stability criterion, the
three non-zero eigenvalues possess negative real parts
whenb > 0, x*>0andab — x* > 0. Otherwise,
the equilibrium line E becomes unstable.

Fig. 1 illustrates the eigenvalue components of the
system (1) along the equilibrium line E for —10 <
x* <10 witha = 4.01 and b = 0.4. For representa-

tive x*, the eigenvalue characteristics are compiled
in Table 2. In general, the cases presented in Ta-
ble 2 are non-hyperbolic, with x* =0 and x* =
1.6, specifically identified as critical cases.®® Due to
the existence of at least one eigenvalue with a posi-
tive real part for x*e [—10, 0) € (1.6, 10], the local
behavior along the equilibrium line becomes unsta-
ble., 18,50

Hidden chaotic attractors

Numerical simulations utilize the fourth-order
Runge-Kutta method to ensure both efficiency and
reliability in the analysis of dynamical systems. This
algorithm demonstrates O(n) computational com-
plexity for fixed time intervals with consistent step
sizes, where n denotes the total number of time steps.
Implementation utilizes MATLAB’s ode45 solver for
system (1) integration.

For parameters a = 4.01, b = 0.4 and initial
conditions (xo, Yo, 20, Wo) = (1.3, 1.77, 5.3, 1.08),
Fig. 2 displays the numerical trajectories of the sys-
tem (1) across various projection planes. The pink
markers indicate the infinite equilibrium line. Since
the chaotic attractors exist independently of equilib-
rium point neighborhoods, the system (1) generates
hidden-type chaotic attractors.*’

Dissipative and conservative properties

Volume contraction characterizes dissipative non-
linear dynamical systems and determines whether

Table 2. Eigenvalues A;(i =1, ..., 4) at equilibrium set E, whena = 4.01 andb = 0.4.

x* A1 A2 A3.4 Classification

-0.1 0 0.0248 —0.2124 + 1.9938i Unstable saddle — focus
0 0 0 —0.2 £ 1.9924i Critical case

1.6 0 —0.3990 —0.0004 + 2.0024i Critical case

2 0 —0.4931 0.0465 + 2.0133i Unstable saddle — focus
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Fig. 2. Phase portraits of the system (1) for a = 4.01, b = 0.4 with
initial conditions (1.3, 1.77, 5.3, 1.08).

phase-space volume is conserved. System (1) exhibits
dissipative behavior when b > 0 :

v(x,y,z',w)zaiJral oz | w

—+—=-b<0.
ox 8y+az ow =

The system converges exponentially as e, ensur-

ing orbital volumes approach zero as t — co. When
b = 0, the system becomes conservative. Using the
Wolf algorithm with fourth-order Runge-Kutta inte-
gration, time step 0.001, simulation duration 1 x 10°
units, initial condition (0.1, 0.1, 2, 0) and parame-
ter a = 4.2, the computed LEs are LE; = LE; = LE3 =
LE4 = 0, confirming neutral stability and indicating
non-chaotic quasi-periodic behavior.

Boundedness of the system

The boundedness of the chaotic trajectories of the
system (1) is demonstrated through the theorem dis-
cussed in the literature. >->2

Theorem 1: If the parameters a and b of system (1)
If they are positive, then the trajectories of the system,
including chaotic orbits, are confined within a bounded
region.

Proof. Assume thata > Oand b > 0, consider the
Lyapunov function defined as follows: v(x,y, z, w) =
%(x2 +y2 + 22 + w?). We take the derivative of v
with respect to t, we have

V(X,y. 2. W) =xX+yy+22+wWw.

BAGHDAD SCIENCE JOURNAL 2026;23(4):1220-1240

This equation yields

1 \? 1 \?
v(x,y.z.w) = <x+7y> +<y+?z)

o) - (B 305

5 1 1 1
o — 22 L 1 —ae® — g 22
gy e R
Let Ry represent a sufficiently large region such that
all trajectories, (x, y, z, w) satisfy v(x, y, 2, w) = R for
R > Ry, under the following condition

1 1 5 1(1-a)z\?
U2 4 o2 4 Zy2p2 2 _ = 7
x4 2 +4yw+—4y+<JEw DR >

1 )2 1 \? 1 2
><x+?y> —i—(y—i-?z) —i—(x—?vvy)
—I—%(l—a)zz2

Consequently, on the surface defined by
{(x,y,z,w)| v(x,y,2,w)} =R, and given that R
> Ry, we can conclude that v(x,y, z, w) < 0. This
implies that the set {(x,y,z w)| v(x,y,z,w)} <R
constitutes a bounded region for all trajectories of
the system (1).

Other dynamical properties

For parameter a = 4.01, Fig. 3(a) and Fig. 3(b)
present the LEs spectrum (LE;, LE;, LE3, LE4) in de-
scending order and the Lyapunov dimension Dp
(Kaplan-Yorke dimension DKY) as functions of pa-
rameter b within the range 0.4 to 0.6. The Wolf
algorithm®® computes the LEs using fourth-order
Runge-Kutta integration with step size 0.005. To
ensure results are free from transient effects and nu-
merical artifacts, simulations extendtot = 1 x 108.
Computations are performed twice with slightly dif-
ferent initial conditions within the same basin of
attraction and compared to verify accuracy.

From Fig. 3(a) can be seen that the maximum
D; = 3.2455 occurs at b = 0.4 with correspond-
ing LEs: LE; = 0.1301,LE, = 0.0000,LE; = 0.0000
and LE4, = —0.5301. With LEs signs (+, 0, 0, —),
system (1) exhibits chaotic behavior with 2-torus
characteristics. > Fig. 3(b) shows that decreasing the
damping coefficient b increases D;, reaching maxi-
mum value at b = 0.4. Further reduction in b leads
to unbounded behavior.
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Fig. 3. LEs and Dy, versus parameter b for a = 4.01.

Fig. 4. Bifurcation diagram versus parameter b for a = 4.01.

For a = 4.01, Fig. 4 shows the bifurcation diagram
of the maximum x values (xpq) versus parame-
ter b, which exposes a periodic-doubling route to
chaos. Fig. 5 illustrates numerical trajectories for
b = 0.4 with initial condition (1.3, 1.77, 5.3, 1.08)
and parameter sequence a = (4.6, 4.2, 4.12, 4.01),
showing period-1, period-2, period-4 and chaotic be-
havior in the (x, w) plane. Pink dots indicate the
infinite equilibrium line.

Multistability in the proposed system

This section explores multistability by analyz-
ing the simultaneous presence of various attractors
within the snap system (1).

Investigation of multistability

Multistability of the system (1) is tested, with b =
0.4, when bifurcation diagrams for x maxima (Xmay)
are presented in Fig. 6. The diagrams use forward
(blue) and backward (magenta) continuations, with
a bifurcation parameter range from 4 to 5. Forward
continuation uses the provided initial conditions,
while backward continuation uses the last itera-
tion as initial conditions. Fig. 7 presents matching

~ -

5

&N

-

) .

Fig. 5. Phase diagrams showing the period-doubling route to chaos
with the initial condition (1.3, 1.77, 5.3, 1.08) and b = 0.4.

largest Lyapunov exponent (LLE) plots, including for-
ward (blue) and backward (magenta) continuations.
Several windows in the range 4 < a < 5 detect
multistable dynamics.

Coexisting hidden attractors

At a = 4.2, Fig. 8(a) shows coexisting period-2
(blue) and chaotic (magenta) hidden attractors
from initial conditions (1.3, 1.77, 5.3, 1.08) and
(1.5, 1.95, 5.3, 1.08), respectively. Fig. 8(b)
demonstrates coexistence of period-2 (blue) and
period-4 (magenta) hidden attractors at a = 4.26
with initial conditions (1.3, 1.77, 5.3, 1.08) and
(1.5, 1.90, 5.3, 1.08). At a = 4.45, Fig. 8(c)
shows coexisting period-2 (blue) and period-1
(magenta) hidden attractors from initial conditions
(1.5, 1.75, 5.3, 1.1) and (1.3, 1.7, 5.3, 1.1). For
a = 4.2 and b = 0.4, Fig. 9 shows four distinct
basins of attraction evaluated at 2z = w = 0. The
red basin corresponds to chaotic attractors, green
to limit cycles (period-2 attractors), cyan to line
equilibrium and yellow to divergent trajectories. The
smooth basin boundaries between the limit cycle
(green) and chaotic attractor (red) regions indicate
that small changes in initial conditions can produce
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Fig. 6. Bifurcation diagrams using forward (blue) and backward
(magenta) continuations forb = 0.4

dramatically different final attractors. Fig. 10 reveals
three dynamic regions on the [a, b] parameter plane
for initial conditions (0.68, 1.12, —0.39, —0.13):
red indicates hidden chaotic attractors, green
represents periodic attractors and yellow shows
divergent trajectories.

Amplitude and polarity control

This section examines mechanisms for controlling
the amplitude and polarity of chaotic signals in the
proposed snap system.

Control of chaotic signals

System (1) contains a single nonlinear term xy
whose coefficient controls signal amplitude, as it is
the only term with dimensions differing from the
linear terms. Polarity control is achieved by intro-
ducing a constant in a variable x. The transformation
x > mx+n,y - my, 2 > mg w —
mw, t — # converts system (1) to:

xX=y,

y=2z,

Z=Ww, ()
wW=—-az—bw—-m(x+n)y.

In system (5), coefficient m controls the amplitude
of all variables proportionally to n%, while constant
n provides polarity control, enabling transformation
between bipolar and unipolar signals for variable x.
Initial conditions require rescaling when amplitude
and polarity parameters change due to the small basin

of attraction. Unless stated otherwise, parameters are

BAGHDAD SCIENCE JOURNAL 2026;23(4):1220-1240
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Fig. 7. Largest LEs corresponding to Fig. 6.

fixed at a = 4.01, b = 0.4 with initial conditions
(x, y. z w=(1 (13 - n, 1.77, 5.3, 1.08)).

m

Amplitude control of chaotic signals

Atn = 0, Fig. 11 shows three chaotic signals from
the system (5) for different amplitude controller val-
ues m. In Fig. 11(a), m = 1 produces high-amplitude
chaotic signals (green), whilem = 2andm = 5
generate reduced amplitude signals (red and pink).
Fig. 11(b) displays corresponding phase trajectories
on the (x, w) plane. Fig. 12(a) demonstrates that as
an amplitude controller m varies from 1 to 5, the
average absolute values of |x|, |y|, |z| and |w| scale
inversely with m. Fig. 12(b) shows that the LEs
spectrum remains unchanged because m affects only
amplitude, not frequency.

Polarity control of chaotic signals

with m = 5, Fig. 13(a) presents three chaotic sig-
nals x from system (5) for different polarity controller
values n. Fig. 13 (a) shows: negative unipolar signal
(pink) for n =10, bipolar signal (green) for n= 0
and positive unipolar signal (red) forn = —10. Fig. 13
(b) displays corresponding phase trajectories on the
(x, w) plane for varying n values. Fig. 14(a) presents
mean values of x, y, z and w as functions of n. Pa-
rameter n affects only the mean value of x, leaving
y, z and w unchanged, confirming that n controls
x polarity. Fig. 14(b) shows that LEs remain consis-
tent across —10 < n < 10.As a result, changing
n does not change the dynamics of the system but
gives chaotic signals amplitude shift control, which
is useful for applications that need particular signal
polarities.
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Fig. 9. Basin of attraction for the system (1) atw = 0, z = 0 with a
=42,b=04.

Self-reproducing system with infinitely many
attractors

This section examines the self-reproducing system
concept within the chaotic snap system frame-
work, focusing on its capacity to generate infinite
attractors.

Transformation to Self-reproducing system

Fig. 15 illustrates the process for generating infinite
attractors. An endless lattice of chaotic attractors is
created by transforming an offset boostable system
into a self-reproducing one by incorporating peri-
odic functions into a chaotic system. Trigonometric
functions are commonly employed for constructing
self-replicating systems.

Periodic offset boosting transforms an nD snap
system into an (n — 1)D self-reproducing system. >!
Using m=1 and n =0, system (5) is modified to
create a self-reproducing system in variables y, z and

1227
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Fig. 10. Dynamic regions of the system (1) showing unbounded,
periodic, and chaotic attractors on the [a, b] plane.

w, yielding a 3D lattice of infinitely many attractors:

X=§z(y),
y=f3(2)),
i=faw), ©

W =—afs () —bfa W) —xfa (y),

wheref,(y), f3(z) and f4(w) are periodic functions
generating a 3D lattice of infinitely many hidden
chaotic or periodic attractors. Variable x is not
replaced with a periodic function because the cross-
product term xy complicates finding suitable periodic
replacements that preserve the system’s dynamical
behavior. Additionally, chaos vanishes when x is re-
placed with a periodic function.

Generation of infinitely many attractors
For parameters a = 3.5, b = 0.4, with periodic

functions f>(y) = 2.5 sin(0.4y), f3(2) = 5sin(0.2z)
and f4(w)= 16 sin(0.0625w), system (6) exhibits an
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Fig. 11. Amplitude control of hidden chaotic attractors in the system (5): (a) Three chaotic signals (x) for different amplitude controller values
m; (b) Phase trajectories for different m values.
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Fig. 12. Amplitude control analysis for system (5) with m € [1, 5] :
spectrum.

Fig. 13. Polarity control of hidden chaotic attractors in system (5) with m = 5: (a) Three chaotic signals (x) for different polarity controller
values n; (b) Bipolar signal (green, n = 0), positive unipolar (red, n = —10) and negative unipolar (pink, n = 10).
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Fig. 14. Polarity control analysis for the system (5) with n € [—10, 10]: (a) Mean values of signals x, y, z and w; (b) Invariant LEs.
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Fig. 15. Attractor generation process in a self-reproducing system.
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Fig. 16. 3D lattice of coexisting hidden chaotic attractors
from system (6): (a) Initial conditions (xo. Yo, 20, Wo) =
(0.26, 0.35+ 5km, 1.06 + 10kw, 0.22), (b) Initial conditions
(x0, Yo, 20, wo) = (0.26, 0.35, 1.06 + 10km, 0.22 + 32kn),
with k € {-1,0,1}.

Fig. 17 3D lattice of coexisting hidden periodic attractors
from system (6): (a) Initial conditions (xo, Yo, 20, wo) = (0.26,
0.25+5km, 1.3+10kx, 0.22), (b) Initial conditions (xo, Yo. 20, Wo) =
(0.26, 0.25, 1.3 + 10kx, 0.22 + 32kn), withk € {—1,0,1}.

Fig. 18. Offset regulation of system (6) versus control parameter
k from —40 to 40 for a = 3.5, b = 0.4: (a) Mean values with initial
conditions (0.26, 0.25 + 5k, 1.06 + 10k, 0.22 + 32k ); (b) Invariant
LEs.
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infinite 3D lattice of hidden chaotic and periodic
attractors when initial conditions are selected accord-
ing to the sinusoidal function periods.

Fig. 16 demonstrates that initial conditions
(x0, Yo, 20, wo) = (0.26, 0.35 + 5kxr, 1.06 + 10kxn,
0.22) for the (y, 2z) plane and (xo, Yo, %0, Wo) =
(0.26, 0.35, 1.06 + 10kw, 0.22 + 32kx) for the
(2, w) plane produces infinitely many hidden chaotic
attractors with LEs (0.0916, 0, 0, — 0.4654) and
Kaplan-Yorke dimension 3.1968.

Using initial conditions (xo, Yo, 20, Wo) = (0.26,
0.25+5kn, 1.3+ 10kn, 0.22) for the (y, z) plane
and (xo, Yo, 20, wo) = (0.26, 0.25, 1.3+10k,
0.22+4 32ko) for the (z, w) plane, as shown in Fig. 17
system (6) generates infinitely many hidden periodic
attractors with LEs (0, 0, —0.0710, —0.3065) and
Kaplan-Yorke dimension 2.0.

As illustrated in Fig. 18, since the periods of
sin(0.4y), sin(0.2z) and sin(0.0625w) are 5k, 10k
and 32kw, respectively, the initial conditions of
y, zand wvary according to k; their offsets are
modulated, while the average value of x remains
unchanged. Notably, the LEs (LE;, LE;, LE3, LE4) re-
mains relatively unchanged for —40 < k < 40.

Hardware implementation using STM32
microcontroller

Digital implementation of chaotic systems pro-
vides substantial advantages over analog approaches,
including precise control of initial conditions and
reduced sensitivity to parasitic effects. The pro-
posed 4D chaotic system is implemented with this
STM32F103ZET6 microcontroller as the hardware re-
alization. The STM32F103ZET6 is built with an ARM
Cortex-M3 core that runs at 72 MHz with 512 KB
Flash memory and 64 KB SRAM. The microcontroller
has dual 12-bit Digital-to-Analog Converters (DACs)
for direct raw analog chaotic signal generation, with
no additional conversion on the outside. The inte-
grated DAC functionality allows the hardware design
to be less complicated while preserving signal fidelity.
The digital implementation involves discretizing the
continuous 4D system described in Eq. (1). As the
computational efficiency is high and embedding the
algorithm is easy, the Euler method is chosen. The
formulas that are discretized are:

x[n+1] = x[n] + dt x y[n],
y[n+1] =yln] +dt x z[n],
zln+ 1] = z[n] + dt x wln], @
wn+1] =w[n] +dt
x (=az[n] — bw[n] — x[n]y[n]),
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Fig. 19. Experimental platform for 4D chaotic system (1) hardware
implementation based on STM32.

where dt represents the integration step size and n
denotes the discrete time index.

The system provides periodic timer-based interrup-
tion service scheduling at 10 kHz to enable temporal
convergence. Repeated iterations of the discretized
equations are computed at each interrupt, permit-
ting the attainment of a simulation of an effective
frequency of 100 kHz; this promotes a nice, smooth
chaotic structure suitable for monitoring on an os-
cilloscope. Fig. 19 presents an experimental setup of
the platform. The chaotic variables are scaled to the
12-bit DAC range (0-4095) and sent via DAC chan-
nels PA4 and PA5. Scaling parameters are determined
from observed dynamic ranges: x € [-10, 10], y €
[-18, 121, z € [-26, 26]and w € [—45, 80].

The experimental validation work uses an FNIRSI
1013D digital oscilloscope (100 MHz bandwidth,
with 1 GS/s sampling rate). The oscilloscope runs in
XY mode to view the chaotic attractor phase portrait
visualization. The experimental traces on the x —y,
x —z and x — w planes using the parameter values
yielding the highest LEs and Lyapunov dimension

L pilar:
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Dy picked out at those parameters a = 4.01, b =
0.4 and integration step dt = 0.01 are illustrated in
Fig. 20(a),(b) and (c), respectively. The trajectories
of the experiments show excellent correspondence
with the numerical simulations shown in Fig. 2. The
implementation here demonstrates that by adopting a
microcontroller-based realization approach to design,
a cost-effective, adaptable solution can be found for
the deployment of a chaotic system.

Design of RNG algorithm and NIST test

Inherent to the encryption process, security re-
quires the use of random bit sequences. There-
fore, chaotic systems are frequently utilized in
random number generation (RNG) due to their
complex dynamics. This RNG design employs the
chaotic system described in Eq. (1), with param-
eters a = 4.01 and b = 0.4. Initial conditions
are (x(0),y(0),z(0),w(0)) = (1.3,1.77,5.3,1.08)
for hidden chaotic attractors. The design steps of the
RNG algorithm are shown in Algorithm 1, which is
summarized as follows:

1. Initialize the chaotic system (1) with specified
initial conditions and system parameters.

2. Set sampling interval h = 0.01.

3. Integrate the chaotic system using the RK4 algo-
rithm.

4. Extract float values from the system at each sam-
pling interval.

5. Convert float values to 32-bit binary representa-
tion.

6. Extract the 4 least significant bits (LSB) from
phase variables x, y, z and w appending these to
the random number sequence.

7. Repeat steps until a 1-million-bit sequence is
generated.

8. Apply NIST tests to the 1-million-bit sequence.
Tests are considered successful when resultant
$P$-values exceed 0.001.

RNG method validation uses the widely used
statistical test suite NIST SP 800 — 22, a protocol

Fig. 20. Experimental phase portraits from STM32 implementation for parameters a = 4.01, b = 0.4: (a) x-y plane, (b) x-z plane, (c)x-w plane.
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Algorithm 1 Pseudo Code for RNG Design Algorithm using Chaotic System.

1: Input: Chaotic system parameters: a = 4.01, b= 0.4

2: Initial conditions: x(0) = 1.3, y(0) = 1.77, 2(0) = 5.3, w(0) = 1.08
3: Output: Random bit sequences for x, y, z, w

4: Set sampling interval h = 0.01

5: Initialize bit counts: n, =0,n, =0,n, =0,n, =0

6: Initialize bit sequences: rng-x, rng-y, rng-z, rng-w

7: While (n, < 10°0rn, < 10°orn, < 10°orn, < 10°)
8: Integrate the chaotic system using RK4 over the interval h
9: Extract state variables x, y, z, wattimet + h

10: Convert x, y, 2, w to a 32-bit binary representation
11: if n, < 10° then

12: rng-x = [rng-x, Extract 4 LSB of x]

13: ne=n, + 4

14: end if

15: if n, < 10° then

16: rng-y = [rng-y, Extract 4 LSB of y]

17: ny=n, +4

18: end if

19: if n, < 10° then

20: rng-z = [rng-z, Extract 4 LSB of z]

21: n,=n, + 4

22: end if

23: if n, < 10° then

24: rng-w = [rng-w, Extract 4 LSB of w]

25: ny,=n, +4

26: end if

27: end while

28: Verify every bit sequence using the NIST SP 800-22 test suite.

29: Evaluate test results for rng-x, rng-y, rng-z, rng-w

30: if All tests pass for all sequences, then

31:  return valid random bit sequences for x, y, z, w

32: else

33:  return Failure: adjust parameters or initial conditions

34: end if

benchmark for randomness testing. This package in-
cludes 15 test sets, such as monobit, runs, and binary
matrix rank tests. Numbers generated from outputs
x,y,z and w passed all tests. Results specific to out-
puts x,y, z and w are given in Table 3. RNG outputs
that pass all NIST SP 800-22 tests are considered
secure for high-security applications, including en-
cryption and data protection. System (1) passed the
NIST SP 800-22 test suite successfully, as shown in
Table 3.

Application to image encryption

As shown in the previous section (see Table 3),
system (1) with a = 4.01, b=0.4 and initial
conditions (1.3, 1.77, 5.3, 1.08), corresponding to
hidden chaotic attractors, is successfully passed by

the NIST SP 800-22 test suite, demonstrating its suit-
ability for cryptographic applications. This section
presents the feasibility of the system (1) in the con-
text of chaos-based image encryption, wherein the
following encryption algorithm, specifically designed
for grayscale images, is employed.

A.1 Import the plain image Py.ny and represent it
as a matrix of size M x N, where M and N cor-
respond to the height and width of the image,
respectively.

A.2 Compute the image-dependent perturbation
constant Imgc:

W P (LK),

=1 K=1

Imgc =
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Table 3. RNG NIST-800-22 test results for binary sequences of x, y, z, and w.

Test Item P-value (x) P-value (y) P-value(z) P-value (w) Result
Approximate Entropy 0.25955 0.80481 0.27654 0.58981 Passed
Block Frequency 0.86009 0.42527 0.60142 0.75601 Passed
Cumulative Sums 0.62739 0.64391 0.61374 0.83674 Passed
FFT 0.50292 0.72730 0.29128 0.21882 Passed
Frequency 0.68327 0.97287 0.38649 0.92193 Passed
Linear Complexity 0.39572 0.24806 0.42335 0.55272 Passed
Longest Run 0.75867 0.64663 0.24996 0.97391 Passed
Nonoverlapping Template 0.57482 0.09558 0.17051 0.80806 Passed
Overlapping Template 0.58508 0.16877 0.38738 0.14876 Passed
Random Excursions (x = 4) 0.42895 0.20870 0.72364 0.55470 Passed
Random Excursions Variant (x = 4) 1.00000 0.15332 0.98585 0.24469 Passed
Ranks 0.42832 0.97554 0.92685 0.21424 Passed
Runs 0.28021 0.42952 0.01346 0.45687 Passed
Serial Test 0.13945 0.10047 0.41061 0.03597 Passed
Maurer’s Universal 0.14165 0.58046 0.02725 0.70830 Passed

where | and k denotes the coordinates of a pixel in
the image P.

A.3 Add the value of Img:; into a selected sys-
tem parameter like, i.e., b, as a perturbation
value that will allow the image P to affect the
calculation of the secret key. Throwing away
the transient states will allow you to achieve
the state sequences: x(i),y(i),z(@{),w(), i =
1,2,...,n, wheren = M x N, where x,y,2
and w denote the system’s state variables which
will then be used in key generation as well as
pixel permutation.

A.4 Construct the secret key and permutation se-
quences using the system states:

ks = mod (|x (i) x 10"}, 256),
row = mod (|y (i) x 10'°], 256) + 1
col = mod (|2 (i) x 10'°], 256) + 1

The key sequence k; is constrained to [0, 255],
matching the grayscale pixel range. The sequences
row and col define the mapping for pixel shuffling,
bounded within [1, 256], ensuring valid matrix in-
dexing.

A.5 Create Row(j) and Col(j), which define new
pixel locations, by choosing the first 256 distinct
elements from the generated sequences. The per-
mutation process iteratively maps each Row(j) to
all sorted Col(j) values, covering the full image
matrix while preserving pixel intensities.

A.6 Reshape the one-dimensional key vector k; into
a matrix matching the image dimensions:

K, = reshape ( ks, M,N) ,

facilitating element-wise encryption operations.

A.7 Shuffle the plain image pixels according to the
established mapping:

Py (i, j) = P (Row (j) . Col (j))

resulting in a rearranged intermediate image
Py ¢ that obscures spatial correlations.

A.8 Obtain the encrypted image P,,. by performing a
bitwise XOR operation between K; and Py;:

Penc (l, ]) = Pshf (17 J) @Ks (l, J) .

To recover the plain image, the steps below are
followed:

D.1 Apply XOR between the P.,. and K; to retrieve
the Pdec: Pdec(ia ]) == Penc(is ]) (&) Ks(iv ])

D.2 Reverse the pixel permutation to obtain the orig-
inal image:

Py (Row (@), Col (j)) = Pyec (i, j),

yielding Pypr, which is identical to the original P
image.

The flowchart of the aforementioned algorithm for
the image encryption and decryption scheme is illus-
trated in Fig. 21. The aforementioned algorithm is
applied to the system (1) with a = 4.01, b= 0.4 and
initial conditions (1.3, 1.77, 5.3, 1.08), using the
Boat, Clock, and Lena images of size M = N = 256.
The plain, shuffled, encrypted, and decrypted images
are illustrated in Fig. 22.

Security analysis results

The reliability of the proposed image encryption
approach based on system (1) is evaluated through
a series of standard security analyses, including key
space exploration, histogram analysis, pixel corre-
lation evaluation, differential and cropping attack
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Flowchart of the image encryption and decryption

resistance and information entropy assessment. The
calculated perturbation constants Img, for the Boat,
Clock and Lena images are 3.0201 x 1078, 4.3302
x 1078 and 2.9150 x 1078, respectively.

Key Space Analysis: The robustness of an encryp-
tion system is largely dependent on the breadth and
structure of its key space. To effectively resist brute-
force attacks, it must typically be ensured that the
key space exceeds 2!28, making any exhaustive search
attempts computationally infeasible.>*>> The secure
key is based on the set {a, b, (xo, Yo, 20, Wo), Imgc},
with each parameter represented in double preci-
sion. Considering that the calculation precision is
approximately 107!5, when calculated using 64-bit
double-precision arithmetic, the total key space is
estimated to be on the order of 107! which greatly
surpasses the widely recognized minimum threshold
for secure encryption.

Histogram Analysis: One method for evaluating
the encryption scheme’s resistance to statistical at-
tacks is histogram analysis. The number of pixels
that correspond to each gray level is shown to illus-
trate the frequency distribution of pixel intensities.
A nearly uniform histogram is generally considered
a hallmark of an effective encryption algorithm. In
this study, histogram evaluations are conducted on
the Boat, Clock, and Lena images, as well as on their
respective shuffled and encrypted counterparts. The
resulting distributions for the original, shuffled, and
ciphered images are depicted in Fig. 23. It can be
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observed that the histogram of the encrypted image
is uniformly distributed and is completely different
from that of the original image, which demonstrates
the effectiveness of the encryption method in obscur-
ing the statistical structure of the image. The variance
is calculated as follows. °°

Var(h):éZZ%(hi—hj),

where G = 256 is the number of grey levels and h
is the vector of the histogram value. The histogram
variances of both the plain and encrypted images,
along with the corresponding percentage reductions
for the Boat, Clock, and Lena images, are presented in
Table 4. It is demonstrated that encryption substan-
tially decreases the variance compared to the original
images, highlighting the effectiveness of the proposed
scheme based on the system (1).

Pixel Correlation Analysis: The examination
of pixel correlation is a standard technique that
may be used by attackers to analyze and po-
tentially breach cryptosystems. In natural images,
strong correlations are typically exhibited by ad-
jacent pixels in all directions—horizontal, vertical
and diagonal. Therefore, it is expected that a ro-
bust encryption scheme will significantly reduce the
correlation between neighboring pixels in the ci-
phered image, enhancing resistance against statistical
attacks. The correlation coefficient is defined as
follows: >°

. _cov(X,Y)

NG

where the covariance is given by: cov(X,Y) =
N

E[(X — E)(Y — E(Y) 1= § Y Xi— EX)

i=1
(Y; — E(Y)), and X and Y represent the grayscale
values of two adjacent pixels in the image, where

N N
EX) = £YX and ox = 5 Y (X;—EX))*. The
i=1 i=1

values of correlation between two adjacent pixels
in the vertical, horizontal and diagonal directions
of the original and encrypted images for the Boat,
Clock and Lena images are presented in Table 5.
It is shown that the correlation coefficients for the
encrypted images are very close to zero, indicating
that statistical dependencies between adjacent pixels
are effectively eliminated by the proposed encryption
algorithm for system (1).

Differential Attack: Two metrics are commonly
used to evaluate the robustness of an encryption
scheme against differential attacks: the “Number of
Pixels Change Rate” (NPCR) and the “Unified Average
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Fig. 22. From left to right, the columns represent the original image, the image after pixel shuffling, the encrypted image and the decrypted

image.

Changing Intensity” (UACI). These metrics quantify
the effect of minor modifications in the original image
on the resulting encrypted image. In this approach,
the encryption process is analyzed by introducing
small changes in the input, either by flipping spe-
cific bits or by using randomly selected bits and by
observing the resulting differences in the ciphered
images. A measure of the proportion of pixels that
differ between two encrypted images and the average
intensity variation caused by these changes is pro-
vided by NPCR and UACI, respectively, as described
in.>” The formulas are defined as follows:

1 M N
NPCR (%) = - —— D sign (G (i j) — Ca (i. )]

i=1 j=1

x 100

1 G () -C(iJ)
UACON =gy 22— 355
i=1 j=1

100

where C; denotes the encrypted image and sign()
is the standard sign function. In an ideal encryp-
tion scenario, it is expected that the NPCR should
approach 100%, while the UACI is expected to be
around 33.33%. As shown in Table 6, the NPCR and
UACI results of three sample images with the pro-
posed encryption scheme for system (1) are close
to the ideal values, demonstrating strong sensitiv-
ity to changes in image pixels and mismatched
keys.

Information Entropy: Information entropy anal-
ysis is used to quantify the randomness or unpre-
dictability present in encrypted data. It is required
that an effective encryption algorithm produces ci-
phered data that is highly random, preventing any
meaningful inference about the original image. En-
tropy can be formally defined as:

2N 1

1
H(S) =) pilog—
i=0 Pi
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Fig. 23. The histogram distribution: the first column shows the original image, the second column shows the image after shuffling, the third
column shows the encrypted image and the fourth column shows the decrypted image. The first to third rows correspond to the Boat, Clock

and Lena images, respectively.

Table 4. Histogram variances of the original and encrypted im-
ages, along with the corresponding percentage reductions, for the
Boat, Clock and Lena images, respectively.

Image Plain Encrypted Reduction (%)
Boat 101070 290.9255 99.7122
Clock 283170 292.9176 99.8966
Lena 49027 246.3529 99.4975

where H(S) denotes the entropy, S represents an input
symbol and p; corresponds to the probability of the
it"symbol. For a truly random grayscale image, the
entropy value should ideally be 8. The calculated
entropy values for the encrypted Boat, Clock and Lena
images are presented in Table 7 Since these values
are very close to 8, a high level of randomness and
a very low probability of information leakage are
indicated.

Cropping Attack: To test the encryption scheme
against cropping attacks, selected 256 x 75 blocks of
the encrypted image are set to black. The encrypted
and decrypted Boat images are illustrated in Fig. 24.
Although some data was lost, the decrypted image is
still visually identifiable, confirming the robustness of
the encryption scheme based on system (1).

The results summarized in Tables 4 to 7 provide
comprehensive evidence of the encryption perfor-
mance of the proposed system (1). The substantial

Table 5. Correlation coefficients between adjacent pixels in the
horizontal, vertical, and diagonal directions for the original and
encrypted images.

Image Type Horizontal Vertical Diagonal
Boat Original 0.9267 0.9449 0.8833
Encrypted —0.0006 —0.0018 —0.0027
Clock Original 0.9566 0.9743 0.9393
Encrypted 0.0004 0.0006 0.0004
Lena Original 0.9635 0.9806 0.9431
Encrypted —0.0006 —0.0079 —0.0013

Table 6. Results for NPCR and UACI, evaluated according
to the approach described in,°” are presented.

Image NPCR (%) UACI (%)
Boat 99.6185 33.3056
Clock 99.5895 33.4497
Lena 99.5743 33.3771

Table 7. Entropy values for the plain, shuffled and encrypted images
of the Boat, Clock and Lena.

Image Plain Shuffled Encrypted
Boat 7.1587 7.1587 7.9968
Clock 6.7057 6.7057 7.9968
Lena 7.3509 7.3509 7.9973

reduction in histogram variance is demonstrated by
the nearly uniform intensity distributions exhibited
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Fig. 24. Cropping attack for Boat image.

by the encrypted images, confirming strong diffusion
characteristics. The near-zero correlation coefficients
between adjacent pixels indicate that statistical de-
pendencies in the cipher images have been effectively
eliminated. Furthermore, entropy values of approx-
imately 7.99 are reported, which are very close
to the theoretical maximum of 8, highlighting the
high randomness and information uncertainty of the
encrypted data. Finally, NPCR and UACI values ex-
ceeding 99% and approaching 33%, respectively, are
reported to satisfy the well-established benchmarks
for secure and robust image encryption.

Conclusions and discussion

In this paper a simple six-term chaotic snap sys-
tem with a line of equilibria and a single quadratic
nonlinear term is presented. The proposed system has
several considerable advantages compared to existing
chaotic snap systems. It provides reduced algebraic
difficulty, with six terms as opposed to seven or
eight used in previous systems. It includes only one
quadratic nonlinearity rather than more nonlinear
terms. It also has a higher LE; value, showing greater
system instability and a higher Lyapunov dimension
Dy, which represents complicated fractal structure
at attractor basin boundaries. The dissipative behav-
ior is evident for b > 0 and conservative for b = 0.
With integrated and hidden attractors, this system is
multistable in the dissipative case. Based on numeri-
cal simulations, the system can support both chaotic
attractors as well as periodic limit cycles, where
the behavior highly sensitive with the initial state.
The system exhibits a coherent multistable dynamics
as evidenced by the fact that the basin boundaries

among coexisting attractors demonstrate smooth frac-
tal structures.

One unique feature of system (1) is the accurate
amplitude modulation capability achieved by the
quadratic nonlinearity coefficient and thus provides
efficient signal power control. As a basic function,
the system contains the polarity control mechanism
for the x-variable, as well as introducing a constant to
the x-variable which generates the chaotic signal with
opposite polarities. By using periodic functions, the
system turns into self-propagating form and produces
3D lattices of hidden attractors without changing the
value of LEs. It allows producing chaotic signals hav-
ing polarity through the initial condition selection. As
a result, it is the most basic configuration having all
these properties.

The realization based on STM32 and great agree-
ment with the numerical simulation shown in experi-
mental phase portraiture indicates that the solution
is practical. Real-time chaotic signals suitable for
oscilloscope observation are successfully generated
by the system, validating its effectiveness for practi-
cal applications. The strong potential of the system
for chaos-based secure communication and crypto-
graphic applications is demonstrated by the NIST SP
800 22 statistical tests. The validation criteria are
successfully passed by all generated random num-
ber sequences, confirming their suitability for secure
communication and cryptographic purposes. Further-
more, the feasibility of chaos-based security has been
verified through the successful implementation of the
proposed system (1) in image encryption. Future re-
search directions include theoretical investigations
such as qualitative theory, synchronization studies
and fractional-order dynamics.
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