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ABSTRACT

Phishing attacks have been among the latest cybersecurity threats as they exploit
people’s weaknesses and compromise critical information. Traditional methodologies of
phishing detection practices based on machine learning have generally been unsuccessful
in offering high performance due to limited generalizability and very high false positive
rates. In this paper, a novel hybrid deep learning model is proposed that incorporates
Bidirectional Encoding Representation from Transformers (BERT) with Bidirectional
Long Short-Term Memory (BLSTM) to increase the detection of suspicious emails within
the framework of the proposed model. The model utilizes the contextual understanding
of texts from BERT and sequential learning from BLSTM to enhance classification
accuracy. Experimental results using an available phishing email dataset show that the
proposed approach significantly outperforms the baseline models in F1-score, recall,
and precision metrics. Those results highlight the advantages of combining transformer-
based embedding and recurrent architectures in phishing detection, providing avenues
towards a more robust framework for email security enhancement.

Keywords: BERT, BLSTM, Cybersecurity, Dataset, Phishing email detection

1 INTRODUCTION

In recent years, the number of people who have faced
cyber-attacks has increased. Many cases are related to

the phishing attack in which hackers have utilized phishing
email attacks to deceive individuals from government
organizations, websites from social organizations and
politicians, and reputable companies [1]. These types of
attacks are increasing dramatically in volume, and they
are starting to use more sophisticated approaches. Such
attacks have a destructive effect on big companies, as
they could cause leakage of personal data, resulting in
an adverse effect on countries or industries [2]. In such
attacks, the attacker applies social engineering, in contrast
to other types of attacks in which hackers use software
or take advantage of certain protocols. First, the attacker
sends an email that contains links, a request to enter a

password, or clicking on links without having knowledge
that this action could be harmful [3]. As this attack does
not require a substantial amount of technical expenses and
zero-day vulnerabilities, it can be more straightforward
to pass the security mechanisms [4]. On the other hand,
it could be challenging to prevent this attack by following
only certain rules or gaining holistic security. Simultane-
ously, due to the fact that email is the prevalent way of
formal communication, phishing attacks’ popularity is
also growing. As a result, the conventional techniques
have failed to decide whether the emails are phishing
emails or not [5]. This kind of attack is considered one
of the main attacks to gain access to personal, companies,
and government data, because there is no direct solution
for this attack [6]. For the reasons mentioned above,
many researchers have struggled to develop a system
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that detects and prevents such attacks. Many systems
have been proposed to prevent such attacks, including
filtering botnet email, linguistic attribution, sandbox,
sender reputation analysis, and behavior blacklist [5].
Those methods fail to combat the sophisticated phishing
attack, which requires considering many aspects, such
as coping measures, social engineering, consciousness,
and psychology. This kind of system is typically used for
attacks that lead victims to malicious websites via links,
and they are challenging to apply for activity tracking
and recognition [7]. One of the most effective ways to
cope with these attacks is machine learning based models.
Nevertheless, it could be challenging to implement them
to resolve such attacks. On the other hand, phishing
emails can be divided into varied classes derived from
its pattern or technique, like copying IP, disguising as
a public domain name, and using short links, each of
which has its own features [8]. Whereas the models
described above can identify phishing emails, in some
cases, such as cloud attachment and forgery, systems
like sandbox cannot prevent these attacks properly [9].
Furthermore, there is a huge difference between datasets
that are based on real-world phishing or just created for
testing phishing email detection and are synthetic [10].
Therefore, in this paper, a new approach is suggested that
relies on a deep learning architecture based on a stacked
bidirectional long-short term memory enhanced by a
BERT layer for phishing email detection. This model
uses the capabilities of bidirectional LSTM to extract
contextual information from the future and the past se-
quences, while the Bidirectional Encoder Representations
from Transformers benefits the model by focusing on the
most important features of the email’s content, which
increases the model’s accuracy significantly. This model
is situated in the domain of natural language processing for
creating security systems for the detection and prevention
of phishing emails.

The main contribution of this paper is as follows:

• Introducing a new deep learning architecture that
includes layers such as BERT and Stacked BLSTM.

• Utilizing the deep learning method to identify
suspicious emails.

• Comparing the proposed model with other meth-
ods and different criteria.

• Integrating a comprehensive data preprocessing
pipeline tailored for phishing email characteristics,
which significantly enhances model robustness.

• All hyperparameters, including the optimizer
choice and learning rate, were systematically op-
timized using the Optuna hyperparameter tuning
framework, enabling superior performance com-
pared to manually tuning or default settings.

A brief outline of the structure of this paper is as fol-
lows. Section 2 discusses related research in the area of
phishing detection. In Section 3, the suggested method is
elaborated. In Section 4, the efficiency of the suggested
method is evaluated. Finally, Section 5 discusses the
future work and concluding remarks.

2 LITERATURE REVIEW
Nowadays, phishing attacks have been occurring in-

creasingly, making them one of the most important types
of attacks. Numerous models have been introduced to
date, and conventional methods have generally struggled
with the dynamic nature of such attacks, leading to the
advancement of more efficient systems like deep learning.
Hybrid deep learning architectures have demonstrated
encouraging results by dynamically finding phishing
emails, although challenges such as efficiency and accu-
racy remain.

Many studies have reviewed and compared their
current models and systems, identifying their advantages
and disadvantages. However, most authors mainly focus
on reviews based on NLP applications for phishing
detection models. The authors in [11] covered over a
hundred papers published between 2006 and 2022, along
with their benefits and drawbacks. A wide variety of
key studies were analyzed, addressing different aspects
of phishing attacks, such as models utilizing machine
learning, NLP applications, resources and datasets, text
features, and other criteria. The authors concluded that
feature selection, extraction, and their clustering methods
for identifying phishing emails are key areas of focus.
They also mentioned that one of the methods frequently
used in this domain is Support Vector Machines (SVM),
with word embeddings and TF-IDF being other commonly
applied methods. Moreover, they found that the most
widely used phishing dataset is the Nazario phishing
corpus, while Python is the most popular programming
language for developing suspicious email recognition
models. Additionally, studies with publicly available
resources and tools were thoroughly reviewed. They
observed that the Arabic language is the least studied in
terms of developing phishing email detection systems

As email is one of the most used means of com-
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munication, it has faced serious threats from phishing
emails. At first glance, they may look legitimate, but
they try to gain access to the computer’s data. Many
statistical-based models have been introduced to tackle
such attacks. In one study [12], this research utilized dis-
tributional representation. Also, many machine learning
methods, including DT, AdaBoost, Naive Bayes, SVM,
and Random Forest, were evaluated in this paper and then
compared to the model. One of the studies that utilized
machine learning was a model that suggested an ensemble
learning model for suspicious email detection [13]. It
was named HELPED, responsible for detecting phishing
emails via ensemble learning based on hybrid features. In
this model, hybrid features make it possible to accurately
represent emails. In this paper, two different models were
proposed, with the first one using the Stacking Ensemble
Learning method, whereas the other one applied the
Soft Voting Ensemble Learning. Each model proposed
various machine learning methods to address the fusion of
features individually. However, its accuracy increased by
decreasing the intricacy of the features. The experimental
evaluation conducted in this paper illustrated that it has
relatively good performance compared to other methods.
In another research [14], the authors proposed three novel
machine learning-based models, each with its own cues,
namely loss persuasion cues, loss persuasion cues, and
combined gain. Then, these models were examined and
compared with the base system. The outcome of this
research demonstrated that all three models performed
significantly better than the base model in F-score criteria,
with improvements ranging from 5 percent to 20 percent.

Machine learning methods have been widely applied
for phishing email identification, and the SVM is a
commonly used approach for attack detection. Nev-
ertheless, adjusting the SVM kernel parameter can be
challenging. In [15], a hybrid model that utilized the
Cuckoo Search algorithm and SVM was developed. In
this model, 23 features were retrieved, and Cuckoo
Search was integrated to optimize the parameters of the
Radial Basis Function. Experimental evaluation using a
dataset comprising 20,071 legitimate emails and 1,384
phishing emails showed that their method can achieve
high accuracy.

Properly analyzing the context of the email for model
creation can be beneficial. In [16], the structure of the
emails was evaluated in the first step, then a model apply-
ing an RNN integrating an attention mechanism and mul-
tilevel vectors was proposed, named THEMIS. THEMIS
was applied to model emails at different levels, such as

the email context, email header, word stage, and character
stage. An unbalanced dataset was utilized to analyze the
model’s efficiency, and experimental evaluation revealed
that the THEMIS model could achieve good accuracy.
However, dimensionality reduction can be useful when
there is a high dimensional data, such as text, through
feature selection and extraction techniques. In [17], vari-
ous dimension reduction methods were tested to identify
which one is the best for contexts like emails. Identifying
and classifying emails can be challenging; therefore,
dimension reduction can be utilized to retain the most
discriminative and informative features. To evaluate the
models, two feature extraction methods, namely Latent
Semantic Analysis and Principal Component Analysis,
and two feature extraction models, such as Information
Gain Ratio and Chi-Square, were utilized. The authors
declared that feature extraction techniques were more
suitable for boosting the classification accuracy.

Deep learning is also popular for phishing email
detection models. Hybrid deep learning architectures
can be noted in previous research as commonly robust
models with high detection accuracy. In [18], a hybrid
deep learning architecture based on different layers, such
as RNN, CNN, BERT, and LSTM, was proposed. The
authors utilized NLP to collect a set of relevant fea-
tures. The numerical results illustrated that the combined
approach could achieve high accuracy. In [19], the
authors also analyzed the efficiency of deep learning
and machine learning methods. In this study, phishing
emails were considered spam emails. The outcomes of
several classification techniques and the evaluation of
these outcomes for detecting phishing emails by utilizing
deep learning and machine learning were illustrated.
In [20], the authors demonstrated how to distinguish
between phishing emails and trusted emails. Two types
of datasets were used, which included contexts with and
without a header. In addition, to develop the phishing
detection model, Convolutional Neural Network and
Keras Word Embedding methods were utilized.

Phishing is a widespread cyber threat exploiting
malicious URLs, emails, and websites. Recent studies
using large datasets show that advanced machine learning
models improve detection accuracy. Among these, a
BERT-LSTM hybrid model [21] achieved the highest
performance, outperforming traditional methods like
SVM and Naive Bayes. The model also illustrates solid
generalization with minimal overfitting, indicating its
promise for real-time dangerous email detection. Another
research [18] explores deep learning models, including
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CNN, LSTM, RNN, and BERT, applied to phishing email
detection using NLP-extracted features. Among these, a
hybrid BERT-LSTM model obtained the best accuracy.
These findings highlight deep learning’s effectiveness in
enhancing phishing detection and defense.

Protecting wireless communications from interference
is crucial because of the rising volume of data transmis-
sion and rising cybersecurity threats like phishing attacks.
Recent studies have leveraged deep learning methods,
combining CNN and recurrent units, to enhance real-time
phishing detection and digital forensics. An approach
in [22] employs a novel ResNeXt-based model with
embedded GRU (RNT), improved by SMOTE for data im-
balance and feature selection using ResNet (EARN) and
autoencoders. Optimized via the Jaya algorithm, the RNT
method outperforms many methods by 11% to 19% in
accuracy, achieving 98% accuracy with efficient process-
ing times. Traditional phishing detection methods have
primarily relied on machine learning models enhanced by
handcrafted, domain-specific feature engineering. More
recently, research has shifted towards deep learning-based,
end-to-end models that automatically extract features
without manual intervention. However, many of these ap-
proaches are heavily dependent on large, specific datasets
and lack extensive validation across diverse real-world
scenarios, which limits their practical applicability. To
address these challenges, one study [23] proposed a multi-
modal suspicious URL detection framework integrating a
fine-tuned BERT method for URL analysis, incorporating
additional external features sourced from public Internet
sources. This study also introduced the PhishMail dataset,
containing 8,937 phishing samples collected from real-
world email traffic, and demonstrated improved detection
effectiveness and generalization through extensive cross-
dataset evaluations. Another study [24] introduced Phish-
Guard, an Android-based application aimed at combating
the increasing prevalence of voice phishing scams in
India. The system runs on the Android OS stage to
detect, notify, and prevent suspicious behaviors instantly
by leveraging speech recognition and monitoring runtime
misuse of Android APIs. When potential call redirection
or phishing behavior is detected, the application issues
active warning alerts to prevent further exploitation. By
focusing on runtime monitoring and adaptive detection,
PhishGuard offers a robust defense mechanism against
evolving phishing techniques that circumvent conven-
tional security solutions. This approach demonstrates
significant potential for safeguarding individuals and
organizations from advanced social engineering attacks.

3 MATERIALS AND METHODS
3.1 The stacked auto-encoder

The stacked neural network [25] is a network with
multiple autoencoders. In this model, the output of a
layer is connected to the next layer as its input. In the
case of a single-layer autoencoder, it can be considered a
supervised learning model with three layers: the output
layer, the hidden layer, and the input layer. The input data
is converted into a hidden representation by the encoder,
while the decoder retrieves it from this hidden layer. This
procedure can be mathematically represented as follows,

ℎ𝑛 = 𝑓 (𝑊1𝑥𝑛 + 𝑏1) (1)

𝑥′𝑛 = 𝑔 (𝑊2ℎ𝑛 + 𝑏2) (2)

In (1), 𝑓 denotes the encoding function, while g represents
the decoding function. In (1) and (2), 𝑤 represents the
weight matrix, while the bias vector is represented by b.
The encoded value is represented by ℎ𝑛, the initial value
by 𝑥𝑛, the bias of the decoding function by 𝑏2, and the
bias of the encoding function by 𝑏1. Training a single-
layer autoencoder aims to extract feature representations
while reducing the difference between the original and
reconstructed input. The fitness function for minimizing
the error can be calculated as

arg min
𝑤,𝑏

[ J] = arg min
𝑤,𝑏

1
𝑛

𝑛∑︁
𝑖=1

𝐿
(
𝑥𝑖 , 𝑥′𝑖

)
(3)

In (3), 𝐿 represents the loss function, which can be
modeled by 𝐿 (𝑥, 𝑥′) = ∥𝑥 − 𝑥′∥2. A stacked autoencoder
can be created by organizing a progression of single-layer
autoencoders. In such a neural network, the output of
one layer is arranged so that it serves as the input to the
next one. Greedy techniques are used to train each layer
in this type of algorithm. In this method, hidden features
in the initial layer are considered as the input for the next
AE layer. This procedure continues for the following
layers.

3.2 The bidirectional LSTM
RNNs are a kind of NN that utilize a series of

connected nodes to build a directed graph. RNN can
evaluate time-based dynamic behavior for a time series.
Nevertheless, LSTM was proposed in 1997 [26], and
is considered a type of recurrent neural network. This
approach mitigates the vanishing gradient issue, where

© 2026 The Author(s). 285 CC BY 4.0

https://creativecommons.org/licenses/by/4.0/


Journal of University of Anbar for Pure Science Vol. 20, No. 1 (2026)

it is relatively impossible for a regular recurrent neural
network to absorb long-term events. It is constructed
with different units, including a forget gate, an output
gate, and a memory cell. This neural network applies a
function that is hidden within every gate and layer. The
memory cell condition is safeguarded through the latent
function. Mathematically,

𝑓𝑡 = 𝜎
(
𝑊𝑥 𝑓 𝑥𝑡 +𝑊ℎ 𝑓 ℎ𝑡−1 + 𝑏 𝑓

)
(4)

𝑖𝑡 = 𝜎 (𝑊𝑥𝑖𝑥𝑡 +𝑊ℎ𝑖ℎ𝑡−1 + 𝑏𝑖) (5)

𝑜𝑡 = 𝜎 (𝑊𝑐𝑜𝑐𝑡 +𝑊ℎ𝑜ℎ𝑡−1 + 𝑏𝑜) (6)

𝑐𝑡 = tanh (𝑊𝑥𝑐𝑥𝑡 +𝑊ℎ𝑐ℎ𝑡−1 + 𝑏𝑐) (7)

𝑐𝑡 = 𝑓𝑡 · 𝑐𝑡−1 + 𝑖𝑡 · 𝑐𝑡 (8)

ℎ𝑡 = 𝑜𝑡𝜎 (𝑐𝑡 ) (9)

In (4) to (9), the 𝑜𝑡 represents the activation output gate, 𝑖𝑡
and 𝑓𝑡 signify the activations of the forget and input at the
𝑡 time step. Hence, it can be controlled by the proportion
of the input, and the prior state will be determined, and
the amount of the cell will be integrated in the activation,
which is hidden in the network. Although 𝑥𝑡 and ℎ𝑡
denote the input and output vectors, 𝑐𝑡 and 𝑐𝑡 represent
the potential condition, the safeguarded memory state
array in the LSTM unit. Moreover, b and W denote
the bias and weight matrices, respectively. The bias and
weight matrices represent the trainable parameters that we
need to adjust to minimize the loss function. To increase
the amount of data accessible within the network, a new
module, namely bidirectional, was introduced in [27].
Whereas the conventional LSTM absorbs representation
from prior information, BLSTM is able to access data
from both the future and the past at the same time. Fig. 1
illustrates two hidden layers moving in reverse directions,
both linked to a common output.

Fig. 1 Bidirectional neural network

3.3 The bidirectional encoder representations from
transformers (BERT)

Different types of word embedding methods, like
Word2Vec [28] and GloVe [29], have been utilized within
sequence tagging frameworks to boost their efficiency.
Nevertheless, as many pre-trained language models are
being proposed these days, numerous drawbacks, in
contrast to the contextualized word embeddings, are illus-
trated by traditional word embeddings. One of the recent
developments in contextualized word representations is
BERT. This method is capable of mitigating this issue
significantly. Therefore, the proposed method can feed
contextualized word embeddings into the input of the
subsequent BLSTM layer by utilizing BERT. This mech-
anism is constructed with multiple layers of transformers.
On the other hand, each transformer is made up of a
self-attention sub-layer that has several attention heads.
Thus, by comparing each pair of input elements, the
self-attention scores can be calculated mathematically
using (10).

𝑒𝑖 𝑗 =

(
ℎ𝑖𝑊

𝑄
) (
ℎ𝑖𝑊

𝐾
)𝑇√︁

𝑑𝑧
(10)

The sum of input elements transformed through linear
weighting in every output of a self-attention subcompo-
nent can be calculated by (11).

𝑧𝑖 =

𝑁∑︁
𝑗=1

expe𝑖 𝑗∑𝑁
𝑘=1 expe𝑖𝑘

(
ℎ 𝑗𝑊

𝑉
)

(11)

In (10) and (11), ℎ𝑖 denotes the result of the preceding
self-attention subcomponent, 𝑑𝑧 represents the dimension
of the output, and 𝑊𝐾 , 𝑊𝑄, and 𝑊𝑉 are the parameters
of the BERT.

4 PROPOSED METHOD
In this paper, a new hybrid deep learning framework

is devised that includes a Stacked BLSTM layer with
BERT. This model is utilized to boost text classification
for phishing email detection. This model uses BERT’s
contextualized embeddings, whereas the main aim of
incorporating BLSTM is to capture long-range depen-
dencies in textual data due to the BLSTM’s ability in
sequential processing. In the first step, the input raw
textual data is processed by applying the BERT tokenizer
to convert it into tokenized representations. The data is
then transferred via a pre-trained BERT encoder. This
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encoder generates a pooled output with a fixed-length
embedding of size 768. In the next step, the features
are passed through a stacked BLSTM network. The
first BLSTM layer has a certain number of units, which
are identified by the Optuna optimizer and configured
to return sequences. This method allows for temporal
feature extraction among the sequences. The second
BLSTM layer will process the sequential features to
return a fixed-length output. To reduce overfitting, we
apply a dropout layer with a rate of 0.4 after both BLSTM
layers. Finally, a fully connected layer identified by
Optuna and a ReLU activation is applied. This layer is
used to modify the extracted features for classification.
The output of the model consists of a neuron with a
sigmoid activation function. This function enables binary
classification as either phishing or legitimate. The model
undergoes end-to-end training where the BERT encoder
and BLSTM layers are updated via backpropagation to
maximize classification performance. The general flow
of the suggested solution is demonstrated in Fig.2.

Fig. 2 Overall structure of the proposed method.

5 RESULTS AND DISCUSSION
5.1 System specification

All experimental evaluations in this paper were de-
veloped using the Python programming language, and
all experimental evaluations were conducted on a laptop
with 24GB RAM, an Intel Core i7-13650HX CPU, and
an RTX 4050 graphics card.

5.2 Parameter settings
All hyperparameters in our model were optimized

using the Optuna hyperparameter tuning framework to

ensure optimal performance. The tuning process included
the selection of the optimizer, learning rate, dropout rates,
and the count of units in the BLSTM layers. As a result
of this process, the Adam optimizer was selected, with
an optimal learning rate of 2.2658 × 10−5. The optimal
dropout rates were determined to be 0.1211 and 0.413365,
while the BLSTM layers were configured with 189 and
47 units, respectively. These optimized settings were
applied throughout all experiments to ensure robust and
reproducible results.

The method was trained for 10 epochs with a batch
size of 32 for both validation and training. The maxi-
mum token sequence length was set to 110. To ensure
balanced class representation, the dataset was divided
using stratified sampling, eighty percent for training,
16% for validation, and 4% for testing. These optimized
and standardized parameter settings were consistently
applied throughout all experiments to ensure robust and
reproducible results. Class imbalance was addressed
using stratified sampling during the train-validation-
test split, ensuring balanced class distribution across
all subsets. Additionally, mini-batching and shuffling
were applied during training to further maintain balanced
representation and mitigate bias toward the majority class.

5.3 Dataset description
To analyze the suggested solution, we applied the

phishing emails dataset accessible on the Kaggle web-
site (https://www.kaggle.com/datasets/subhajournal/
phishingemails). This dataset contains a total of 18,101
instances, which are separated into two subcategories:
phishing emails and legitimate emails. 61% of this
dataset consists of legitimate emails, while the rest are
phishing emails. Datasets with empty email content were
removed during the preprocessing stage, and the emails
were labeled as either phishing or safe.

5.4 Competitor models
To compare the results obtained from the proposed

method, we selected four deep learning architectures:
CLSTM [30], RCNN [31], CNN [32], and LSTM [33].
These models show the ability to handle both temporal
and spatial dependencies, making them great competitors
against the proposed method.

5.5 Evaluation metrics
To assess the efficiency of the proposed approach and

the other models, we used a variety of metrics, one of
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which is the accuracy, which is described as:

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
(12)

Where TP is the true positives, TN is the true negatives,
whereas FP and FN represent false positives and false
negatives, respectively. The second metric is the Precision
which is represented as:

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
(13)

The third metric is the Recall

Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
(14)

The fourth metric is the F1, which is mathematically
calculated as:

𝐹1 = 2 × Precision × Recall
Precision + Recall

(15)

5.6 Numerical results
In this subsection, a comprehensive experimental

evaluation will be carried out to evaluate how well the
proposed approach performs. In Fig. 3, the convergence
curve obtained by the proposed method is illustrated.

The left diagram demonstrates the loss function versus
the number of epochs, which shows good performance
in optimization. In this diagram, minimal overfitting can
be seen by both of the curves. This behavior is essential
for creating a powerful model. On the other hand, while
the binary accuracy was chosen as the objective function
for training, the pattern in this diagram shows a steady
improvement in the classification task. Although the
validation accuracy is relatively high even in the first
epoch, there was a dramatic rise in the training accuracy.
This suggests that the solution is capable of adapting to
the data rapidly using the representational capabilities
of the stacked BLSTM and BERT layers. The slight
fluctuations in the validation accuracy might result from
variability in the dataset. However, it can be concluded
that the overall trajectory represents stable learning. In
Table 1, results achieved by different initial conditions are
illustrated in which the effects of the L2 Regularization
and Dropout are evaluated.

Table 1 analyzes the proposed method’s performance
with different initial conditions for phishing email detec-
tion. The proposed method with both L2 regularization
and dropout achieves the highest accuracy, precision,

recall, and F1 score. The model incorporating L2
regularization and dropout obtains an accuracy of 96.96%,
outperforming other configurations. L2 regularization
and dropout also achieve the highest precision, recall,
and F1 score, at 0.9385, 0.9871, and 0.9622, respectively.
This shows that the model is able to balance both false
positives and false negatives effectively. Moreover, the
proposed method with only dropout exhibits relatively
lower accuracy at 95.95%, with a precision of 0.9262, a
recall of 0.9741, and an F1 score of 0.9496. This reveals
that while dropout alone can improve the performance of
the proposed method, L2 regularization is also a valuable
option for increasing efficiency. On the other hand, the
lowest accuracy and other metrics, including precision,
recall, and F1 score, belong to the method with only L2
regularization among the three configurations, achieving
an accuracy of 95.28%. While this model performs well
with high accuracy and recall of 0.9655 and an F1 score
of 0.9412, its performance is relatively lower compared
to the other configurations. The outcomes in the table
show that integrating L2 regularization and dropout can
improve the efficiency of the suggested model for phishing
email detection, making their incorporation necessary.

Table 2 compares various models across several pa-
rameters of classification performance showing a detailed
statistical description of deep learning classification mod-
els such as CNN, LSTM, CLSTM, RCNN-based, and
the proposed method for suspicious email identification.
The results reveal that the proposed method outperforms
all of the benchmarks in precision, recall, accuracy, and
F1 score, making it the best among existing methods.
Performance improved significantly due to the addition of
stacked bidirectional LSTM (BLSTM) and the inclusion
of BERT layers in the suggested method.

The proposed method achieves the maximum accuracy
of 96.96%, which is much higher than that of CNN
(93.57%), LSTM (94.08%), CLSTM (94.94%), and
RCNN (94.92%). The improved performance can also
be observed in the F1 scores, recall, and precision. To
be specific, the proposed method achieves a precision of
0.9385, a recall of 0.9871, and an F1 score of 0.9622, all
of these demonstrating its capability to effectively reduce
FP and FN. In comparison to this, the CNN ranked the
lowest among the existing methods with an accuracy of
93.57% and an F1 score of 0.9198. The LSTM model
slightly outperforms CNN with respect to the recall, with
a value of 0.9563, a result indicating a certain strength
in processing sequential dependencies. Meanwhile, both
the CLSTM and RCNN models showed competitive
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Fig. 3 Convergence curve: Analyzing loss and binary accuracy of various models during training

Table 1 Effectiveness comparison with different initial conditions.

Model Accuracy Precision Recall F1 Score
Proposed Method with only L2 Regularization 0.9528 0.9180 0.9655 0.9412

Proposed Method with only Dropout 0.9595 0.9262 0.9741 0.9496
Proposed Method with L2 and Dropout 0.9696 0.9385 0.9871 0.9622

results regarding their accuracies (94.94% and 94.92%,
respectively), and F1 scores (0.9370 and 0.9367). They
still do not compete well with the hybridized framework
employed in the proposed method. Furthermore, the
significant improvement of the proposed method was due
to its capability to capture both local and global dependen-
cies in text data through deep learning architectures. Thus,
generalizing complicated patterns in phishing emails and
achieving robustness in classification are accomplished
through the combination of BERT contextualized em-
beddings with the sequential processing capabilities of
BLSTM. Moreover, adding dropout and L2 regularization
to the overall model enhances generalization and reduces
overfitting.

Table 2 Comparison of classification results.

Model Accuracy Precision Recall F1 Score
CNN 0.9357 0.8934 0.9478 0.9198
LSTM 0.9408 0.8975 0.9563 0.9260
CLSTM 0.9494 0.9139 0.9612 0.9370
RCNN 0.9492 0.9098 0.9652 0.9367
Proposed method 0.9696 0.9385 0.9871 0.9622

In summary, the experimental evaluation yields results
that clearly demonstrate that the approach promises a

more accurate and reliable phishing email detection
mechanism as compared to traditional deep learning
models. Such improvements in all the classification
metrics support the incorporation of advanced hybrid
architectures.

6 CONCLUSION
The modern world still has an open door for phishing

attacks, one of the world’s most dangerous cyberattacks,
which exploit the greatest human weaknesses in stealing
sensitive information. We propose a new hybrid suspi-
cious email recognition model that stacks BLSTM and
BERT to improve classification accuracy. Our approach
successfully captures the semantic and syntactic struc-
tures contained in phishing emails by combining BERT’s
deep contextual embeddings with sequential learning
capabilities offered by BLSTM. Numerical results showed
that the proposed model outperformed the traditional
methods with respect to accuracy, recall, F1 score, and
false positive rate. Future work would include scaling
the model for multilingual datasets and optimizing it
for real-time deployment through model pruning and
quantization. Furthermore, one would aim to improve
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adversarial robustness and would include explainability
methods to make the system more adaptive, transparent,
and more resilient to changing phishing attacks.
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