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ABSTRACT

Ensuring security for vehicle access control in vital institutions, factories, and
residential complexes has become a pressing concern. To address this, leading global
logistics companies have focused on enhancing security infrastructure through vehicle
license plate recognition systems. This research employs two algorithms: Region-based
Convolutional Neural Network (RCNN) and Convolutional Neural Network (CNN).
Both deep learning models are essential and are widely applied for vehicle detection and
license plate recognition in image processing tasks. The system integrates an Arduino
microcontroller, an ultrasonic sensor, and a computer-connected camera to capture
images of vehicles at checkpoints. These images are then compared with a database of
authorized vehicles. Arduino provides an efficient and adaptable platform for object
detection and classification across different domains, including robotics, surveillance,
and automation, enabling the development of more advanced systems in the future.
The system achieved an accuracy rate of over 98%, demonstrating its reliability and
effectiveness. This study makes a significant contribution by providing a robust security
strategy.
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1 INTRODUCTION

Today’s world has seen rapid developments in econom-
ic, industrial, social, and urban aspects. Therefore,

security infrastructure has emerged as a crucial tool for
civil development. Every day, we look for innovative
ways to find solutions that ensure the safety and well-being
of individuals and communities. One of these pioneering
security developments is the construction of a vehicle
license plate recognition system (VLPRS), which relies on
region-based convolutional neural network (RCNN) and
convolutional neural network (CNN) algorithms [1–3],
and utilizes a database to store images of vehicle regis-
tration plates. Controlling the movement and entry of

vehicles and managing them electronically in security,
industrial, and military complexes presents a challenge.
Therefore, developers and engineers from all over the
world have built and developed numerous algorithms
and technologies that are related to each other. These
algorithms rely on multiple variables, such as detecting
image edges, matching templates, and colors, to detect
and recognize car plates more easily and efficiently than
other methods. Different techniques, such as Girshick’s
RCNN algorithm, can solve the common problem of
recognizing license plate numbers from car images in
computer vision [4–6]. Characters from the detected
plate area are recognized by the RCNN algorithm [7],
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designed for deep learning-based object detection [8]. In
the second stage, CNN is the most common algorithm for
image classification and object detection methods, and is
considered very suitable due to its unique structure [9–11].
The term "convolutional" describes it, as convolutional
layers process the input data and capture the spatial
relationships between pixels in the image [12]. CNN uses
convolutional layers to process the input image and detect
various features. Each convolutional layer applies filters
to the inputs [13]. Pooling layers are used to sample
the outputs of these filters, reducing data dimensionality
and computational cost [14]. Next, they produce the
final classification output by passing the pooling layer’s
output through one or more fully connected layers. In this
paper, the primary objective of the proposed RCNN is to
discern and extract license plates from the frontal view of
vehicles [15], distinguishing them from the surrounding
vehicle front shape. Similarly, the main goal of the
proposed CNN is to classify and identify vehicle license
plates. Notably, this model greatly improves the efficiency
of accurately detecting and classifying these license plates.
Given that Iraqi vehicles carry license plates with a
specificity similar to those used in other countries around
the world, this study proposes a structure to identify the
license plate (LP). The panels feature English letters (A,
B, C,...,Z) and Arabic numbers (0–9), which serve as
abbreviations for the names of the Iraqi governorates.
We propose the RCNN algorithm for LP recognition and
the CNN algorithm for vehicle recognition. The process
involves detecting the LP (using RCNN), extracting it
from the vehicle image, and then comparing the extracted
image of the vehicle plate with the database of registration
plates of vehicles permitted to enter the site (using CNN).
This process takes into account sufficient factors affecting
the image, such as the car’s deflection, the presence of
dust on the plate, and changes in lighting intensity, day
or night. The investigation has a significant impact on
military facilities and critical factories because it provides
an effective safety mechanism. Additionally, it provides
extensive vehicle tracking and access management fea-
tures by utilizing license plate identification technology
and machine learning algorithms such as RCNN and
CNN. Arduino, coupled with cameras and ultrasonic
sensors, allows for effective object identification and
categorization, opening avenues for the design of current
systems that include robots, monitoring, and automation.

2 RELATED WORK
Numerous studies have examined the recognition

of characters [16–18], numbers [19–21], and license
plates [22–25] using conventional methods, machine
learning, and deep learning techniques. A new technique
for character recognition and license plate detection was
provided in [26]. Their approach blends a backpropa-
gation neural network (BPNN) with feature extraction
methods. Three sets of algorithms are used in the
feature extraction process: extracting features using the
horizontal traverse density (HTD) and vertical traverse
density (VTD) methods, edge distance features, and
training feature vectors using BPNN, which exhibited
97.7% recognition accuracy.

Zou Y. et al. [27] presented a sophisticated, three-
component model for recognizing license plates. First,
Xception, MobileNetV3, and spatial attention techniques
were used to extract license plate features. Bi-LSTM was
used to identify the character locations on license plates.
A 1D-attention system was used to extract character
features, enhancing the beneficial ones and suppressing
the irrelevant ones.

Ghida Y. et al. [28] created two databases, one with
2000 images of Iraqi city names and the other with 1200
images, to identify Iraqi vehicle license plates. They
applied an algorithm to recognize Iraqi license plates
based on deep learning techniques, namely the Convo-
lutional Neural Networks (CNNs) to classify images,
numbers, and Arabic letters. They used methods to
segment numbers, letters, and words from pictures of a
car license plate to train the CNN algorithm to identify
their features. They achieved an overall recognition
accuracy of 98%.

H. Nguyen [29] presented a novel approach for de-
tecting license plates that relies on lightweight deep
convolutional neural networks. Through the develop-
ment of a hierarchical generation module that extracts
high-resolution features from input images and a feature
enhancement module that fuses these features with ba-
sic region features, the method demonstrated a 72 ms
inference time and an accuracy rate of 98.68%.

Tharaa and Faisal [30] presented a developed system
in which they used deep learning techniques to identify
the license plate number and logo of vehicles in Jordan.
They used the YOLOv3 model for license plate detection,
character recognition, and vehicle logo detection. They
trained the visual engineering group on how to recognize
car logos. They used the average accuracy measure to
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evaluate the YOLOv3 model and obtained results for
precision, recall, and F1 measurements of 95.3%, 99.5%,
and 97.4%, respectively.

RCNN and CNN algorithms with common hardware
(Arduino, camera, and Ultrasonic sensor) are powerful
building blocks for deep learning in image recognition
systems. This system can efficiently detect and recognize
LPs, even in difficult lighting and weather conditions.
Algorithms have enabled robust, adaptable, integrated,
low-cost, and energy-efficient solutions. Training deep
learning models like RCNN and CNN on large datasets
allows them to adapt to changes in LP design, fonts, and
backgrounds.

3 HARDWARE SYSTEM IMPLEMENTATION
REQUIREMENTS
This section elaborates on the tools and devices

designed to create a sensor system and capture vehicle
data, all of which are detailed below:

3.1 Arduino uno 3
The Arduino UNO 3 is a control board based on

the ATmega328P. It has 14 digital input/output ports;
6 ports can be used as outputs and 6 ports as analog
inputs. Additionally, it features a USB connection, a
power socket, an ICSP header, and a reset button. It is
widely used in most IoT applications, as well as in video
capture applications by operating cameras via a computer,
which exists in several versions like the Arduino Leonardo
Board, Lilypad Arduino Board, Arduino UNO (R3), and
Arduino Mega 2560 (R3) [31, 32].

3.2 Ultrasonic sensor
An ultrasonic sensor is a low-cost sensor for measuring

the distance of moving objects, as it sends high-frequency
ultrasonic waves to measure the distance relative to the
object’s location [33]. This sensor can detect objects
up to 4 meters. It can be connected to the Arduino. It
usually operates at a rated DC voltage of 5 volts and a
rated current of 3 mA.

3.3 Logitech quickcam
A Logitech QuickCam camera with a resolution of

1280 x 1024 pixels was employed and connected directly
to a computer via USB to provide high-resolution images
of vehicles. This type of camera has an automatic light
correction feature in natural colors.

3.4 Sensing process
The apparatus uses an ultrasonic sensor that is con-

nected to the Arduino for detecting vehicles within a
three-meters range, enabling the Arduino to send a signal
to the computer. Figure 1 below illustrates this process.

Fig. 1 Ultrasonic system with camera

A signal prompts the camera to capture a picture of the
vehicle, the RCNN detects the vehicle’s LP, then the CNN
recognizes the LP characters and numbers to identify the
vehicle. Figure 2 shows the steps of the proposed system.

Fig. 2 The flow diagram of the proposed system

3.5 Proposed system architecture
This paper proposes a vehicle entry monitoring system

(VLPRS) at locations that require continuous monitoring.

© 2026 The Author(s). 264 CC BY 4.0

https://creativecommons.org/licenses/by/4.0/


Journal of University of Anbar for Pure Science Vol. 20, No. 1 (2026)

The VLPRS is designed and implemented in the following
stages:

1. Creation (DB1): Create and collect the initial
database (DB1) of all vehicles that have been
scanned while passing through the checkpoint.
This can be achieved by taking pictures of the
vehicle and recording it while it is moving from
different angles, distances, and lighting conditions.
Figure 3 illustrates the process of creating this
database.

Fig. 3 The process of creating DB1

2. RCNN Training: Perform RCNN training to detect
car LP in car images using the following steps:

i Manually label car LPs in images in DB1
and save the labeling file (Lb-file).

ii Use (Lb-file) and DB1 to perform the train-
ing process and obtain RCNN detector model
(RCNN-det), then save this model, as shown
in Figure (4).

3. Creation of (DB2): The following steps are used
to create a second database (DB2) to detect license
plates in images in (DB1):

i Use (RCNN-det) to localize and extract the
license plate images (IE) from (DB1) images.

ii The IE is manually divided into four class-
es, one for each identified vehicle, and the
results are then saved to DB2, as shown in
Figure 5.

Fig. 4 The creating RCNN-det Model

Fig. 5 The process of creating DB
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4. VLPRS: At this stage, the system works as follows:

i Capture an image of the vehicle (I).
(a) The RCNN-det model is used to detect the

license plates in (I), and extract the license
plate image (IE).

(b) CNN-rec model classifies the license plate
image (IE) into one of the four known classes
or as unknown to the system.

iv When the device recognizes the vehicle li-
cense plate (IE), it sends an approval signal
to open the gate for the vehicle, as shown in
Figure 6.

Fig. 6 The steps of VLPRS system

4 RCNN
This stage is the training stage where nine layers are

used as shown below:

i The image input layer refers to an input image size
of 64x32 pixels with 3 color channels (RGB).

ii The Convolution2 layer performs convolutional
filtering on the input using 64 filters of size 5x5.
The "Padding" parameter is set to "same" to pad the
input with zeros to preserve the spatial dimensions

iii The Batch Normalization layer: This layer normal-
izes the activations of the previous convolutional
layer by subtracting the mean and dividing by the
standard deviation.

iv MaxPooling2D layer: Performs max pooling with
a pool size of 3x3 and a stride of 3, which reduces
the spatial dimensions while retaining the most
important features.

v ReLU layer: Applies the Rectified Linear Unit
(ReLU) activation function, which introduces non-
linearity and enhances the network’s ability to
learn complex patterns.

vi Repeat steps ii–v: To extract deeper features, add
two more sets of convolutions, batch normalization,
max pooling, and ReLU layers with different filter
sizes (32 and 16).

vii Fully connected layer: Connects all neurons from
the previous layer to the output layer. The variable
m, which typically represents the number of classes
in the classification task, specifies the number of
neurons in this layer.

viii Softmax layer: This layer applies the Softmax ac-
tivation function, which converts the output values
to probabilities, representing the class probabilities
for multi-class classification.

ix Classification layer: Specifies the final classifi-
cation layer that computes the cross-entropy loss
and performs classification based on the predicted
probabilities.

4.1 Options
The training options for the object detection model are

set, including the optimizer, execution environment, and
parameters, which control various aspects of the training
process, such as the optimization algorithm, learning
rate, batch size, and verbosity, allowing for customization
based on the requirements of the model and the specific
dataset:
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i ’sgdm’: Stochastic gradient descent with momen-
tum optimizer. Uses mini-batches to update the
network weights.

ii ’Momentum’, 0.9000: Sets the momentum value to
0.9. Momentum helps accelerate gradient descent
in the relevant direction and dampens oscillations
during training.

iii ’Execution Environment’, ’CPU’: Specifies that
the training should be performed on the CPU. Al-
ternatively, you can use ’auto’ or ’gpu’ to leverage
GPU acceleration, if available.

iv ’Mini Batch Size’, 16: Sets the mini-batch size
to 16. The network updates its weights during
training by computing the average gradient from
this number of samples.

v ’Initial Learn Rate’, 1e-3: Sets the initial learning
rate to 0.001. It determines the step size for weight
updates during the initial training iterations.

vi ’Max Epochs’, 20: Defines the maximum number
of training epochs to perform. An epoch represents
a complete pass through the entire training dataset.

vii ’Verbose Frequency’, 100: Specifies that the dis-
play of the training progress should occur every
100 iterations. This provides periodic updates on
the training loss and other metrics.

viii ’Verbose’, 1: Enables verbose mode, which dis-
plays detailed information during the training pro-
cess, including progress, mini-batch information,
and validation metrics.

5 CNN TRAINING
This phase focuses on developing a CNN-Rec model

to detect license plate classification (LP). The main goal
is to identify and classify vehicle plates stored in the
database (DB2). This model facilitates the final decision-
making process on whether a vehicle is allowed or not to
enter the facility. The following are the implementation
steps:

i Image Input Layer: Indicates an input image size
of 30x30 pixels with 3 color channels (RGB).

ii Convolution2 Layer: Performs convolutional fil-
tering on the input with 8 filters of size 3x3. The
’Padding’ parameter is set to ’same’.

iii Batch Normalization Layer: Normalizes the ac-
tivations of the previous convolutional layer by
subtracting the mean and dividing by the standard
deviation.

iv Relu Layer: Applies the rectified linear unit (Re-
LU) activation function, which introduces non-
linearity and enhances the network’s ability to
learn complex patterns.

v MaxPooling2D Layer: Performs max pooling with
a pool size of 2x2 and a stride of 2, reducing
the spatial dimensions while retaining the most
significant features.

vi Repeat steps ii–v: To extract deeper features, two
more sets of convolutional, batch normalization,
ReLU, and max pooling layers are added with
different filter numbers (16 and 32).

vii Fully Connected Layer: It connects all the neu-
rons from the previous layer to the output layer.
The number of classes in the classification task
determines the number of neurons in this layer (4
classes).

viii Softmax Layer: It applies the softmax activation
function. It converts the output values into prob-
abilities, representing the class probabilities for
multi-class classification.

ix Classification Layer: This specifies the final clas-
sification layer that computes the cross-entropy
loss and performs the classification based on the
predicted probabilities.

5.1 Options
’adam’: It is an adaptive stochastic gradient descent

with a momentum-based optimizer.

6 EXPERIMENTAL WORKS AND RESULTS
In this paper, vehicle images were collected using hard-

ware equipment, namely an Arduino, a camera, and an
ultrasonic sensor, as well as MATLAB-based algorithms.
In addition, different environmental conditions, such as
cloudy skies, lighting variation, rain, night, and different
types of vehicles, were included. Two datasets (DB1 and
DB2) were generated as shown in Figure 7 to sample
the effects of these conditions. Two separate networks
were trained for distinct tasks. The first network (RCNN),
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using (DB1), was trained to recognize and extract the LP
of a vehicle within a vehicle image. The dataset (DB1)
was randomly divided into a training set containing 75%
of the data and a test set containing the remaining 25%.
Then, the second network (CNN) was trained using the
DB2 extracted from the first stage to recognize the vehicle
based on the extracted LP information.

Fig. 7 Samples of creating databases of images from (DB1)
for RCNN training.

The network was trained to extract the plate area from
the input vehicle image, as shown in Figure 8. The results
of the implementation of the presented system are as
shown in Figures 8 and 9. The RCNN-det model was
used to detect and extract the LP (IE), then the CNN-reg
model was used to classify the (IE) into one of two classes:
the first class is a known vehicle (allows passage), while
the second class is an unknown vehicle (does not allow
passage). Figure 9 shows the class classification section
(allow), while Figure 10 shows the class classification
section (do not allow).

Fig. 8 Extract the plate region from the image using
RCNN-det model to create DB2.

Fig. 9 Samples of (DB2) for CNN training.

Results of performing the proposed system are shown
in Figures 10, 11, and 12, where the RCNN-det model
was used to detect and extract LP (IE), and then CNN-reg
model was used to classify (IE) into one of two classes:
the first class is a known vehicle (allow to pass), and
the second-class is an unknown vehicle (not allowed
to pass). Figure 11 illustrates the classification of the
category (Allowing) passage, while Figure 12 illustrates
the ratio and accuracy of the results obtained, where
50 different license plate images for each vehicle were
covered. Finally, Figure 11 illustrates the classification
of the category (Not Allowing) passage.

Fig. 10 Classify the category allowing passage.

Below is Figure 12 showing the accuracy of the results
obtained in percentages.
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Fig. 11 Classify the category not allowing

Fig. 12 the percentage and accuracy of the results obtained.

7 CONCLUSION
In this research paper, a region-based convolutional

neural network (RCNN), a convolutional neural network
(CNN), a camera, and an Arduino microcontroller were
used to develop an efficient and reliable license plate
recognition system. This solution combines the advanced
image recognition capabilities of deep learning with
the flexibility and control provided by Arduino, making
it ideal for various privacy-focused enterprise security
applications. Table 1 highlights the accuracy of the
system implementation. The system accurately classified
all license plate images stored in the test folder as vehicle
class 1, where 1 indicates authorized vehicles entering
the security location and any number below 1 indicates
unauthorized vehicles. This license plate recognition
system has proven to be a promising approach. With an
impressive accuracy of over 98% and the remaining 2%
representing blurred images, which render the vehicle
subject to further security scrutiny, the study confirms
the effectiveness and reliability of the proposed method

in improving safety protocols for critical infrastructure
and equipment.

Table 1 Comparison of Classification Results.

Car1 Car2 Car3 Car4 NOT
Car1 1 0 0 0 0
Car2 0 0.88 0 0 0.12
Car3 0 0 1 0 0
Car4 0 0 0 1 0
NOT 0 0 0 0 1
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