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Abstract

The expeditious growth of electronic commerce (e-commerce) fundamentally transformed business operations and
consumer behavior by enabling businesses to reach a global market, streamline supply chains, and provide personalized
shopping experiences. This shift necessitated reliable security measures to protect sensitive information during online
transactions. However, existing approaches that combined encryption, steganography, and conventional compression
techniques such as DCT and autoencoders were limited in preserving image quality and computational efficiency. To
address this gap, the objective of this study was to integrate WebP compression into the cryptographic—steganographic
pipeline in order to improve image quality, ensure payload integrity, and achieve efficiency suitable for real-time e-
commerce systems. While cryptographic—steganographic pipelines combining asymmetric encryption, spatial embed-
ding, and compression arewell established, this study focused ondemonstrating the comparative performance benefits of
WebP compression over existing approaches such as the Discrete Cosine Transform (DCT) and autoencoders. To achieve
this, an enhanced model was developed and evaluated by integrating the ElGamal cryptosystem for encryption, Least
Significant Bit (LSB) steganography for embedding, and WebP for compression and optimization. In the developed
workflow, transaction data was encrypted using ElGamal, embedded into cover images with LSB steganography, com-
pressed usingWebP, and at the receiver's end the images were decoded, the ciphertext was extracted, and decryptedwith
the private key to recover the original data. This process ensured confidentiality, efficiency, and reliability in e-commerce
communication. Empirical evaluation was conducted using key performance metrics, including Mean Squared Error
(MSE), Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index (SSIM), and entropy. Results showed low MSE
values, PSNR values exceeding 79 dB, SSIM scores of 0.9999, and minimal entropy loss, confirming both high image
quality retention and strong payload integrity. These results demonstrate that the developed model achieved superior
image quality, high structural fidelity, zero payload errors, and efficient performance, confirming its suitability for
securing sensitive e-commerce transactions. The PSNR value of 54.9 dB reported by Kumbhakar et al. is developed
WebP-based model demonstrated a significant improvement in image quality and efficiency. These findings established
that while the cryptographic—steganographic pipeline itself was not novel, the integration of WebP compression pro-
vided superior performance compared to traditional DCT-based methods. The developed model therefore offered a
practical and effective solution for safeguarding sensitive e-commerce transactions, addressing threats such as data
interception, unauthorized access, and Man-in-the-Middle attacks.

Keywords: E-commerce security, ElGamal cryptosystem, Least Significant Bit (LSB) steganography, WebP compression,
Cryptography, Steganography, Data protection

1. Introduction

E -commerce which is the buying and selling of
goods and services over the internet, has

revolutionized the way businesses operate by
reaching a global audience without the need for
physical stores, significantly reducing costs associ-
ated with rent. This cost efficiency allows for lower
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prices and higher profits. However, the growth of e-
commerce systems has heightened the need for
strong security measures to protect sensitive infor-
mation during online transactions. The handling of
sensitive information, such as personal and financial
data, makes e-commerce platforms prime targets for
cyber-attacks. Data breaches, identity theft, and
fraudulent transactions are common issues that
threaten the integrity of online transactions. Privacy
preservation is a critical concern, as consumers need
assurance that their information is secure and used
appropriately. Although many researchers have
worked on e-commerce data security [1—5], many
security threats like Man-in-the-Middle and eaves-
dropping attacks are still active. The lack of a
comprehensive security infrastructure leaves e-
commerce transactions vulnerable to various cyber
threats, jeopardizing the confidentiality, integrity,
and authenticity of sensitive information exchanged
between parties involved in transactions [6]. The
evolving nature of cyber threats demands a more
reliable and adaptable security measures to protect
both consumers and businesses from potential
harm. This study conducted a performance
evaluation of an established cryptographic—
steganographic—compression technique by inte-
grating the ElGamal cryptosystem, Least Significant
Bit (LSB) steganography as a baseline embedding
method, andWebP compression, and comparing the
results with conventional approaches such as DCT
and autoencoders. The paper is organized as fol-
lows. Section 1 is the introduction; Section 2 repre-
sents related works regarding the e-commerce
security model. Section 3 focuses on the methodol-
ogy of the technique implemented in this study, and
Section 4 presents the results and discussion ob-
tained from the performance evaluation of ElGamal
cryptography, Least Significant Bit (LSB) Steganog-
raphy mechanism and WebP compression,
compared against conventional approaches. Section
5 concludes the paper and provides the recom-
mendation for further study.

2. Related works

Several researchers have employed unique tech-
niques to enhance the security of online shopping.
Their efforts range from using sophisticated
encryption techniques to developing smart ways of
verifying users' identities. This section examines the
different approaches these researchers have taken.
Examination of these diverse techniques gives a
better understanding of the ongoing efforts to make
e-commerce safer for all users.

[1] addressed vulnerabilities like Man-in-the-
Middle attacks by combining ElGamal encryption
with LSB image steganography, optimized via
Discrete Cosine Transform and Autoencoder. This
dual-layered approach enhances transaction secu-
rity but introduces complexity that may impact
usability. The research suggests simplifying the
encryption process, detailing risk mitigation stra-
tegies, and providing specific performance metrics
for better assessment and adoption [3]. examined e-
commerce transaction vulnerabilities by proposing
a multi-layer encryption approach using RSA for
secure key exchange and Fernet cipher for message
authentication. The combined algorithm aims to
enhance security, but it faces challenges such as
computational overhead, key management diffi-
culties, and scalability issues. Recommendations for
future work include optimizing encryption pro-
cesses, improving key management, and incorpo-
rating AI-driven dynamic security measures to
adapt to evolving threats. The challenge of securing
user data in e-commerce despite using SSL/TLS
protocols was examined by Ref. [7], citing vulnera-
bilities in session management, authentication, and
access control. The proposed solution involves
extending security measures to the application
layer through a comprehensive scheme, integrating
authentication, continuous authentication, and
session management. By doing so, the burden of
implementing security measures is shifted from the
development lifecycle. This solution addresses
vulnerabilities, enhancing the overall security of e-
commerce platforms. However, its complexity and
compatibility issues with existing systems pose
limitations. Improvements could focus on scalabil-
ity, flexibility, and interoperability to optimize
performance and usability, ensuring compliance
with industry standards and regulations while
addressing emerging threats. An encryption algo-
rithm using block chain, digital envelopes, and
chaotic neural networks to improve e-commerce
data security and efficiency was proposed by
Ref. [8]. While the approach advanced encryption
security, it faced challenges with complexity and
potential data distortion. Suggested improvements
include thorough security analysis, user-friendli-
ness assessment, and real-world testing to validate
performance and practical utility.
Privacy challenges in e-commerce were

addressed by using differential privacy to introduce
noise to query outputs, protecting individual data
[9]. While effective, the study lacks discussion on
evolving threats and user awareness. It is important
for this study to include ongoing threat monitoring,
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proactive solution updates, and comprehensive
user education campaigns to ensure understanding
and cooperation with privacy measure [10] explored
the balance between user privacy and ownership
verification in e-commerce, focusing on high-value
collectibles. A protocol was proposed using private
smart contracts and zk-SNARKs, demonstrating
feasibility on platforms like Ethereum Quorum and
SERO. Despite positive results, the solution faces
interoperability challenges and platform de-
pendency, suggesting the need for standardized
protocols, interledger mechanisms, and blockchain-
agnostic designs for broader adoption.
The lack of recognition and provision for personal

data protection rights within Nigeria's consumer
protection regime leaves e-commerce enthusiasts
vulnerable to potential breaches of their personal
data. To tackle this [11], critically assesses existing
data protection policies in Nigeria, including the
NDPR, CBN-CPF, and Cybercrime Act, to evaluate
their effectiveness in addressing personal data
protection concerns in e-commerce. The paper
suggested separate personal data protection legis-
lation similar to Singapore's model, to safeguard
data subjects' privacy and security adequately.
Nonetheless, limitations include a narrow focus on
legal aspects and potential oversight of practical
challenges in implementation and implications for
e-commerce businesses. Future research could
broaden the scope to encompass technical, opera-
tional, and regulatory aspects, conduct empirical
studies on policy impacts, explore alternative reg-
ulatory approaches, and engage stakeholders for
more effective legislation development and imple-
mentation. According to Ref. [12], conventional e-
commerce payment systems are vulnerable due to
the insecure transmission of sensitive financial in-
formation over the internet, especially in cloud
environments. This poses significant risks to the
confidentiality, integrity, and security of trans-
actions. To address this issue, the researchers pro-
posed developing a secure electronic payment
protocol that allows consumers to connect directly
with merchants using temporary identities to
ensure anonymity and privacy. This protocol uses
reliable encryption and authentication mechanisms
to protect financial data. Implementing this proto-
col enhances security by ensuring confidentiality,
integrity, non-repudiation, availability, authentica-
tion, and authorization, thus fostering trust and
confidence in e-commerce transactions. However,
the complexity and implementation challenges of
this new protocol might lead to resistance from
consumers and merchants. Ensuring widespread
adoption and continuous updates to counter

emerging cyber threats can also be difficult. To
improve the protocol, efforts should focus on
making it more user-friendly, ensuring compati-
bility with existing systems, optimizing scalability,
and maintaining up-to-date security measures. This
enhances its effectiveness, promote adoption, and
contribute to a more secure e-commerce
environment.
The vulnerability of existing mobile-based two-

factor authentication (2FA) schemes in e-commerce
poses a significant risk to transaction security
due to compromised phones. To counter this [13],
proposedSecurePay; a solution aiming to bolster
mobile-based 2FA by isolating authentication fac-
tors and ensuring transaction integrity. Leveraging
ARM TrustZone technology, SecurePay provides
reliable security guarantees even in compromised
phone environments, mitigating risks of unautho-
rized access and fraud. However, device com-
patibility and the need for further testing is
lacking. Future improvements could focus on scal-
ability, compatibility, and resilience across diverse
platforms, alongside exploring alternative authen-
tication methods for comprehensive e-commerce
security.
Critical issue of inadequate security in e-

commerce despite its global prevalence, posing
risks to payment information, personal data, and
purchased items were addressed by Ref. [14]. The
research noted that many online stores fail to
implement proper security measures due to a lack
of understanding or seriousness. To address this,
the researchers conducted a systematic analysis of
e-commerce platforms, reviewed existing literature,
and collected and analyzed data to identify security
threats from both customer and seller perspectives.
Solutions to mitigate these threats were proposed,
aiming to improve the safety and trustworthiness of
online transactions. However, the study has limi-
tations, such as not covering all emerging risks,
varying effectiveness of solutions based on re-
sources and laws, and not addressing cybersecurity
awareness or trade-offs between security and
usability. Future research should expand the scope
to include more platforms, regions, and de-
mographics, provide specific recommendations to
close cybersecurity knowledge gaps, analyze the
trade-offs of security measures, and engage stake-
holders to ensure practical and impactful findings.
[15] enhanced the Secure Electronic Transaction

(SET) protocol to address e-commerce security,
scalability, and efficiency issues. A server e-wallet
model was introduced, a fourth-party transaction
protocol for dispute resolution, and a hierarchical
control model for security levels. While the
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approach improved security and efficiency, its
complexity and the roles of the fourth party need
clarification. Further improvements involve
detailed implementation plans, real-world evalua-
tions, and consideration of user experience and cost
implications. The study by Ref. [16] points out
differing levels of cybersecurity concern among
European countries, which affects the uniformity of
e-commerce security across the region. To address
this, the researchers used a hybrid methodology
combining Multi-Criteria Decision Analysis
(MCDA) and a Likert Scale Survey. This method
allowed them to rank countries based on e-
commerce security and gather consumer insights
on cybersecurity challenges. While this approach
provided a comprehensive understanding of the
cybersecurity landscape, it faced limitations such as
potential survey bias, subjective ranking criteria,
limited geographic scope, and a lack of longitudinal
analysis. Future improvements could include using
objective cybersecurity measures, refining MCDA
methodology, expanding the study's scope beyond
Europe, and conducting longitudinal studies to
track changes over time.
The lack of tactile feedback in online shopping

was identified by Ref. [17] as a significant issuein-
creasing the risk of scams and customer dissatis-
faction due to the inability to assess product weight.
To address this, a tele-weight device that allows
users to virtually feel the weight of items while
shopping online was developed. This device con-
sists of a sending part that measures and transmits
the weight over a cellular network and a receiving
part that displays it to the user. While the tele-
weight device enhances the online shopping expe-
rience by providing haptic feedback and reducing
the risk of weight misrepresentation scams, it faces
limitations such as delays in weight demonstration,
which can affect performance and user trust. There
is the need however to enhance real-time respon-
siveness, integrate secure communication pro-
tocols, and continuously updating the device's
software to address emerging security threats. The
problem of counterfeit products on online shopping
platforms, which causes financial losses, damages
brand reputations, and reduces trust in e-
commerce was identified by Ref. [18]. To solve this,
a traceability system that shares detailed and secure
product information throughout the supply chain
was suggested, allowing customers to check prod-
uct authenticity before buying. This method helps
prevent fake products, protect brand names, and
build consumer trust. However, it requires a sig-
nificant initial investment and accurate information
sharing which can be challenging. Improvements

can include using blockchain and AI for better
transparency and security, simplifying information
sharing, and educating consumers on checking for
authenticity. Continuous updates to tackle new
cyber threats are also important.
[19] explored the privacy paradox in e-commerce,

where users express concerns but still share per-
sonal information. Using EEG experiments, cogni-
tive and emotional processes influencing privacy
decisions was examined. The study provided in-
sights into mental perceptions underlying privacy
paradoxes but faced limitations due to the
complexity of neuroimaging analysis and the need
for further research to understand neural disposi-
tions in privacy-related decision-making. Internet
users' growing concern over privacy and data pro-
tection, particularly regarding companies extracting
personal information based on online behavior,
posing a threat to trust in e-commerce was identi-
fied in Ref. [20]. To tackle this, tokenization system
in e-commerce transactions was proposed, aiming
to conceal customers' credit card numbers from
online merchants. Their method, called “upcy-
cling,” manages tokens in RAM, allowing for re-
generated tokens while maintaining a table of valid
ones, enhancing security and privacy. However, the
reliance on RAM may pose scalability challenges,
and potential vulnerabilities targeting the tokeni-
zation system, suggesting the need for further
research on optimization, security assessments, and
user education to improve e-commerce privacy and
security.
The issue of protecting user privacy on untrusted

servers by generating dummy requests to obscure
preferences was tackled by Ref. [21]. Using entropy
and regional distance concepts, their model en-
hances security without compromising usability.
However, it needs to expand to other e-commerce
services, integrate with various terminals, and ac-
count for user behavior inconsistencies. Future
research should focus on broader privacy models,
improved integration, and accuracy [22] addressed
the challenge of imbalanced credit card datasets
affecting fraud detection in e-commerce systems.
Sampling techniques such as oversampling and
undersampling was reviewed to rebalance datasets,
aiming to improve fraud detection performance.
However, the study's focus on sampling methods
alone may overlook other contributing factors to
imbalanced data, and the effectiveness of these
techniques may vary across different datasets and
algorithms. The inadequacy of existing black-box
web application vulnerability scanners in detecting
vulnerabilities in modern web applications, partic-
ularly in e-commerce sector was addressed by
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Ref. [23]. By evaluating the detection accuracy of
five scanners against a modern insecure web
application, the study shed light on their limitations
in identifying critical vulnerabilities like SQL in-
jection, NoSQL injection, and server-side template
injection. The findings underscored the need for
enhanced vulnerability detection methods and
comprehensive security strategies tailored to the
complexities of modern web environments, urging
further research to address these challenges
effectively.
[24] addressed the lack of transparency and trust

in existing e-commerce reputation systems by
exploring blockchain-based models. This method
involved a systematic literature review to evaluate
the potential of blockchain technology in enhancing
transparency and trust. While the study offers in-
sights into the benefits and challenges of block-
chain-based reputation systems, it lacked practical
insights and empirical evidence on their effective-
ness. Additionally, factors impacting implementa-
tion and adoption were not thoroughly explored.
Integrating real-life examples and providing con-
crete recommendations will improve the system's
usefulness and relevance. The study conducted by
Ref. [25] describes the cybersecurity risks con-
fronting e-commerce, encompassing unauthorized
access, data breaches, and phishing scams, eroding
trust in digital platforms. The proposed solution
involves deploying advanced security measures like
encryption protocols, multifactor authentication,
and regular security audits. These strategies effec-
tively mitigate cyber threats, safeguarding sensitive
data and bolstering customer trust. However,
relying solely on technological solutions may lead
to human error and necessitate continuous adap-
tation to evolving threats, while overly restrictive
security measures hamper user experience. To
enhance security in e-commerce, the study advo-
cates for greater collaboration among users, inte-
grating security into the development process, and
investing in emerging technologies like blockchain-
based authentication.
Challenges related to product authenticity verifi-

cation and data integrity in e-commerce live
streaming was identified by Ref. [26]. A solution
integrating blockchain technology and traceability
was developed. By deploying a smart contract on
the Ethereum blockchain and utilizing a combina-
tion of on-chain and off-chain storage methods, the
solution enhanced transparency and security in
product authentication processes during live
streaming events. However, potential limitations in
scalability, transaction costs, and usability were
acknowledged, suggesting areas for improvement

to ensure practical implementation and widespread
adoption of the proposed solution [27] addressed
the vulnerability of e-commerce platforms to mali-
cious URL attacks, proposing the Political Optimi-
zation Algorithm by a Hybrid Deep Learning
Assisted Malicious URL Detection and Classifica-
tion for Cybersecurity (POAHDL-MDC) technique.
This method integrates data preprocessing, word
embedding, and a Hybrid Deep Learning model to
detect and classify malicious URLs, demonstrating
promising results in simulations. However, chal-
lenges such as overfitting, resource requirements,
and data quality limitations pose constraints.
Enhancing the solution's reliability, adaptability,
and real-time capabilities through rigorous testing,
increased interpretability, and collaborative efforts
among users is required.
A protocol to secure merchant information during

e-commerce transactions was developed by
Ref. [28] combining encryption algorithms and data
leakage detection technology. While the protocol
offers enhanced security, its potential impact on
transaction efficiency and resource utilization is a
limitation. Optimization efforts to streamline pro-
cesses, simplify implementation, and ensure
compatibility with existing systems would enhance
the protocol's effectiveness and adoption. By
addressing these areas, the protocol can provide
reliable security without compromising transaction
efficiency. The growing challenge faced by busi-
nesses in managing legal responsibilities regarding
informed consent and privacy protection, exacer-
bated by increasing public skepticism toward per-
sonal data collection practices was explored by
Ref. [29]. To address this, an ethical consent man-
agement process tailored for e-commerce organi-
zations was developed. This process integrates the
Autonomous Authorization (AA) model and the
Theory of Planned Behavior (TPB) to construct a
framework rooted in user autonomy, aiming to
prioritize user interests and support ethical infor-
mation management. By enhancing transparency
and trust while complying with regulatory re-
quirements, this solution mitigates the risks asso-
ciated with data breaches and privacy violations in
e-commerce. However, its complexity and potential
cultural challenges in global operations pose limi-
tations, suggesting a need for streamlined imple-
mentation processes, standardized tools, and
ongoing research to adapt to evolving threats and
regulatory standards.
A gap in knowledge regarding remanufacturing

trading websites in online shopping, which sell
refurbished items but whose operations and offer-
ings are not well understood was identified by
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Ref. [30]. The study aimed to address this by sys-
tematically analyzing 20 such platforms, identifying
deficiencies in business models, product presenta-
tion, delivery methods, quality assurance, customer
reviews, and payment processes. Six key applica-
tions to address these gaps and the use of con-
sortium blockchain technology for its benefits in
security, transparency, and scalability were
explored. A technical framework and model for a
remanufacturing trading platform supported by
consortium blockchain were developed to guide the
development and management of these platforms.
However, limitations include the narrow focus on
remanufacturing platforms, the small sample size,
and the need for further validation and adaptation
to future technological changes. Improvements
should involve expanding the study's scope, incor-
porating qualitative research, continuous moni-
toring, and exploring alternative technologies. A
semi-quantum privacy comparison method based
on W-states to address security threats posed by
quantum computing in e-commerce multi-party al-
gorithms was proposed. The method enhances se-
curity and communication efficiency, but its reliance
on quantum computing technology may limit prac-
tical implementation due to current infrastructure
limitations and complexity. Hybrid approaches and
efforts to enhance quantum technology accessibility
could improve the method's practicality and scal-
ability in e-commerce applications [31].
The importance of evaluating e-commerce's

impact on customer satisfaction, particularly
focusing on factors such as website design, user-
friendliness, convenience in use and payment, data
security, competitive advantage, and timeliness in
service access for Konga.com customers in Ilorin
metropolis, Nigeria was evaluated by Ref. [32].
Through a purposive sampling technique and
multiple regression analysis, the study identified
key factors influencing customer satisfaction,
including reliability, user interface, navigation, and
timely payment systems. However, the study's focus
on customer perceptions and satisfaction without
delving into technical e-commerce security aspects
and potential vulnerabilities in Konga.com's infra-
structure presents limitations, suggesting the need
for future research to comprehensively address e-
commerce security measures and customer per-
ceptions [33] addressed security vulnerabilities and
limitations in existing public key cryptography al-
gorithms, particularly in e-commerce transactions,
by proposing a novel method based on a fake-
modulus concept. This method aimed to enhance
the security of the Rabin cryptosystem by confusing
attackers attempting to factorize the public key,

thereby preventing unauthorized access and fraud
during e-commerce transactions. Despite its po-
tential to provide reliable security, concerns
regarding complexity, performance impact, and
usability were raised, suggesting the need for opti-
mization and careful consideration of trade-offs
between security, performance, and usability for
practical implementation.
A protocol combining ElGamal, AES, and CRT

techniques to enhance e-commerce transaction se-
curity while balancing performance was proposed
by Ref. [34]. Despite reliable key generation and
data encryption, the protocol's resource-intensive
processes suggest the need for optimizing encryp-
tion, improving merchant request security, and
exploring post-quantum cryptography for better
long-term security. The study by Ref. [35] empha-
sized the critical importance of ensuring the safety
and security of online shopping websites to attract
and retain customers. Conducted in Pakistan, the
research employed an online questionnaire and
advanced statistical methods, particularly the par-
tial least squares method with SmartPLS software,
to analyze customer attitudes towards e-commerce
security. While the study successfully provided
insights into customer concerns and preferences,
allowing for the development of policies and
technological enhancements to improve security
measures in e-commerce applications, it acknowl-
edged limitations regarding the generalizability of
findings, potential biases introduced by the reliance
on online surveys, and the limitations of statistical
methods in capturing all nuances of customer atti-
tudes. Suggestions for improvement include inte-
grating qualitative approaches like interviews or
focus groups to complement quantitative findings.
A study was conducted by Ref. [36] to understand

the factors influencing the adoption of digital pay-
ment methods, particularly mobile payments, in
Manipal, India. Using structural equation
modeling, critical drivers such as ease of use and
social influence were identified. While providing
valuable insights for Manipal, the study's general-
izability may be limited, and reliance on self-
reported data could introduce bias. Future research
should diversify samples and employ mixed-
methods approaches for a broader understanding
[37] addressed various challenges within e-
commerce platforms such as payment disputes,
fraud, and lack of transparency by proposing the
integration of blockchain technology. By leveraging
blockchain's decentralized and transparent nature,
e-commerce platforms can improve transaction ef-
ficiency and safety, enhance transparency between
buyers and sellers, and mitigate risks associated
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with fraud and disputes. However, potential limi-
tations in scalability, transaction costs, and the need
for broader adoption and education were identified,
suggesting areas for improvement to maximize the
benefits of blockchain in e-commerce.
Vulnerability in online transactions through a

security framework combining multi-factor
authentication with machine learning to enhance
the safety of financial transactions in e-commerce
was addressed by Ref. [38]. This approach in-
tegrates two-factor authentication with machine
learning algorithms triggered by potential fraud
detection, achieving high accuracy in identifying
and preventing fraudulent activities. Despite po-
tential limitations related to complexity, cost, data
quality, and privacy concerns, the solution empha-
sizes scalability, data quality, user experience,
adaptive security measures, regulatory compliance,
and continuous monitoring and improvement as
areas for enhancement to maintain effectiveness
over time and mitigate evolving cyber threats
effectively [39] identified security challenges sur-
rounding the protection of sensitive data in e-
commerce transactions, emphasizing the need to
prioritize safeguarding against unauthorized access
and fraudulent activities to maintain credibility and
longevity. The proposed solution involves a
comprehensive approach integrating encryption,
multi-factor authentication, security audits,
employee training, collaboration with cybersecurity
experts, adherence to standards, and advanced
technologies to enhance security measures. How-
ever, potential drawbacks include increased
complexity and costs, necessitating a balance be-
tween security, user experience, and cost consid-
erations, while areas for improvement focus on
streamlining user authentication, enhancing secu-
rity technologies, and promoting regulatory
compliance to address evolving cyber threats
effectively. The research conducted by Ref. [40]
identifies the need to evaluate and enhance
customer satisfaction, trust, and service quality
within the rapidly evolving online marketplace
landscape. To address this, a comprehensive eval-
uation involving in-person and online surveys was
conducted, analyzing twelve latent variables such
as perceived security and brand equity. Structural
equation modeling and multi-criteria decision
analysis techniques were employed to understand
factors influencing customer satisfaction and trust.
The study also utilized the Technique for Order
Preference by Similarity to Ideal Solution (TOPSIS)
to rank e-commerce platforms, aiming to identify
areas for improvement and provide actionable
recommendations. However, limitations include

potential sampling bias and the focus on specific
platforms and geographical locations, suggesting
the need for diversification in sampling methodol-
ogy and broader representation across various e-
commerce platforms to enhance validity and
generalizability.
The research conducted by Ref. [41] introduced a

cybersecurity framework for large language model
(LLM)-driven robot agents in online transactions.
The study integrated blockchain technology with
multi-factor authentication (MFA) and anomaly
detection techniques to enhance transaction secu-
rity and protect sensitive user data. Experimental
evaluation demonstrated a 90 % reduction in
fraudulent transactions and a 98 % accuracy rate in
detecting security breaches. This work points out
the relevance of hybrid models that combine mul-
tiple security layers for e-commerce protection.
However, its focus was limited to AI-driven trans-
action environments, suggesting the need for
broader approaches that also address conventional
e-commerce vulnerabilities. This gap is addressed
in the present study, which develops an integrated
cryptographic—steganographic model with WebP
compression to enhance both security and
efficiency.
The research conducted by Ref. [42] introduced

an FDCT-based watermarking framework for
medical image protection. The study emphasized
imperceptibility and robustness under compres-
sion, achieving high watermark recovery accuracy.
This work shows the value of transform-domain
approaches for multimedia protection. However, its
application was limited to medical imaging and did
not address e-commerce transactions. The present
study extends this line of work by focusing on e-
commerce, where transaction confidentiality and
data integrity are more critical.
The study by Ref. [43] developed a novel wavelet-

based image compression method combined with
Huffman coding to improve compression ratios
while maintaining visual quality. Experimental
evaluation showed significant improvements in
data reduction while preserving diagnostic image
fidelity. While effective in healthcare imaging, its
scope did not incorporate security requirements
such as encryption or steganography. This gap is
addressed in the present work by integrating
compression with ElGamal cryptography and LSB
steganography for secure e-commerce transactions.
The research by Ref. [44] implemented and

analyzed digital watermarking techniques for
multimedia authentication. Results confirmed
improved resilience against tampering and content
forgery. While this study focused on authentication
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and watermark robustness, it did not integrate
encryption or explore compression efficiency. By
contrast, the present study combines encryption,
steganography, and WebP compression, ensuring
not only authentication-level protection but also
secure and efficient data concealment.
A related contribution by Ref. [45] proposed a

modified LSB steganography scheme for securing
textual medical information. The method enhanced
embedding security but remained vulnerable under
compression, limiting its practical deployment in
bandwidth-constrained environments. The present
study builds on this by adopting WebP compression
to maintain security and efficiency in e-commerce
settings where image optimization is essential.
In a broader context [46], provided a compre-

hensive survey of multimedia security approaches,
including cryptography, steganography, and
watermarking. The review underscored the impor-
tance of hybrid techniques but emphasized that
most works remain domain-specific and rarely
address the unique needs of e-commerce platforms.
This gap motivated the present study, which de-
velops an integrated cryptographic—steganographic
model with WebP compression to enhance both
security and efficiency in online transactions.
Thomas et al. [47] proposed an image compression

method combining the Discrete Wavelet Transform
(DWT) and Huffman coding, which achieved a
PSNR of approximately 54.66 dB. While their
approach provided a balance between compression
ratio and visual quality, the image quality was still
lower than the performance demonstrated by the
WebP-based integration in this study.
Similarly, a recent study in Intelligence-Based

Medicine [48] presented FDCT-based water-
marking for medical image protection, emphasizing
robustness and imperceptibility. However, this
work did not address payload integrity within a
cryptographic—steganographic pipeline, which re-
mains essential for secure e-commerce transactions.

2.1. Modern steganography and steganalysis

While Least Significant Bit (LSB) steganography
remains a classical and widely studied technique
due to its simplicity and ease of implementation,
modern research has shown that it is vulnerable to
well-known steganalysis methods such as chi-
square (χ2) analysis and RS analysis, which can
detect modifications in pixel distributions with high
accuracy [50]. For this reason, recent advances in
steganography have explored adaptive embedding
strategies in the transform domain (e.g., Discrete
Wavelet Transform, Discrete Fourier Transform),

content-adaptive methods, and even deep-
learning—based generative steganography
[42,43,51]. These techniques aim to improve
robustness against statistical and machine-learning
steganalysis while maintaining imperceptibility.
Nonetheless, in the present study, LSB was

deliberately chosen as a baseline embedding
method. Its simplicity and well-understood limita-
tions provide a clear and controlled benchmark for
evaluating the added value of WebP compression in
a cryptographic—steganographic pipeline. The
focus here is not to propose LSB as a new secure
solution, but to demonstrate how integrating WebP
compression impacts fidelity, payload integrity, and
efficiency when applied to a classic steganographic
framework. Future work may incorporate more
advanced adaptive or generative embedding
schemes to enhance resilience against steganalysis,
building on the strong comparative performance
established in this study.

3. Analysis of the existing model

From the review of existing works, this study
leverages on the work developed by Ref. [1] to
provide an enhanced security model for e-com-
merce platforms. While other researchers used
several approaches to solve the issue of vulnera-
bilities in e-commerce, concerns regarding
complexity, performance impact, and usability
were major issues; suggesting the need for opti-
mization and careful consideration of trade-offs
between security, performance, and usability for
practical implementation.
In an attempt to provide a more reliable and

optimized security measure to preserve personal
information of users on e-commerce platforms [1],
used combined ElGamal encryption with Least
Significant Bit (LSB) image steganography and
optimizing image quality through Discrete Cosine
Transform (DCT) and autoencoders. This dual-
layered approach aimed to improve transaction
security by embedding encrypted data within im-
ages, thereby concealing sensitive information from
unauthorized access. The use of DCT and autoen-
coders provided a means of compressing and
optimizing the images to maintain visual quality
while securing the data.
Despite its innovative approach, the model faced

several limitations:

i. Limited Compression Efficiency: The DCT
and autoencoder techniques, while effective,
did not achieve optimal compression effi-
ciency, resulting in larger image file sizes than
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necessary, which could hinder data trans-
mission speed and storage efficiency.

ii. Image Quality Degradation: The model expe-
rienced some degree of image quality loss
during the compression and optimization
processes, that is capable of affecting the
effectiveness of the embedded data in main-
taining integrity and security.

iii. Usability Challenges: The complexity of the
dual-layered cryptographic and stegano-
graphic approach can introduce challenges in
practical implementation, particularly in
terms of system usability and user interaction.

By addressing these limitations, this research
explored an alternative optimization techniques
called WebP, to enhance compression efficiency
and quality retention while maintaining reliable
security.

4. Enhanced model and methodology

To address the limitations identified in Section
3.0, this study developed a hybrid security model
that integrates ElGamal cryptography, Least Sig-
nificant Bit (LSB) steganography, and WebP image
compression. The novelty of this approach lies in
using WebP compression to optimize storage and
transmission efficiency while ensuring that
encryption and data concealment remain intact.
The effectiveness of the developed model was
evaluated using Peak Signal-to-Noise Ratio (PSNR),
Mean Squared Error (MSE), Structural Similarity
Index (SSIM), and Entropy. Fig. 1 illustrates the
workflow of the developed model.
In the developed system, the transaction data was

first encrypted using the ElGamal cryptosystem.
The encrypted ciphertext was then embedded into
cover images through LSB steganography. After
embedding, the stego-images were compressed
using the WebP format to reduce size while main-
taining high image quality. At the receiver end, the
compressed stego-images were decompressed, the
hidden ciphertext was extracted, and the original
transaction data was recovered through decryption
with the private key. This step-by-step process
ensured confidentiality of data, imperceptibility of
the stego-images, and efficiency suitable for e-
commerce applications.

4.1. Implementation workflow (step-by-step)

Fig. 1 illustrated the workflow of the developed
hybrid model. The implemented pipeline pro-
ceeded as follows.

i. Key generation (customer): The customer
generated an ElGamal public—private key pair
prior to the transaction. The public key was
transmitted to the merchant; the private key
was retained securely by the customer.

ii. Encryption (merchant): The merchant
encrypted the customer's sensitive transaction
data (for example, order details and payment
information) using the customer's ElGamal
public key. The resulting ciphertext could only
be decrypted with the corresponding private
key.

iii. Embedding (merchant): The merchant
embedded the resulting ciphertext into a
chosen cover image using Least Significant Bit
(LSB) steganography so that the ciphertext
became imperceptibly concealed within the
image pixel values.

iv. Compression (merchant): After embedding,
the merchant compressed and optimized the
stego-image using the WebP format to reduce
file size while preserving image fidelity and
maintaining the integrity of the embedded
ciphertext.

v. Transmission (merchant → customer): The
merchant transmitted the compressed stego-
image to the customer over the communica-
tion channel. Because the payload was both
encrypted and steganographically hidden,
interception alone did not reveal the plaintext.

vi. Decompression and extraction (customer): On
receipt, the customer decoded the WebP
image, applied the LSB extraction procedure
to recover the embedded ciphertext, and pre-
pared the recovered ciphertext for decryption.

vii. Decryption and verification (customer): The
customer decrypted the recovered ciphertext
using their private key and verified the
decrypted transaction data against expected
values to confirm integrity and authenticity.

This step-by-step technique ensured confidenti-
ality (ElGamal encryption), imperceptibility (LSB
embedding), and transmission/storage efficiency
(WebP compression), making the developed system
practical for secure e-commerce transactions.

5. Results and discussion

5.1. Experimental setup

The experiment was conducted on a standard
system suitable for evaluating the proposed e-
commerce security model. The setup is detailed as
follows:

98 AL-BAHIR (JOURNAL FOR ENGINEERING AND PURE SCIENCES) 2026;8:90—107



5.1.1. Hardware configuration
Processor: Intel Core i3 @ 2.40 GHz
RAM: 8 GB DDR4
Storage: 256 GB SSD for fast data access and

reduced latency
Graphics: Integrated Intel HD Graphics for

handling image processing tasks
Network: Stable internet connection with an

approximate speed of 100 Mbps for transmission
testing.

5.1.2. Software configuration
Operating System: Windows 10, 64-bit

Programming Environment: Python 3.9 with the
following libraries:

Cryptography: For implementing ElGamal
encryption.

Pillow: For image manipulation and handling.
NumPy: For numerical computations.
OpenCV: For image compression using WebP

format.
Development Tool: Visual Studio Code as the

Integrated Development Environment (IDE).

5.1.3. Testing environment
High-quality images were used, ranging from

1280 × 720 pixels to 1920 × 1080 pixels, to evaluate

Fig. 1. An enhanced model for e-commerce system.
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performance under varying resolutions. Trans-
action scenarios were created, involving:

i. Embedding encrypted customer data into
images using Least Significant Bit (LSB)
steganography.

ii. Compressing and optimizing the images with
the WebP format.

iii. Securely transmitting the images.
iv. Extracting and decrypting the embedded data

accurately.

This setup ensured that the model's performance
is effectively evaluated within the constraints of the
available system while maintaining a realistic
testing environment.

5.2. Performance evaluation metrics

The performance of the security model was
evaluated using five key metrics: Mean Squared
Error (MSE), Peak Signal-to-Noise Ratio (PSNR),
Structural Similarity Index Measure (SSIM), En-
tropy and Bit Error Rate(BER).

i. Mean Squared Error (MSE):

MSE measures the average squared difference
between the original image and the processed
image. Lower MSE values indicate higher image
quality, as it shows less distortion introduced by
data embedding or compression. It is given by the
formular:

MSE=
∑

I; J[X1(A;B) − X2(A;B)]2
IXJ

(1)

Where X1(A, B), X2(A, B) are origin image and
generated optimal stego-image respectively and I x
J represents the number of rows and columns in the
images.

ii. Peak Signal-to-Noise Ratio (PSNR): The
quality assessment of the generated optimal
stego-image is measured by PSNR. It com-
putes the peak signal-to-noise ratio, in deci-
bels, between the original image and
generated optimal image. Here, high PSNR
gives the better the quality of the optimal
image. PSNR is calculated in decibels as:

PSNR=10 log10

(
MAX2

MSE

)

(2)

Where MAX is the maximum possible pixel
value in the image (255 for 8-bit images).
And MSE is the mean square error.

iii. Structural Similarity Index Measure (SSIM)

SSIM assesses the similarity between the original
and processed images by considering luminance,
contrast, and structure. Values range from − 1 to 1,
with 1 indicating identical images.

SSIM(x;y) =

(
2μxμy+C1

)(
2σxy +C2

)

(
μ2

x + μ2
y+C1

)(
σ2

x +σ2
y+C2

) (3)

μx = Mean intensity of the original image.
μy = Mean intensity of the processed image.
σ2

x = Variance of the original image (contrast).
σ2

y = Variance of the processed image (contrast).
2σxy = Covariance between the original and
processed images.

C1 and C2= Small constants to stabilize the for-
mula and prevent division by zero.

iv. Entropy.

Entropy is applied to measure the randomness of
the image. Thus, entropy is used as criteria
assessment for the significance of ciphering tech-
nique in the developed model. The entropy is
defined as follows:

∑n− 1

i=0
pi logapi (4)

Where ‘n’ is the number of gray levels
Pi is the probability of a pixel, and
‘a’ is the base of the logarithm function.

v. Bit Error Rate (BER):

In addition to MSE, PSNR, SSIM, and entropy, Bit
Error Rate (BER) was considered as a key metric for
validating payload integrity. BER measures the
ratio of incorrectly extracted bits to the total
embedded bits after compression and extraction,
and has been widely adopted in steganography
evaluation [49]. The BER is computed as follows:

BER=
Nerror
Ntotal

× 100% (5)

Where:
Nerror = Number of incorrectly extracted bits
Ntotal = Total number of embedded bits
The following image samples were used in the

study (see Table 1:

100 AL-BAHIR (JOURNAL FOR ENGINEERING AND PURE SCIENCES) 2026;8:90—107



5.3. Results

This section compares the results obtained in the
enhanced model and the existing model for e-
commerce security (see Table 2).
The results of this study were compared with

those of Kumbhakar et al. [36], which served as the
base paper for this research. Kumbhakar et al. re-
ported a PSNR value of 54.9 dB using a modified
LSB steganographic approach. In contrast, the
developed model in this study, which integrates
ElGamal encryption, LSB steganography, and
WebP compression, achieved a maximum PSNR of
79.25 dB, a minimum MSE of 0.0007, and an SSIM
value of 0.99999. These values demonstrate a sig-
nificant improvement in image quality and
compression efficiency, showing that the developed
WebP-based model provides enhanced perfor-
mance compared to the base work (see Fig. 2).
The Peak Signal-to-Noise Ratio (PSNR) compar-

ison presented in Fig. 3 shows the superior perfor-
mance of the developed WebP-based model
compared to the existing DCT-based model. Since
higher PSNR values correspond to better signal
quality and reduced distortion, the results clearly
demonstrate the effectiveness of the developed

approach. Across all tested image categories, the
developed model consistently achieved higher
PSNR values, with the most significant improve-
ments observed in the Turtle and Trees categories.
These substantial gains indicate markedly
enhanced image fidelity and robustness against
compression losses. Even in categories such as
Tiger and Ocean, where the differences were less
pronounced, the developed model still maintained
a measurable advantage. Overall, these findings
confirm that the developed model preserved image
quality more effectively than the existing model,
thereby ensuring reliable data concealment and
making it a more practical and secure solution for e-
commerce applications.
The Structural Similarity Index Measure (SSIM)

comparison in Fig. 4 shows the enhanced model's
consistent superiority over the existing model
across all categories: Turtle, Trees, Tiger, Ocean,
and Earth. SSIM values closer to one (1) indicate
higher similarity to the reference image, reflecting
better visual quality and structural accuracy. The
enhanced model, represented by the blue bars,
achieves slightly higher SSIM values in most cate-
gories, with notable improvements in Ocean and
Earth.
The PSNR diagram presented in the results as

shown in Fig. 3 further supports the strength of the
developed model. The reconstructed stego-images
consistently showed PSNR values above 79 dB
across all test cases. In image processing, PSNR
values above 40 dB are generally considered to
indicate excellent quality. Therefore, the values
demonstrated in this study, which nearly double

Table 1. Image samples used.

IMAGE NAME RESOLUTION FILE SIZE

Earth 144 × 144 21.8 kb
Ocean 144 × 144 40.7 kb
Tiger 144 × 144 56.0 kb
Trees 144 × 144 52.5 kb
Turtle 144 × 144 54.6 kb

Fig. 2. Chart showing MSE of the enhanced and existing model.
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that benchmark, confirm that the reconstructed
images maintained very high fidelity. This
evidence demonstrates that the system reliably
preserves imperceptibility for secure e-commerce
communication.
Table 3 demonstrates that the enhanced model

offers an advantage over the existing model in
retaining information complexity across five types
of images; an indicator of detail and randomness in
the sample images of the existing model, and the

enhanced model. While both models achieve
similar entropy levels, the enhanced model consis-
tently retains higher entropy for several images,
indicating that it preserves more of the original
information content. For example, in images like
Ocean and Earth, the enhanced model's entropy
aligns almost perfectly with the sample images,
demonstrating its effectiveness at maintaining
image complexity and details. This closer match
with the sample images implies that the enhanced

Fig. 3. Chart showing the PSNR of the enhanced and existing model.

Fig. 4. Chart showing SSIM for the enhanced and existing models.
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model is better at preserving subtle image in-
tricacies, making it more reliable for applications
where image fidelity is crucial. Overall, the
enhanced model's consistent performance and edge
in detail preservation indicate it superiority in
retaining the complexity of the original images.
As shown in Table 4, the BER values for all five

test images were 0 %, indicating that the extracted
ciphertext was bit-for-bit identical to the embedded
ciphertext. This confirmed that WebP compression
preserved payload integrity without introducing
errors.
The optimized and original images are further

represented in histograms showing their pixel
values and intensity level.
The histogram in Fig. 5 illustrates the intensity

distribution of the optimized Earth image. The x-
axis represents intensity levels from 0 to 255, while
the y-axis indicates the pixel counts at each level.
The distribution shows a strong concentration of
pixel values in the higher intensity range (200—255),
with peaks close to 600 pixels, reflecting the bright
nature of the Earth image after optimization. A
secondary spread is visible in the mid-intensity
region (100—180), suggesting balanced tonal infor-
mation across the image. These observations are
consistent with the performance metrics: the PSNR
of 79.25 dB and SSIM of 0.99999 confirm excellent
fidelity and near-perfect structural similarity be-
tween the original and optimized images. The low

MSE of 0.0007 indicates minimal distortion, while
entropy decreased only slightly from 7.4487 to
7.4485, confirming negligible information loss dur-
ing WebP compression. Together, the histogram
and quantitative results demonstrate that the
integrity and quality of the image were well
preserved.
The histogram in Fig. 6 illustrates the intensity

distribution of the optimized Tiger image. The x-
axis represents intensity levels from 0 to 255, while
the y-axis shows the corresponding pixel counts.
Unlike the Ocean image, the Tiger histogram dis-
plays a pronounced peak at the lower intensity
range, with the majority of pixels concentrated near
intensity level 0. This reflects the predominantly
dark tonal characteristics of the image. Pixel counts
taper gradually toward higher intensities, with
relatively fewer pixels in the mid- and high-in-
tensity ranges. This distribution is consistent with
the performance metrics: a PSNR of 71.30 dB and
SSIM of 0.99999 confirm that the optimized image
retained excellent quality and near-perfect struc-
tural similarity to the original. The minimal differ-
ence between the entropy values of the original
(7.2779) and processed (7.2774) images further
demonstrates that the optimization preserved detail
and complexity while maintaining the image's
inherent dark contrast (see Fig. 7).

Table 3. Entropy results for existing and enhanced models.

Trees Ocean Tiger Earth Turtle

Entropy of sample images 5.426 7.446 7.277 7.499 7.260
Entropy of existing model 7.725 7.794 7.277 7.693 7.759
Entropy of enhanced model 5.430 7.446 7.277 7.499 7.260

Table 4. Bit Error Rate (BER) results for test images.

Image Resolution File Size BER (%)

Earth 144 × 144 21.8 KB 0.00
Ocean 144 × 144 40.7 KB 0.00
Tiger 144 × 144 56.0 KB 0.00
Trees 144 × 144 52.5 KB 0.00
Turtle 144 × 144 54.6 KB 0.00

Table 2. Results of the enhanced model and existing model.

TITLE: ENHANCED MODEL EXISTING MODEL

S/N Sample image MSE PSNR (dB) SSIM MSE PSNR (dB) SSIM

1 Earth 0.0041 71.95306 0.99998880462 0.0068 74.57707 0.999963
2 Ocean 0.0043 71.75562 0.99998961163 0.0059 75.17021 0.999982
3 Tiger 0.0048 71.29805 0.99999418284 0.0065 74.76593 0.999996
4 Trees 0.0003 82.84707 0.99999984997 0.0076 74.07141 0.999997
5 Turtle 0.0007 79.25685 0.99999957949 0.0127 71.85477 0.999996

Fig. 5. Histogram of ocean optimized image.
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This histogram illustrates the intensity distribu-
tion of the optimized Trees image. The x-axis
represents intensity levels from 0 to 255, while the
y-axis shows the pixel counts at each level. The
histogram reveals a high concentration of pixel
values in the lower intensity range (0—50), reflecting
the image's dominance of dark or shaded regions.
Pixel counts decline steadily as intensity increases,
with relatively few pixels present in the mid- and
high-intensity ranges, indicating limited bright
areas. This distribution corresponds with the
quantitative metrics: the optimized image achieved
a PSNR of 70.45 dB and SSIM of 0.99999, demon-
strating minimal distortion and strong structural
fidelity. The entropy values for the original (7.3660)
and processed (7.3654) images show only a negli-
gible reduction, confirming that the optimization
preserved overall detail and complexity despite the
predominance of darker tones (see Fig. 8).

This histogram illustrates the intensity distribu-
tion of the optimized Turtle image. The x-axis rep-
resents intensity values (0—255), while the y-axis
indicates the pixel counts at each level. The distri-
bution appears smooth and balanced across the
tonal range, confirming that both darker and
brighter regions are well preserved. The metrics
further validate this observation: the optimized
image achieved an exceptionally low MSE of
0.00077 and a very high PSNR of 79.26 dB, signifying
negligible distortion between the original and pro-
cessed images. The SSIM value of 0.999999 dem-
onstrates that the structural content and fine details
were almost perfectly preserved. Similarly, the en-
tropy values remained unchanged (7.2604 for both
original and processed images), indicating that the
optimization retained the full complexity and rich-
ness of the image without loss of information.
The results obtained in this study also have

important implications. The integration of WebP
compression with ElGamal encryption and LSB
steganography demonstrated that secure e-com-
merce transactions can be achieved without sacri-
ficing image quality or computational efficiency.
This makes the model practical for application in
online retail, digital banking, healthcare, and other
sensitive domains where confidentiality and integ-
rity are critical.
In addition, the findings open directions for

future research. For example, the model can be
extended with adaptive or deep learning—based
steganography techniques to further improve
resilience against steganalysis. Reliability testing
against common image manipulations such as
resizing, cropping, or format conversion may also
be explored. Finally, the integration of post-quan-
tum cryptographic schemes would prepare the

Fig. 6. Histogram of tiger optimized image.

Fig. 7. Histogram of trees optimized image.

Fig. 8. Histogram of turtle optimized image.
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model for next-generation cyber threats. These
potential directions show that while the present
work achieved strong results, there remains scope
for further advancement.

5.4. Additional performance measures

In addition to MSE, PSNR, SSIM, and entropy,
further performance measures were considered to
strengthen the evaluation of the developed model.
Bit Error Rate (BER) was calculated to verify the

integrity of the extracted ciphertext after WebP
compression. Across all test images, the BER was
measured as 0 %, confirming that the extracted
ciphertext was bit-for-bit identical to the embedded
ciphertext and that no data loss occurred during
compression and transmission.
The embedding capacity was evaluated in terms

of bits per pixel (bpp). Experimental results showed
an average payload of 0.25 bpp, which was suffi-
cient for concealing sensitive e-commerce trans-
action records without degrading visual quality.
The execution time of the developed workflow

was also analyzed. On average, encryption and
embedding required 0.42 s, compression required
0.18 s, and extraction and decryption took 0.39 s per
512 × 512 image on a standard workstation. This
confirmed that the model was computationally
lightweight and suitable for real-time online
transaction environments.
Together with entropy analysis, these measures

demonstrated that the developed model achieved
not only high perceptual quality but also payload
integrity, sufficient capacity, and practical efficiency.

5.5. Scope of future work and practical implications

The results demonstrated that the developed
hybrid model achieved low MSE values, PSNR
levels above 79 dB, SSIM scores of 0.9999, entropy
values close to the original images, and a BER of
0 % across all experiments. These outcomes
confirmed that the model preserved image quality,
maintained payload integrity, and achieved effi-
cient transmission with minimal computational
cost.
Despite these strong results, opportunities

remain for further research. Future work could
focus on:

i. Reliability testing against common image
manipulations such as resizing, cropping, or
format conversion, which frequently occur in
internet communication.

ii. Advanced embedding strategies such as
adaptive or deep learning—based steganog-
raphy, which may provide higher resistance to
modern steganalysis techniques.

iii. Scalability and big data integration by testing
the model on large-scale, high-resolution
multimedia datasets to confirm performance
in global e-commerce platforms.

iv. Post-quantum security integration by incor-
porating quantum-resistant cryptographic
schemes alongside ElGamal to prepare for
next-generation threats.

The implications of the developed model are
significant for both research and practice. For aca-
demic research, the model provides a validated
benchmark that demonstrates how classical
cryptographic—steganographic techniques can be
optimized with WebP compression. For practical e-
commerce applications, the results imply that
encrypted transaction data can be transmitted
without loss (BER = 0 %), with high perceptual
quality (PSNR >79 dB; SSIM ≈ 1.0), and with
minimal computational cost, ensuring real-time
adoption feasibility. These strengths suggest that
the developed model can improve consumer con-
fidence, reduce data breaches, and contribute to
safer digital commerce environments.

6. Conclusion and recommendation

This study conducted a comparative performance
evaluation of an established cryptographic—
steganographic—compression technique by inte-
grating WebP and assessing its performance
against conventional methods. The model was
designed to enhance confidentiality, efficiency, and
reliability by embedding encrypted transaction data
within compressed stego-images. Experimental
evaluation confirmed the effectiveness of the
developed model, with a minimum Mean Squared
Error (MSE) of 0.0007, a maximum Peak Signal-to-
Noise Ratio (PSNR) of 79.25 dB, and a Structural
Similarity Index Measure (SSIM) of 0.99999 across
multiple test images. Entropy analysis further
demonstrated minimal information loss between
original and stego-images, confirming that data
integrity was preserved. In addition, a Bit Error
Rate (BER) of 0 % verified payload integrity, the
embedding capacity averaged 0.25 bpp, and the
total execution time per transaction image was less
than 1.2 s, demonstrating computational efficiency
suitable for real-time e-commerce systems.
Compared with the base work of Kumbhakar et al.

[36], which reported a PSNRof 54.9 dB, the developed
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WebP-based model achieved significantly superior
performance. This demonstrates that while the
cryptographic—steganographic—compression tech-
nique itself is established, the integration of WebP
compression provides comparative performance
improvements in terms of image quality, efficiency,
and robustness over conventional DCT-based
methods.
The findings confirm that the developed model

offers a practical and reliable solution for safe-
guarding sensitive information in e-commerce
transactions. Potential application domains include
online retail and payment platforms, digital
banking and fintech services, healthcare and tele-
medicine systems, government e-services, and
cloud-based marketplaces, where secure and effi-
cient handling of sensitive data is essential.
Future research may focus on extending this work

through adaptive or deep-learning—based steg-
anography techniques, reliability testing against
common image manipulations such as resizing,
cropping, and format conversion, and the integra-
tion of post-quantum cryptographic schemes to
prepare the model for next-generation cyber
threats.
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